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PREFACE

Dear readers,

In front of you is the Thematic Collection of Papers presented at the International Scientific Confer-
ence “Archibald Reiss Days”, which was organized by the Academy of Criminalistic and Police Studies in
Belgrade, in co-operation with the Ministry of Interior and the Ministry of Education, Science and Techno-
logical Development of the Republic of Serbia, National Police University of China, Lviv State University of
Internal Affairs, Volgograd Academy of the Russian Internal Affairs Ministry, Faculty of Security in Skopje,
Faculty of Criminal Justice and Security in Ljubljana, Police Academy “Alexandru Ioan Cuza“ in Bucharest,
Academy of Police Force in Bratislava and Police College in Banjaluka, and held at the Academy of Crimi-
nalistic and Police Studies, on 3 and 4 March 2015.

International Scientific Conference “Archibald Reiss Days” is organized for the fifth time in a row, in
memory of the founder and director of the first modern higher police school in Serbia, Rodolphe Archibald
Reiss, PhD, after whom the Conference was named.

The Thematic Collection of Papers contains 168 papers written by eminent scholars in the field of law,
security, criminalistics, police studies, forensics, informatics, as well as members of national security system
participating in education of the police, army and other security services from Spain, Russia, Ukraine, Bela-
rus, China, Poland, Armenia, Portugal, Turkey, Austria, Slovakia, Hungary, Slovenia, Macedonia, Croatia,
Montenegro, Bosnia and Herzegovina, Republic of Srpska and Serbia. Each paper has been reviewed by
two reviewers, international experts competent for the field to which the paper is related, and the Thematic
Conference Proceedings in whole has been reviewed by five competent international reviewers.

The papers published in the Thematic Collection of Papers contain the overview of contemporary
trends in the development of police education system, development of the police and contemporary secu-
rity, criminalistic and forensic concepts. Furthermore, they provide us with the analysis of the rule of law
activities in crime suppression, situation and trends in the above-mentioned fields, as well as suggestions on
how to systematically deal with these issues. The Collection of Papers represents a significant contribution
to the existing fund of scientific and expert knowledge in the field of criminalistic, security, penal and legal
theory and practice. Publication of this Collection contributes to improving of mutual cooperation between
educational, scientific and expert institutions at national, regional and international level.

The Thematic Collection of Papers “Archibald Reiss Days, according to the Rules of procedure and way
of evaluation and quantitative expression of scientific results of researchers, passed by the National Council
for Scientific and Technological Development of the Republic of Serbia, as scientific publication, meets the
criteria for obtaining the status of thematic collection of papers of international importance.

Finally, we wish to extend our gratitude to all the authors and participants at the Conference, as well as
to all those who contributed to or supported the Conference and publishing of this Collection, especially to
the Ministry of Interior of the Republic of Serbia and the Ministry of Education, Science and Technological
Development of the Republic of Serbia.

Belgrade, June 2015 Programme and Organizing Committees
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GENERAL INFORMATION ABOUT THE CAREER AND
TRAINING SYSTEM OF POLICE IN AUSTRIA

Colonel Peter Lamplot!
Centre for International Affairs, The Security Academy, Austria

GENERAL FACTS

The Republic of Austria is a country located in the centre of Europe. About 8.5 mio inhabitants are
living on 84.000 square kilometres. The entire Republic includes 9 equal federal countries (also the capital
city Vienna is one of these federal countries). Internal security is task of the Federal Ministry of the Interior.
About 27.000 police officers are incorporated in the Police organisation which is a part of the Mol. (Ratio
between inhabitants per police officer 315: 1) Police is structured geographically in the Police Directorates
of each federal country (plus the headquarter within the Ministry of the Interior) and in 3 hierarchical
levels (basic level - middle level - higher level = senior officers). An externally entering the police force isn't
possible, that means every police officer has to begin in the basic level and is able to be selected for the next
(middle) level and from there to the senior-officers-level.

The task of an Austrian police officer is the entire field of policing (traffic police, security police, bor-
der police, criminal investigation etc. but also eg community policing). Although this general tasks for
everyone, also specialized police departments (and of course police officers) exists. Such specialists act if
the fulfilment of a task needs more specialised, trained and experienced officers for example dog handlers,
special traffic police tasks, fighting heavy crimes, criminal investigation, forensic issues, counter-terrorism
or even riot-policing.

RESPONSIBILITY FOR TRAINING

“Sicherheitsakademie - .SIAK”, department 1/9 of Austria’s Ministry of the Interior, is responsible for
all general training and education activities for police officers and civil servants of the Mol, as well as for
Science and Research and international cooperation.

Special training, eg dog handlers training (canine), forensic-training, training for traffic police, riot po-
lice or anti-terror squad etc., is a task of the respective special departments within the Mol or the Police
organisation.

The strategic assignments of .SIAK are: Steering, coordination and controlling of all the training meas-
ures and activities.

The operative assignments are: Organisation of the training courses for every level, trainings for qual-
ified teachers and police personnel, in-service training in selected areas, and performing international co-
operation in the field of police training as well as involvement and performing police related science and
research.

To organise training in a way that all the needs for an effective police work are met, a structured circle
of communication and evaluation between .SIAK and the other relevant departments in the Ministry and
the Police Directorates of the federal countries is organised (regular meetings on operative level - yearly
conference on strategic level).

FIELDS OF POLICE TRAINING

Under the umbrella of .STAK 10 Police-training-centres all over Austria (in every federal country one, in
the biggest country two) are existing. In these Training-centres the training courses of the basic level and the
In-service training of the personnel of the respective Police Directorate of this federal country are realized.
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The responsibility for In-service training is divided. On the one hand it is task of .SIAK with execution
of a standardized in-service training (yearly training days for every police officer), running an — annually
offered - seminary-catalogue (covering different policing issues from police ethics to interview techniques)
as well as a language training program and on the other hand a task of the Police Directorate of the federal
countries, to cover their local training needs.

The basic training is focusing on police officers as generalists, lasts 24 month (theoretical and practical
parts) and ends with a final exam. All over Austria about 1000 police officers start the basic training yearly
(courses/classes can start every month depending on the needs).

The mid-level training takes place in the Training centres of Vienna, Traiskirchen (which is a training
centre in Upper Austria) as well as Tyrol and lasts 9 month (alternately theoretic and practical parts). This
training yearly starts in September and is open for about 220 participants.

During this course participants will be prepared for their future tasks in leading or other specialised
functions (eg station commanders/deputies, shift leader or criminal investigators). Depending on which
free position an applicant will get, he or she has to pass some additional modules (criminal investigation,
border police, police station or other special police tasks).

As SIAK is not entitled (accredited) to run academic programs, cooperation with a civil University
(University of Applied Sciences) had been started in 2006 to develop and run a training-program for the
higher level (senior officers). This is a 3-years bachelor study program (Police leadership) which takes place
in Wiener Neustadt (a city 75 km in the South of Vienna). Yearly 20 students start this training program,
which should prepare participants for their future job as senior police officers (Commander or deputy of a
police district, a city or a country, or other specialised departments, strategic tasks in a head-quarter etc.).
The focus of this program is Leadership and Police strategy. Passing this study participants get the academic
level of a “Bachelor”. Participants of this study program have to do in parallel their ordinary duty as police
officer (so they are part time police officers and part time students).

Teachers working in the Training centres are basically police officers from the middle level. All these
teachers are specially trained in pedagogics and andragogy’s. This pedagogical training lasts one year (2
semesters) and is organised and carried out by the University of Applied Science in Wiener Neustadt. Dur-
ing this time participants have to do in part time their job as police teacher and in part time their training
program.

The latest development was the implementation of a academic training program “Master of Strategic
Security Management”. The target group of this Master-program are police officers and civil servants from
the Mol and is a precondition to cover a top position in the Mol. But this program also should be open for
other interested persons from the civil society. The Master-program lasts 2 years (4 semesters) and partici-
pants have to do it in parallel their daily work. Big parts of this program have to be completed in their free
time.

The most important target of the training-courses of each level is the development of social competenc-
es as well as necessary job skills and (juridical and practical) knowledge for the respective level.

The middle level and higher level trainings additionally focuses on leadership competences, project
management as well as strategic thinking.

METHODOLOGY AND DIDACTICS

We try to perform the lessons in a student-focused interdisciplinary way. It is a challenge to find out a
balance between practical and theoretical contents, but for this we invite NGO s, GO s and other relevant
organisations to come to the police training centres, to show the future officers or participants of the cours-
es also this point of view (eg training in human rights is done from a teaching team consisting of a police
officer and an expert from “Amnesty International’; or training in the field of anti-racism the ADL - An-
ti-Defamation League - is invited to perform seminaries).

Of course there are also experts from the policing field, eg Criminal investigators or other experts of
different police branches invited.

In the schedule of the higher-level-course (bachelor study) inputs of Judges, Prosecutors, different sci-
entists, or experts from other public bodies are foreseen.

During the practical part of the basic training, applicants work some month in a police station, doing
service in a shift under supervision and together with experienced police officers (mentors).

During the practical parts of the mid- and higher level courses, applicants spend some weeks on a
workplace they probably hold in the future (eg in a head-quarter, or in the leading team of a police district
but of course under mentoring support). Additionally applicants of the higher level course (senior officers
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training) have to do a three weeks lasting operative placement in a foreign country, to get in touch with the
experience of police officers of other European countries.

THE WAY OF CAREER

If somebody in Austria would like to become a Police officer, he or she have to fulfil some prerequisites
(Austrian citizenship, full capacity to act, personal and professional suitability, minimum age of 18 years,
completed professional training or compulsory schooling diploma, male applicants have to had complet-
ed their military service or as alternative to military service a community service) and successful passing
the entrance examination (selection procedure: psychological test, basic general knowledge, test in writing
German language and an exploration). A minimum height is not necessary any more. About 5000 (some-
times 6000) persons per year would like to start a career as police officer. After the selection procedure only
1000 of them can start in the basic training for Police.

After successtully passing this basic training he or she has to do a minimum of 3 years practical/opera-
tional police work in one of the (about 900) police stations somewhere in Austria.

If he or she wants to make further career they has to pass another selection procedure (5 applicants: 1
successful) to be admitted for participation in the mid-level training, which lasts 9 month (see above).

After passing the final examination of the mid-level training, he or she has to do a job in this level for
at least another 3 years to be again selected (4 applicants : 1 successful) for admitting participation of the
higher-level-training (senior police officer).

To reach the highest level of a police career, someone needs at least 12 years of experience in the po-
lice-service.

About 2/3 of our police-personnel is in the basic-level, 30 % in the middle level and 2 % in the higher
level.

The age of retirement is generally 65 years (with this age the police pensioner receive 80 % of the average
monthly salary of the last forty years). If somebody wants to be retired earlier (possible is the retirement
with 60 years) this sum is to be reduced up to another 6 %, but if somebody have to be retired earlier because
of accident or health reasons there is no reduction.
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Abstract: The paper deals with the novel forms of Organized Crime, as a treat both to the interna-
tional security and the national Spanish security. While traditionally Organized Crime was considered as
an internal matter, the new tendencies and links between Organized Crime Groups have initiated a wide
range of necessary actions on international level as well as an establishment of a set of laws and indicators,
designed to differentiate criminal activities and as a consequence sanctions which derive from such illicit
conduct. Special attention was dedicated to the police and judiciary actions enforced in such cases, with a
particular emphasis on the actions conducted by the Spanish Police Bodies and legal aspects of the country
in question.

Keywords: organized crime, definition and indicators of organized crime, legal frame, criminal mani-
festations detected in Spain.

INTRODUCTION

The term Organized Crime represents the superior scale of the organized delinquency which exists and
acts as a true “criminal enterprise’, which achieves its maximum expression with the existence of the mafia
organizations. Organized Crime Groups fulfil all of the requirements defined by the 11 indicators of the
European Union, which will be explained further along. Slightly below on the scale are:

— Criminal groups, which represent a certain number of persons, united for the purpose of committing
criminal activities, but have no stable existence and continuity and whose actions are occasional
rather than regular.

— Gangs, which are previously united for the purpose of committing criminal acts, and in some cases,
if they coincide with the indicators of the European Union they can be considered as Organized
Crime.

Unlike the traditional understanding of crime as such, Organized Crime is an “enterprise” with its hier-
archy which generates multiple benefits for its members. Its drive is purely economic.

Organized Crime is a structure, a hierarchy, a distribution of functions, it is continuity, an enterprise
in its full sense and as such, it has the need for members of different specialties, a need for coordination
and security (which is why it is often related to corruption in order to ensure the effectiveness of its illegal
activities), but most of all it possesses enough of an attractive drive and motivation for each and every one
of its members: getting rich fast, without any regard for ethics and morality.

From the Police point of view; it produces a number of difficulties during investigations, mostly due
to its great appeal, caused not only by the fact that it promises great economic benefits in a short period of
time, but also, because to this day sanctions for such illicit activities remain low, even though it is a threat
to various aspects of modern societies, such as state budget, national security, public health and freedom in
general. It is a threat difficult to extinguish, which is why it requires a special legislative support.

The Organized Crime represents a threat to the world peace and its sustainable global development.
In addition, it is more than a threat; it is a challenge too, since its characteristics are such that it spreads in
different places of the world in a coordinated and connected manner. It is also important to underline, that
the Organized Crime Groups are controlling millions of dollars, which facilitates corruption. Certain crime
structures have access to nuclear, biological and chemical weapons, although there is a clear difference
which distinguishes ones from the others. On the global level, perhaps the most important treat would be
that these crime groups have gained so much power that in more than one occasion, they have actively
participated in the governmental decision making in some countries. For example, the Drug Trafficking is
often used as a financial source of Terrorism and wars and conflicts in some parts of the world.

1 agregaduria.serbia@interior.es



Maria Jose Hurtado

Among numerous aspects which have been previously mentioned, another reason why Organized
Crime requires a special legislative support is the fact that many Organized Crime Groups, in their intents
to execute their primary illicit activity, get involved in other related illicit activities (the groups which control
illegal migrations often resort to extortions in order to obligate the immigrants to do something for them),
which is when the primary crime generates other related crimes, sometimes even of greater importance, but
the economic benefits eliminate the human capacity of understanding the graveness of their actions. The
statistics, published by the International Monetary Fund are devastating:

— Between 0.6 and 1.5 billion dollars of unreported funds circulate the fiscal paradises every year.

— The amounts which circulate thanks to Money Laundering represent between 2% and 5% of the
world GDP.

— Annual benefits gained from Drug Trafficking represent between 8% and 10% of the world trade.

— The product of the entire world crime surpasses one billion dollars annually, which is 20% of the
world trade.

— More than 5,000,000 persons live from and for crime, which means that there is a whole multinational
crime community.

THE LEGAL CONCEPT OF ORGANIZED CRIME

o International Global Perspective:
The United Nations Convention against Transnational Organized Crime.
« European Concept:

The establishment of the 11 indicators which determine whether a group or a gang can be considered
as Organized Crime.

o Conceptual determination in Spain:

Constitutional Law 5/1999, of the 13th of January, which modified the Law of Criminal Indictment in
regards of perfecting the police investigation activities related to Drug Trafficking and other serious illicit
activities.

UN DEFINITION OF ORGANIZED CRIME

UN defines organized crime as an “Organized Criminal Group’, a structured group of three or more
persons which exists for a period of time and acts with the purpose of committing one or more serious
crimes, defined by the above mentioned Convention, with the intention to gain, directly or indirectly, an
economic or any other material benefit.

“Serious crime” is defined in the Organized Crime Convention as meaning “conduct constituting an
offence punishable by a maximum deprivation of liberty of at least four years or a more serious penalty.’

“Structured group” is a group that is not randomly formed for the immediate commission of an offence
and that does not need to have formally defined roles for its members, continuity of its membership or a
developed structure.

The above mentioned Convention refers to crimes committed in more than one state, having in mind
the sovereignty of each and every one of them, which is why the countries are required to develop legis-
lation in order to be able to respond to such problems. For this reason a system of adoption of preventive
measures has been established, which allows a confiscation of property in the countries different from the
country of commission of crime as well as it is encouraged to enforce extraditions between the participants
of the Convention, in accordance with the internal legislation of each and every one of them.

One of the options which is being considered is also the reciprocal judicial cooperation, concentrated
on the temporary extradition of criminals, in order for them to face the tribunals in other countries, as well
as the establishment of the mixed investigation teams between different countries. What should be taken
into consideration is also the possibility to include previous criminal records from other countries, in the
judicial process conducted in one of them, with the goal to aggravate the sanctions imposed.
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CONCRETE ACTIONS IN THE FIGHT AGAINST
ORGANIZED CRIME WITHIN THE U.N.

The adoption of the UN. Convention on Organized Crime represents the first global instrument in the
fight against Organized Crime, which calls upon concrete actions on a global level.

GOALS

— Synchronization of penalties (double incrimination)

— Development of judicial cooperation in order to enhance the mutual aid and the extradition within
the universal frame, as well as to establish joined investigation teams.

E.U. 11 INDICATORS OF ORGANIZED CRIME

As written in the document 6204/2/97 Enfopol 35 of the European Union, in order to be able to deter-
mine whether or not we are in a presence of an Organized Crime Group, there is an obligatory requirement
for it to match the eleven indicators, out of which at least six must coincide, some underlined as obligatory.

The main objective for the establishment of the above mentioned indicators is to unify the criteria be-
tween different member states, thus creating a base for the legislative and judicial synchronization. It is only
based on some common concepts that we can activate the reciprocal legal and process actions, as well as
bilateral and multilateral conventions. By following this concept line we can establish politics of prevention,
as well as have relevant and accurate studies related to the mater.

E.U. OBLIGATORY INDICATORS OF ORGANIZED CRIME

— Collaboration of two or more persons: It must be collaboration with the intention to commit crime,
without having to be formal.

— Actions committed for a period of time: Punctual crime commission is not included. In this case the
minimal period of time considered is of six months.

— Reasonable doubt that a serious crime has been committed: This indicator is not directly related to the
penalty or sanction imposed for one such crime, due to the fact that there is no homogeneous defi-
nition in that sense for all of the member states. Nevertheless, it does only refer to the serious crimes.

— Gaining personal benefit or power: This is one of the basic indicators, which naturally forms part of
any criminal activity; however it should never be related to the terrorist organization.

E.U. INDICATORS OF ORGANIZED CRIME-OPTIONAL FOR SPAIN

— Specific distribution of tasks: Meaning that it must be an organism far from provisional. This kind of
distribution of tasks and functions increases the efficiency of the criminal group members, paying
special attention to the specific abilities of each and every one of them.

— Existence of discipline, hierarchy or internal control: This indicator is tightly related to violence or in-
timidation and it represents a clear manifestation of the existence of hierarchy and of how dangerous
an organization is.

E.U. OPTIONAL INDICATORS OF ORGANIZED CRIME

— Use of violence or intimidation: Persons who give in to the pressures of the Organized Crime Group
members and become their tools for commission of criminal acts or protect the impunity of the
group components.

— Use of commercial and company structures: For this indicator to be taken into consideration, it is nec-
essary for the group to dispose of commercial structures utilized as a cover for their crime acts or as
a cover for the income obtained by the commission of the same. When an objective becomes money
laundering this indicator is taken into consideration, along with the one of the money laundering.
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— Money laundering: Understood as a process through which the money, obtained by commission of
criminal acts, becomes, in a fraudulent manner, legal, by the use of different economical channels.

— Use of influence or corruption: It is understood as the effort employed to gain the cooperation of the
judges, police officers and politicians, company managers and the media.

— Ilicit activities on the international level: When it comes to this particular indicator, it is important
to bear in mind the dimension of the small countries, such as Monaco or Luxemburg. The decisive
factor is that the criminal groups abuse the advantages of the international dimensions in any aspect.

E.U. INDICATORS OF ORGANIZED CRIME - CONCLUSIONS

The Organized Crime Groups are divided into five different levels, based on a specific character and
with the use of the system of logistics, specificity and objectivity, into very high, high, medium, low and
basic.

The said classification is the product of a combination of the “quality” factors, such as the number of
members, the use of violence, the corruption, the employment of experts, the professionals or special skilled
members, which guarantee the execution of criminal acts, as well as the use of sophisticated technical sup-
port, and finally the isolation, understood as the ability of the primary members of the organization to
protect themselves from arrest, with the use of subordinates, covers or corruption.

TOOL USED IN THE EUROPEAN FIELD:
EUROPEAN JUDICIAL NETWORK

Thanks to the Joint Action 98/428/JAI, on the 29th of June, 1998, adopted by the Council, a European
Judicial Network is created, with the objective to improve, from the legal and practical point of view, the
mutual judicial aid among the member states of the European Union, particularly in the fight against all
serious crimes, such is the Organized Crime.

With the use of liaison magistrates points of contact have been created in order to enhance the coordi-
nation, cooperation and the exchange of information between different judicial authorities of the member
states.

TOOL USED IN THE EUROPEAN FIELD: EUROJUST

By the Council’s decision, of the 28" of February of 2002, EUROJUST was created as one of the tools
which will aid the fight against Organized Crime.

The European Union, in its intent to develop cooperation in the fight against Organized Crime has cre-
ated EUROJUST, an instrument authorized for investigations and actions related to serious crimes, com-
mitted at least in two of the member states. Its role is to promote coordination between competent author-
ities of the different member states and to facilitate the application of judicial international cooperation, as
well as the execution of the investigative commissions and extraditions. Among the above mentioned tasks,
EUROJUST also has the essential role in all of the matters related to the fight against Terrorism.

Its most important characteristics are as follows:

— Instrument of the EU, authorized with its own legal personality.

— Its headquarters are in The Hague.

— Each state names one member for the function of Prosecutor or Judge.
— It acts in the matters which affect more than one member state.

— Roles: promotes coordination between competent authorities of the different member states and fa-
cilitates the application of judicial international cooperation, as well as the execution of the investi-
gative commissions and extraditions.

— Types of crime which are within the EUROJUST competences coincide with the ones of EUROPOL,
including the Organized Crime.
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SPANISH LEGAL FRAME: CONSTITUTIONAL LAW 5/99 ON THE
REFORM OF THE LAW OF CRIMINAL INDICTMENT

The Organized Crime Group is an association of three or more persons, united with the goal to commit,
constantly or repeatedly, one or more of the following crimes:

a) Kidnapping.

b) Crimes related to prostitution.

¢) Crimes against property and socioeconomic order.
d) Crimes related to intellectual or industrial property.
e) Crimes against the rights of workers.

f) Crimes of endangered species trafficking.

g) Crimes of nuclear and radioactive material trafficking.
h) Crimes against public health.

i) Crimes of Money forgery.

j) Trafficking and deposit of fire arms and ammunition.
k) Terrorism.

1) Crimes against historic heritage.

SPANISH LEGAL FRAME: ARTICLE 515 OF THE PENAL CODE

The illicit organizations with the following characteristics are punishable by Law:

1) The ones that have as a goal the commission of a criminal act, and after they form an organization,
they promote the said commission.

2) Armed gangs, organizations or terrorist groups.

3) The ones that, always with the objective to commit crimes, use violence, intimidation or control of
personality to ensure its execution.

4) Organizations with paramilitary character.

5) Organizations which promote discrimination, hatred and violence against persons, groups or asso-
ciations due to their ideology, religion or beliefs, or due to the affiliation of its members in a certain
ethnic, race or national group, its sexual orientation, family situation, illness or minority.

Based on the above quoted Law, the penalty for the promoters or chiefs of the armed gangs is between
8 and 15 years of incarceration, while for the members the penalty is between 6 and 14 years. The founders
of the illicit organization are faced with the penalty between 2 and 4 years of incarceration, while the active
members of the same receive penalty between 1 and 3 years.

MOST FREQUENTLY DETECTED CRIMINAL MANIFESTATIONS
IN SPAIN

Among the most frequently detected criminal manifestations it is important to underline the following:
Drug Trafficking, Money Laundering, Forgery and Crime against property and socioeconomic order.

Spain, due to its geographical position, represents an important point for transit and settlement of Or-
ganized Crime Groups. Spain is the southern border of Europe, which puts it in a similar position of that of
Poland with Ukraine. Its internal borders (France), thanks to Schengen represent a benefit for these illicit
organizations, allowing their members to circulate freely, without an adequate filter.

All of the above mentioned works in favour of the global Organized Crime, not just in the sense of crim-
inals of different nationalities, but also when it comes to foreigners which create their criminal networks on
the European territory, without any obstacles (Galician clans, “cosa nostra”).

Existence of tax paradises in the zone of Spanish influence, such as Gibraltar and Andorra, are the fun-
damental elements for Money Laundering. In addition, the disintegration of the eastern European block
has significantly contributed to the increase of the crime rate in Spain.
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To conclude, we cannot go without mentioning the general globalization which has introduced us to
the new tendencies such as the use of technologies, most of all the Internet, which has become one of the
indispensible tools in our homes and work places, but also for the criminal groups.

Among the Organized Crime Groups which operate on the Spanish territory, the most important ones
are as follows:

— French Organized Crime Groups, which are usually involved in drug trafficking, robberies and assas-
sinations due to accounts settling.

— Italian Organized Crime Groups, which usually deal with money laundering and kidnappings, as well
as bank robberies and drug trafficking.

— British Organized Crime Groups, situated in the Costa del Sol and mostly involved in drug trafficking.

— Baltic Organized Crime Groups situated on the Mediterranean cost and involved in loan sharking,
human trafficking, robberies of houses and industrial boats.

— Russian Organized Crime Groups, situated in the Costa del Sol, involved in firearm trafficking, extor-
tions, human trafficking, and hired assassinations.

— Columbian Organized Crime Groups, situated in the centre of the country and the Galician cost, in-
volved in drug trafficking, armed robberies of jewelleries and assassinations due to accounts settling.

— Nigerian Organized Crime Groups, situated in the Canary Islands and the centre of the country,
involved in drug trafficking, human trafficking and frauds.

— Rumanian and Bulgarian Organized Crime Groups, situated on the cost of the Mediterranean Sea
and the centre of the country, involved in human trafficking, forgery, loan sharking and extortions.

— Moroccan Organized Crime Groups, situated on the cost of the Mediterranean Sea and the centre of
the country, involved in drug trafficking and illegal migrations.

— Albanian/Kosovo Organized Crime Groups, situated on the cost of the Mediterranean Sea and the
centre of the country, involved in house robberies and robberies in the industrial zone.

With regard to the above mentioned groups a special attention should be put on the groups whose
members originate from the eastern European countries. The political destabilization of the said zone has
initiated the creation of important Organized Crimes Groups in that area, whose members often come
from, now extinguished, military, police or espionage bodies, have had paramilitary training, and are
equipped in the knowledge of new technologies and intelligence gathering, with the high level of specialties,
professionalism and efficiency.

POLICE TOOLS USED IN THE FIGHT AGAINST ORGANIZED CRIME

A following legislative and constitutional frame was created in order to establish a solid base for judicial
and police actions:

— Penal Code.
— Law 19/93 of the 28" of December, regarding prevention and money laundering.
— Law 12/03 of the 21 of May, regarding prevention and financing of terrorism.

— The UN. Convention on Transnational Organized Crime, adopted in New York on the 15" of No-
vember, 2000, ratified by Spain on the 1% of March, 2002.

— Intelligence Centre for Organized Crime (CICO).

— National Centre for Antiterrorist Coordination (CNCA).

— EUROPOL

- INTERPOL

- EUROJUST

— The creation of European Public Prosecutor’s Office, which coordinates all of the activities.
— Police specializations.

Other tools available to the Police bodies in their more efficient fight against Organized Crime are also
bilateral agreements, which Spain has signed with Germany and France, as well as the employment and
distribution of Lesion Officers.

The creation of Special Prosecutor’s Offices has been proven as efficient, which is why Spain currently
has two Special Prosecutor’s Offices, one for Drug Trafficking and another for fight against Corruption and
Organized Crime.
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CONTROLLED DELIVERY, ARTICLE 263 OF THE
CODE OF CRIMINAL PROCEDURE

Controlled delivery is a tool employed by the criminal prosecution authorities which is indispensable to
effectively detect international organized crime. It is to be understood as controlled importation, controlled
exportation and controlled transit. It provides the possibility to authorize the circulation or controlled deliv-
ery of drugs and illicit substances within the Spanish territory, without the intervention of the police agents,
but under their supervision, with the goal to reveal or identify the persons involved in Drug Trafficking or
other related crimes.

The goods which are the objective of a controlled delivery are stupefying and psychotropic substances,
precursors used for illegal production of drugs, goods and earnings obtained by money laundering or by
commission of serious crimes, endangered species, forged money, firearms and ammunition from wars,
chemical firearms and explosives.

The authorization for a controlled delivery derives from judges, when a criminal proceeding is in
course, from prosecutors, when there is no criminal proceeding initiated and from police chiefs when there
is a necessity to act urgently, who later inform either the judge or the prosecutor, depending on whether or
not a criminal proceeding exists.

When it comes to international controlled deliveries, it is necessary to act based on the agreements in
force, where the country of destination is the one who needs to authorize the controlled delivery.

UNDERCOVER AGENT, ARTICLE 282 OF THE
CODE OF CRIMINAL PROCEDURE

When it comes to investigations which are related to Organized Crime, one of the possible police tools
is also the use of undercover agents. The use of this tool in particular is always encouraged by the UN. due
to high efficiency and satisfying results.

The undercover agent occults his identity in order to infiltrate the criminal structures with the goal to
obtain as many information as possible, thus insuring the localization and identification of the delinquents.

His objective is to infiltrate the organized crime groups, while participating in their criminal ambience,
in order to discover the commission of crimes and further inform his supervisors. He helps gather the nec-
essary evidence, which are later used on trial.

The undercover agents must be members of the police, but no policeman can be forced into playing
such role. One agent cannot be used in various cases of Organized Crime.

In Spain the Judge of First Instance or the Prosecutor are the ones who authorize the use of an un-
dercover agent. An undercover agent maintains his/her undercover identity throughout the course of the
entire criminal proceeding, obtaining the status of the protected witness.

The duties of an undercover agent are to maintain his/her superiors informed, who later inform the
authorized Judge, and however, an undercover agent cannot provoke the commission of a crime, since his
actions while being undercover are strictly limited to participation in distribution and transport of crime
instruments, otherwise, by breaching this authorizations an undercover agent could face trial.

When it comes to a profile of an undercover agent, he/she should possess the following qualities:
— an extroverted person,

—a good actor,

— possess courage,

— good people skills,

— has the experience as an investigator,

— knows criminal surroundings,

— has mental flexibility,

— has good memory.
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INTERPOL

INTERPOL is an organization of the international police, formed by 187 member states, the fact that
makes it the third biggest international organization in the world, just behind the UN. and FIFA. INTER-
POL was created in the 1923 and its role is to support all of the organizations, authorities and services,
whose mission is to prevent or fight against Transnational Organized Crime.

Due to its politically neutral role, the constitution of INTERPOL bans every type of action related to
criminal activities which does not affect various member states or criminal activities related with politics,
army, religion or radical groups. Its work is centred in public safety, terrorism, organized crime, drug traf-
ficking, firearm trafticking, human trafficking, money laundering, child pornography, financial crimes and
corruption.

EUROPOL

EUROPOL is the organ in charge of facilitating the operations against criminal activities, committed in
the European Union. Its creation was the product of an agreement of the UE. It started its activities in the
year 1994, as the intergovernmental criminal police office, which facilitates the exchange of information
between national police bodies in the matters regarding drug trafficking, terrorism, international crime
and pederasty. EUROPOL is authorized to act on the entire territory of the E.U. and it coordinates and
centralizes the investigations of organized crime groups of European and international dimensions. EU-
ROPOL creates mixed investigation teams and a structure of liaison of the officials from different European
police bodies (task force), in order to enhance the exchange of experiences and practices in the fight against
Transnational Organized Crime.

SIRENE

It is a body created by the Schengen agreement and it refers to the free circulation of persons (border
control) and police cooperation within the “Europe without borders” “Supplementary Information Request
at the National Entry”, the very name defines the primary function of SIRENE, created in all of the Schen-
gen states, in order to facilitate the exchange of supplementary information between member counties.

All people have the right to circulate freely within the Schengen zone, which requires a more effective
cooperation between national police bodies, border police, the authorities in charge of the external border
control and the judicial authorities of the member states.

SIS-SCHENGEN SYSTEM OF INFORMATION

SIS is a European data-base which contains information regarding the public safety, support to police
bodies and judicial cooperation, as well as the management of external border control. The member states
facilitate data in relation to personas which are wanted by the police and of those who have been banned
the entry.

THE CRIMINAL INVESTIGATION

It is a set of police activities, designed for identification of a crime committed and its’ perpetrators as
well as the clarification and arrest of all responsible members in order for the trial to be conducted. The
objectives of a criminal investigation are the protection of human rights, through prevention and reaction
against crime, due to which, it is a united task which is to be performed in cooperation with the public
administration institutions. Criminal investigation must be conducted in accordance with the laws and
human rights. It is, bluntly put, the beginning of the global administrative response to crime.

Criminal investigation can be:

— Investigation for prevention: when there is knowledge of a perpetration of a crime in the near future
and an investigation begins in order to prevent its realization (Intelligence).

— Investigation for intervention: It is a quick investigation labour, used to immediately determine the
authors of a crime.
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— Investigation for clarification: It is an investigation which has as a goal clarification of a crime which
has already been committed.

When it comes to the methods in use, it is important to underline the following:

— Identification of all components and their surroundings.

— Means of transport.

— Location of components and their routine.

— Detailed organization chart.

— Confirmation of the criminal records.

— Use of sources.

In the process of the verification of a crime, the investigation strives towards determining the existence
of a primary crime and based on it, the investigators gather further information on the criminal surround-
ings, which serves as an indicator of whether or not we are talking about an Organized Crime Group, based
on which the trial and the related sanctions depend.

In the case of an Organized Crime Group, each member of the organization stands accused before the
judge for organized crime activities, as well as numerous other crimes committed as a result of such actions,
either in the status of an author or accomplice or accessory.

The objective of said investigation is to, first of all, identify the perpetrators and gather evidence of their
illicit activities, followed by the determination of their system used for money laundering, and their loca-
tions, after which the police agents proceed to arrests and search of the premises.

However, although clear in theory, in practice, the criminal investigation encounters many difficulties,
such as: long period of time necessary for its efficient execution, a great number of telephone interventions,
numerous searches of premises, many international requests, etc.

When it comes to Organized Crime, one of the crucial problems is its lack of restriction to just one terri-
tory, a characteristic which calls upon immediate reaction, often delayed due to long legal procedures. It has
happened more than once that First Instance Judges either have small knowledge of the said cases or fail to
react due to the fear of stepping into area out of their competences and authorities. For the said reason, one
of the possible solutions could be passing all the Organized Crime Cases to National Court.
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Abstract: Today’s society is growing increasingly dependent on information systems, making
cybercrime a progressively higher threat for the European Union and its Member-States. Being an
unquestionably borderless type of crime, its complexity is incontestable. Furthermore, large scale attacks
against information systems are usually linked to organized crime groups which increase the menace,
and consequently, the fear of terrorist and politically motivated attacks. Regarding this scenario, adopting
a legal instrument at the European level is mandatory. Granting the security of information systems is
consequently paramount in order to allow the achievement of a safer information society, a true area of
freedom, security and justice, and it is vital for the development of the internal market and a competitive
economy at the European level.

The Directive on attacks against information systems was adopted under the legal framework of article
83.0 of the Treaty on the Functioning of the European Union and it substitutes the previous legal framework.
Its main objective is to approximate Member-State’s criminal law concerning attacks against information
systems by establishing minimum rules. This Directive does not revolutionize the legal framework of
attacks against information systems. Although it substitutes the previous framework decision, on the one
hand it maintains its provisions but, on the other hand, it provides new aggravating circumstances such
as large scale attacks, it introduces the crime of illegal interception, it criminalizes the production, sale,
acquisition, import or distribution of tools to be used to commit offences, and it introduces measures to
improve cooperation.

The main discussion of this paper is the lack of a straight forward definition of critical infrastructure.
Being an aggravating circumstance its densification is left for Member-States, the Directive simply provides
for an informal concept in its recitals. Furthermore, the Directive does not provide a definition of large scale
attacks, once again, it simply gives Member-States a few hints in its recitals.

Taking into consideration the increasing dependence of Member-States and the European Union on
information technology, the lack of a definition of critical infrastructure and the legitimate fear of an attack
against a Member-State’s information system (which has already happened for instance in Portugal), we
must ask if leaving the establishment of more severe penalties for such attacks to Member-States’ discretion
is or not the right solution.

Keywords: minimum rules; information systems; large scale attacks; critical infrastructure.

INTRODUCTION

“Technology ... is a queer thing.
It brings you great gifts with one hand, and it stabs you in the back with the other’™.

Nowadays criminal groups and abstract threats are harder to fight because of globalisation and the
internet. Cybercrime relies upon and targets internet infrastructures and their users. The ability of putting
a plan into action has been seriously increased by globalisation: it is easy to travel, to transfer money, to
communicate - this means it becomes easier to spread criminal activities.

Bearing this in mind, it is unquestionable that today’s society has become progressively more dependent
on information technology - on the internet. Among many other examples which could be used, nowadays
most of us not only use e-mail addresses as the regular address to exchange correspondence at a personal
level but also at a business level, save information in the cloud, post personal information on social
networks, book flights and so on. One of the main issues related to information systems is that they tend
to create a dependency to its users. In fact, even national authorities have surrendered to the internet and

1 joanawhyte.cedu@direito.uminho.pt
2 C. P. Snow, Scientist and Novelist, New York Times, 1971.
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its overwhelming power, for instance, they have transformed their justice systems in internet dependant
systems®.

Consequently, criminal activities related to internet use affect today’s society and the economy in
many different ways, for example, selling counterfeit goods on the internet generates huge profits for
criminal groups but it also constitutes a threat to public health and/or safety, it aftects the European Union's
common market, and it infringes intellectual property rights. Furthermore, also terrorist groups are using
the internet to spread their message, network, recruit new followers and disseminate terrorist messages
globally. Organized crime and terrorist threats are accompanying the evolution of society and its habits —

“Cyber-attacks are one of the greatest threats to international peace and security in the 21* century™.

On the other hand, there is another issue arising which is the increased dependency of the European
Union and Member States of information technology. The European Union has created several data basis
hosting European and third Countries nationals’ sensitive information, such as the Schengen Information
System (SIS), Visa Information System (VIS), and/ or the Entry Exit System (EES). By creating this
dependency, information technology has also created a new form of vulnerability, allowing, for instance,
terrorists, to approach targets which would otherwise be impregnable, such as national and government
information systems or air traffic control systems.

INTERNATIONAL LAW ON CYBERCRIME

Cybercrime is the prime example of a borderless crime, therefore, the adoption of specific international
legislation became essential but also the adoption of measures which facilitate cooperation between judicial
and police operators internationally.

At the international level, the Council of Europe was the pioneer. In 2001 it adopted the Convention on
Cybercrime, signed in Budapest, which entered into force in 2004. This Convention is considered the most
complete international legislation on the matter as it provides a comprehensive and coherent framework
covering various aspects of cybercrime. The Convention was opened for signature by the member States of
the Council of Europe and by non-member States which have participated in its elaboration.

Being the first international treaty on cybercrime, it intends to harmonize the various existing States’
legislations on the matter, promote international cooperation as well as facilitate transnational criminal
investigations.

For this purpose, this convention focuses on substantive and procedural criminal law. Concerning
substantive criminal law, this Convention criminalizes Offences against the confidentiality integrity and
availability of computer data and systems (Illegal access; Illegal interception; Data interference; System
interference; Misuse of devices); Computer-related offences (Computer-related forgery and Computer-
related fraud); Content-related offences (Offences related to child pornography); Offences related to the
infringements of copyright and related rights; Offences related to infringements of copyright and related
rights. Regarding International Cooperation, it establishes general principles relating to international
co-operation’, principles relating to extradition, general princi lI;S relating to mutual assistance,
procedures pertaining to mutual assistance requests in the absence of applicable international
agreements, mutual assistance regarding provisional measures, mutual assistance regarding
investigative powers, trans-border access to stored computer data with consent or where publicly
availab% , mutual assistance regarding the real-time collection of traffic data, mutual assistance
regarding the interception of content data.

CYBERCRIME IN THE EUROPEN UNION

“The European Security Strategy in Action” (The ISS in Action) adopted by the European leaders in
2010 is an evident statement that security is a fundamental element of a high quality of life in the European
Society, which includes a strong method of protection of critical infrastructures through preventing and

3 The case of Portugal and Citius the internet based system to submit pleadings and receive/send Court notifications which was out
of service for over a month due to technical issues causing great loss for the people and the State.

4 Jeffrey Carr, Inside Cyber Warfare, Sebastopol, CA: O'Reilly, 2010.

5 Article 23.° of the Council of Europe’s Convention on Cybercrime establishes the following on General principles relating to
international co-operation: “The Parties shall co-operate with each other, in accordance with the provisions of this chapter, and
through the application of relevant international instruments on international co-operation in criminal matters, arrangements agreed
on the basis of uniform or reciprocal legislation, and domestic laws, to the widest extent possible for the purposes of investigations or
proceedings concerning criminal offences related to computer systems and data, or for the collection of evidence in electronic form
of a criminal offence”
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tackling common threats®. The ISS in Action constitutes a common European agenda and it identifies five
strategic objectives where the EU can bring real added value for the coming years: disruption of international
criminal networks; prevention of terrorism and addressing radicalization and recruitment; raising the levels
of security for citizens and businesses in cyberspace; strengthening security through border management;
increasing Europé’s resilience to crises and disasters.

The Commission explains in the final implementation report of the EU Internal Security Strategy
2010-2014 that the EU should update the internal security strategy by reviewing each of the objectives
established in 2010, which being valid should be confirmed, and prepare actions for the period of 2015-
2020. Considering that the final evaluation of the Strategy was indeed positive, the Commission believes
that the Strategy should be revised in a framework of complete cooperation between the Commission, the
Member-States and the European Parliament.

Having a European Security Strategy which constitutes a true European security model tackling
common threats and challenges is paramount in order to effectively tackle serious transnational crime.

Addressing the specific subject of our paper - cybercrime — we can firmly state that in the past years
the European Union has in fact adopted not only a legal framework, but it has also created the necessary
agencies in order to facilitate and enhance the cooperation between Member-States, and between Member-
States and the European Union, for instance, the European Union Agency for Network and Information
Security (ENISA)’, and the European Cybercrime Centre (EC3) within Europol.

The objectives established in art. 1 of the Regulation which creates ENISA are: The Agency shall enhance
the capability of the Community, the Member States and, as a consequence, the business community to
prevent, address and to respond to network and information security problems; The Agency shall provide
assistance and deliver advice to the Commission and the Member States on issues related to network and
information security falling within its competencies as set out in this Regulation; Building on national and
Community efforts, the Agency shall develop a high level of expertise. The Agency shall use this expertise
to stimulate broad cooperation between actors from the public and private sectors; The Agency shall
assist the Commission, where called upon, in the technical preparatory work for updating and developing
Community legislation in the field of network and information security.

On the other hand, the EC3 within Europol, was created to serve as a single contact point in this field
ensuring a coordinated response to cybercrime, and to tackle, for instance, insufficient intelligence-sharing
capabilities; engage dialogue with Member-States judiciary, law enforcement authorities, the private
sector and civil society; technical difficulties in tracing the origins of cybercrime perpetrators; disparate
investigative and forensic capacities; scarcity of trained staff, and inconsistent cooperation between
Member-States and Member-States and the European Union.

Work on approximating substantive criminal law within the European Union began under the third
pillar of the Treaty of Maastricht. During this period several legal instruments were adopted, such as: the
1995 Convention on the protection of the European Community’s financial interests; the 1997 Convention
on the fight against corruption or about the different joint actions adopted at the time in the field of
participation in a criminal organization, trafficking in human beings, racism and xenophobia, corruption
in the private sector and so forth. The work was then pursued under the third pillar of the Amsterdam and
Nice Treaties. This was the case of the first legal framework on cybercrime in the European Union.

However, while on the one hand progress in this area has been positive from a quantitative point of
view, the results have been mixed from a qualitative point of view — EU work in this area has been criticised
from various reasons®, such as: the low level of ambition of most instruments, which were limited to a
lowest common denominator approach; their limited approximation impact — we must refer do Daniel
Flore? who has spoken about approximation en “trompe-loeil” and approximation “de fagade”; the lack of
thought behind them; the limited place given to general principles of criminal law (for instance the case of
the principle of legality)™.

6 Nunzi, Alfredo, “Cybercrime A new challenge for the European Union”, Revue Intenationale de Droit Pénal, 2012/1, Vol. 83, p.
289-296.

7 Regulation (EC) No 460/2004 of the European Parliament and of the Council of 10 March 2004 establishing the European Network
and Information Security Agency (Text with EEA relevance), Official Journal L 077, 13/03/2004 P. 0001 — 0011.

8 Weyembergh, A., “Charmonisation des législations: condition de lespace pénal européen et révélateur de ses tensions”, Bruxelles,
Editions de I'Université de Bruxelles, 2004. Weyembergh, A., in collaboration with Biolley, Serge de, “Approximation of substantive
criminal law: The new institutional and decision-making framework and new types of interaction between EU actors’, in
Approximation of substantive criminal law in the EU — The way forward, Ed. Francesca Galli and Anne Weyembergh, Editions de
LUniversité de Bruxelles, 2013.

9 Flore, Daniel, “Une justice pénale européenne apres Amsterdany, JTDE, 1999, p.122. Flore, Daniel, “Droit pénal matériel et Union
européenne », in Gilles Kerchove, and Anne Weyembergh, Eds., Quelles réformes pour lespace pénal européen ?, Bruxelles, Editions
de I'Université de Bruxelles, 2003, p. 73.

10 Weyembergh, A., in collaboration with Biolley, Serge de, “Approximation of substantive criminal law: The new institutional and
decision-making framework and new types of interaction between EU actors’, Approximation of substantive criminal law in the EU -
The way forward, Ed. Francesca Galli and Anne Weyembergh, Editions de LUniversité de Bruxelles, 2013, p. 11.
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The Tampere European Council which took place in October 1999, was of paramount importance for
the development of Judicial Cooperation in Criminal Matters in the European Union. In fact, the need to
approximate provisions concerning offences and sentencing in the area of cybercrime was recognised and
moreover reaffirmed in a Communication entitled: “Creating a Safer Information Society by Improving the
Security of Information Infrastructures and Combating Computer-related Crime’.

The first legal framework adopted by the European Union to tackle attacks against information systems
was the Council Framework Decision 2005/222/JHA of 24 February 2005, which introduced a minimum
level of approximation of Member-States’ legislations. The Framework Decision established the following
crimes: Illegal access to information systems — article 2. Illegal system interference — article 3-°; Illegal data
interference - article 4.°; Instigation, aiding and abetting and attempt — article 5.°.

However, the Framework Decision did not establish specific penalties, under article 6., it stated that
“1. Each Member State shall take the necessary measures to ensure that the offences referred to in Articles 2,
3,4 and 5 are punishable by effective, proportional and dissuasive criminal penalties; 2. Each Member State
shall take the necessary measures to ensure that the offences referred to in Articles 3 and 4 are punishable by
criminal penalties of a maximum of at least between one and three years of imprisonment”.

In article 7.° the Framework Decision also provided the following aggravating circumstances: “1. Each
Member State shall take the necessary measures to ensure that the offence referred to in Article 2(2) and the
offence referred to in Articles 3 and 4 are punishable by criminal penalties of a maximum of at least between
two and five years of imprisonment when committed within the framework of a criminal organisation as
defined in Joint Action 98/733/JHA apart from the penalty level referred to therein. 2. A Member State
may also take the measures referred to in paragraph 1 when the offence has caused serious damages or has
affected essential interests”.

The Framework Decision also creates guidelines for Member-States to establish their jurisdiction under
the traditional principles of territoriality and nationality.

However, the recurring issue is the urgent need of full implementation of European Unions legislation.
Effectively fighting cybercrime is part of the European Agenda on Security, the first step in confronting
cybercrime is, still, ensuring full and correct implementation of existing European Union legislation by
Member States' and increase cooperation between Member States’ law enforcement and
cyber security authorities.

LEGAL BASIS

Since the entry into force of the Treaty of Lisbon in December 2009, the European Parliament and
the Council acquired a real competence to adopt Directives under the ordinary legislative procedure,
on procedural criminal law and substantive criminal law, under articles 82 and 83 of the Treaty on the
functioning of the European Union (TFEU) respectively. However, limited approximating (of the former)
European Community competences had already been recognised by the European Court of Justice in cases
0f 2005 and 2007 Commission vs. Council'%.

The new legal basis, under the Treaty of Lisbon, is more developed than in the Third Pillar of the Treaty
of the European Union. While under the Third Pillar only part of one article was directly devoted to the
area - 31.° e) TEU, under the Treaty of Lisbon there is one whole article aiming to the approximation of
substantive criminal law.

As stated before, under the new legal basis, the approximation of substantive criminal law must be
done through the adoption of Directives. Well, according to article 288 of the Treaty on the Functioning
of the European Union directives are binding, as to the result to be achieved, upon each Member-State to
which it is addressed, but it leaves a choice of form and methods to the national authorities. Therefore,
Directives are the privileged instrument of approximation of legislation and, in principle, need the adoption
of internal transposition measures. In comparison with the previous legal basis, the adoption of framework
decisions is that directives may have direct effect. Nevertheless, such direct effect is subordinated to several
conditions and important limits. Following the jurisprudence of the Court of Justice of the European
Union, the provisions must be sufficiently precise, unconditional and not contingent on any discretionary
implementing measures®. Furthermore, the direct effect is limited to a vertical descendant direct effect,
meaning that private individuals may only invoke it against Member-States which either failed to implement
the directive within the prescribed period or implemented it incorrectly. Directives may not be given direct

11 Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee
and the Committee of the Regions, from 28 April 2015. The European Agenda on Security.

12 European Court of Justice, 13 September 2005, C-176/03, Commission vs. Council and 23 October 2007, C-440/05, Commission
vs. Council.

13 ECJ, 19 January 1982, Becker vs. Finanzamt Miinster-Innenstadt, case 8-81.

-20 -



UNVEILING DIRECTIVE 2013/40/EU: THE CASE OF ATTACKS ON EU’S AND MEMBER-STATES...

effect to the detriment of individuals. They are deprived of any vertical descending direct effect, from the
Member-State and its authorities against individuals and any horizontal direct effect — between private
individuals'.

Various new developments have occurred in the field of approximation of substantive criminal law,
under article 83. TFEU. This is the area where the largest number of initiatives has been introduced.

The Directives adopted under this legal framework establish minimum rules concerning the definition
of criminal offences and sanctions in the areas of particularly serious with a cross-border dimension
resulting from the nature or impact of such offences or from a special need to combat them on a common
basis. Furthermore, article 83. TFEU establishes the so-called “eurocrimes”: terrorism, trafficking in human
beings and sexual exploitation of women and children, illicit drug trafficking, illicit arms trafficking, money
laundering, corruption, counterfeiting of means of payment, computer crime and organized crime. It is
under this legal framework that the Directive on Attacks on Information Systems was adopted.

THE DIRECTIVE ON ATTACKS AGAINST INFORMATION SYSTEMS

The Directive on Attacks Against Information Systems was adopted on 12 August 2013 and its replaces
the previous Framework Decision, the deadline for transposition is 4 September 2015.

Its objectives are clearly stated on its recitals, on the one hand to approximate Member States” criminal
law, and, on the other hand, to improve cooperation between competent authorities, including police and
specialized law enforcement authorities from Member States, and European Union’s competent agencies
and bodies (such as Eurojust, Europol, the European Cybercrime Centre and the European Network and
Information Security Agency).

This Directive criminalizes the following behaviours from article 3 to article 8: illegal access to
information systems; illegal system interference; illegal data interference; illegal interception; as well as it
criminalizes the intentional production, sale, procurement for use, import, distribution of tools, computer
password, code or similar data, designed or adapted for the purpose of committing the offenses referred in
the Directive; incitement, aiding, abetting and attempt will also be punished. The penalties for these crimes
are established in article 9, and they must be effective, proportionate and dissuasive. The Directive allows
the application of the penalty of imprisonment.

It also adopted norms to ensure that legal persons will be held liable for the referred offences committed
for their benetit by any person, acting either individually or as part of a body of the legal person and having
a leading position within the legal person. In the case of legal persons the sanctions include criminal and
non-criminal fines and other sanctions, such as: exclusion from entitlement to public benefits or aid;
temporary or permanent disqualification from the practice of commercial activities; placing under judicial
supervision; judicial winding-up; temporary or permanent closure of establishment which have been used
for committing the offence.

This Directive clearly demonstrates the importance given to an effective police and judicial cooperation.
On article 13 the Directive creates an obligation for Member States to establish a national point of contact
and that they make use of the existing network operational points of contact available 24 hours a day and
seven days a week. Furthermore, Member States shall ensure that they have procedures in place to answer
urgent requests for assistance, for the matter, the competent authority can indicate (within eight hours of
receipt) at least whether the request will be answered and the form and estimated time of answer. Moreover,
Member States shall also ensure that there is a system for the recording, production and provision of
statistical data on the offences referred in the Directive which must be transmitted to the Commission.

THE SPECIFIC CASE OF ATTACKS ON MEMBER-STATES’
AND EU’S INFORMATION SYSTEMS

The increasing fear of a large scale politically motivated attack, or terrorist attack, against Member
States’ and/or European Unions critical infrastructures has been stated not only in the Directive but it has
also been restated in the European Agenda on Security from 28, April 2015". However, the concept of
critical infrastructure is only referred to in the Directive’s recitals, therefore, the adoption of a definition

14 ECJ, 5 April 1979, Case C-148/78, Ratti; ECJ] 8 October 1987, Case 80/86, Kolpinghuis Nijmegan; ECJ 26 February 1986, Marshall
I, Case C-152/84. Weyembergh, A., in collaboration with Biolley, Serge de, “Approximation of substantive criminal law: The new
institutional and decision-making framework and new types of interaction between EU actors’, Approximation of substantive criminal
law in the EU - The way forward, Ed. Francesca Galli and Anne Weyembergh, Editions de LUniversité de Bruxelles, 2013, p. 31.

15 Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee
and the Committee of the Regions - COM (2015) 185 final.
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of “critical infrastructure” on the Directive is lacking. Furthermore, the Directive alerts for the issue of
sophisticated large scale attacks through “botnets” and its possible impact on Member States or particular
functions of the private and public sector. Nevertheless, once more it leaves a wide margin of definition to
Member-States when it comes to determine “serious damage”. Concerning this issue the Directive states
that “Member States may determine what constitutes serious damage according to their national law and
practice, such as disrupting system services of significant public importance, or causing major financial cost

or loss of personal data or sensitive information'®”

The specific case of attacks on Member-States’ and EU’s information systems was, in our opinion, left
behind in this Directive. This particular situation is vaguely referred in recital no. 13, “It is also appropriate
to provide for more severe penalties where an attack in conducted against a critical infrastructure of the
Member-States or of the Union” The same occurs when referring to the need of increasing the resilience
of information systems, once again it is left to Member States’ discretion. Considering the ever growing
dependence of Member States’ and the European Union itself on information systems, having distinguished
this case from the types of crimes included in the Directive would be of paramount significance. Leaving
almost total discretion to Member States during the Directive’s transposition will result in a total frustration
of the Directives’ objectives, and, this Directives application will not be consistent throughout the Member
States Judicial Systems.

Ultimately, the lack of definitions'” and, finally, not having a solid legal framework on this matter will
result in non-approximated practical results — meaning — different judgements and different checks and
balances within the European Union, which will finally result in the non-accomplishment of the Directive’s
primary objectives. Considering the enormous commercial and economic impact such an attack would
have, such an event would put at risk the European Union’s four freedoms.

CONCLUSION

Cyber security constitutes a priority in the European Unions internal security strategy, EU action
within the common Foreign Security Policy has been limited because of the reluctance of Member States
to cooperate in this field. As we have stated before, the main issue of cybercrime is that “no crime is as
borderless as cybercrime, requiring law enforcement authorities to adopt a coordinated and collaborative
approach across national borders, together with public and private stakeholders alike. It is here that the EU
can, and does, add significant value'®”.

After this short analysis of Cybercrime we can state that, in order to effectively tackle it, we need not only
a specific and solid legal framework, but also an effective operational network. Therefore the role of ENISA
and EC3 at Europol is paramount. Most of all, the need of having an effective group of agencies working
side by side not only with EU’'s Member States, but also with third countries, is a direct consequence of
cybercrime being a crime without borders. The EU has also engaged closely with international partners, for
example, through the ongoing EU-US working group on cyber-security and cybercrime.

Concerning specifically the Directive on Attacks against Information Systems, the Directive is itself a
step forward considering the previous Framework Decision, however, the European Union still lacks a solid
and approximated legal framework considering attacks on Member State’s information systems and their
critical infrastructures.
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Abstract: This paper discusses possible development or so-called scenario of extreme floods in the
Republic of Serbia that would be caused by simultaneous occurrence of high-water levels/discharges on
the rivers and heavy rains. As illustration, two scenarios are presented based on independently recorded
cases of high water levels and heavy rains of May 2014. A scenario of the floods caused by the interaction
of reached high water levels and observed heavy rains is particularly examined. Research of the floods is
proposed with the parameters of flood waters that would not have highly unexpected values, but would
be more extreme than all the past ones. Scenarios would yield new potentially useful information on the
influence of floods on human communities. Proposals are presented for more efficient controlling and
regulating of floods in the Republic of Serbia.
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INTRODUCTION

In the past years we witnessed the increase of the sources of threats to human communities both from
the detrimental events in social relations and technogenic and natural disasters. Recently, among the nat-
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ural disasters, extreme geophysical events have increasing importance, like heavy rains, high water levels,
extreme torrents and vast landslides not recorded in regular evidence dating back hundred years of their
existence. Until now (regularly) recorded geophysical data were accepted by human communities as uni-
versal laws of the nature, considering them as almost unchangeable. Sporadically, some geophysical events
had increased intensity. As such, they created extraordinary situations causing deaths and damages, so they
were recorded and classified as natural disasters. Also, for a long time these events were regarded as an
exception that can always be mitigated. The conditions have changed lately. The frequency and the force
of natural disasters have increased. That led to the increase in deaths and damages which considerably
decreased the human power of easy mitigation. It seems that the treatment of natural disasters would have
to be based more on the planned approach. Exact forecasting of the place of occurrence and duration of
disasters would be the best plan. Unfortunately, deterministic approach to the forecasting of natural dis-
asters is impossible. Disasters are nonlinear manifestations of irregular, complex and strange geophysical
occurrences and, as such, they are deterministically impossible to forecast (Mladjan and Gavrilov, 2014).
The acceptable planned approach in the treatment of a natural disaster would be in hypothetical assigning
of parameters for a disaster and presenting a possible development of the event (so-called scenario) and/
or its (numerical) simulations. Parameters of scenario/simulation should not have extremely unexpected
values, but should be more extreme than the past ones. Such approach would create multitude of other data
on the characteristics of simulated disaster. This would enable direct implementation of the obtained data
in the plans for the protection of people and property as well as creating and implementing of the plans for
the disaster management, even obtaining some benefit from it. The creation and studying of the “worst case
scenario” and the assessment of the risk of the disaster achieve an important place in planning the protec-
tion in many countries (Alexander, 2002).

For human communities the safest preparation is for the worst scenario, but that is often economically
unjustifiable. High protection levels are expensive because the benefit of the full protection cannot always
justify all the costs. That is why the level of acceptable damages is determined through the setting of the
frequency of the recurring period of the disaster. For example, in the world today scenarios are made of
great flooding for the recurring periods of 50, 100 and 200 years. At the same time, the Netherlands being
greatly endangered by floods defined by the law that the minimum recurring period is of 1,250 years and,
in some cases, even 10,000 (Varga and Babic, 2005). Sometimes, it is necessary to shorten the recurring
periods. For example, due to the climate changes and deforestation, the probability of floods has increased,
so the existing statistical distribution is not sufficiently credible for the assessment of future events. That is
why the recurring periods of floods in Germany on the Danube and the Rhine have been changed from 100
years to a period of 20 or even 10 years (Thywissen, 2006).

The main idea of this paper is the creation of a scenario of extreme floods in Serbia caused by the simul-
taneous occurrence of two different types (Luki¢ et al., 2013) of disasters of (a) high water levels/discharges
on the rivers; and (b) heavy rains as well as the interaction of both disasters. In the case of (a) floods primar-
ily happen by flooding of international rivers when the water is coming from the territory of other states,
while in the case of (b) floods occur due to heavy rains lasting for many days on the territory of Serbia.

RECORDED HIGH WATER DISCHARGES

Table 1 shows discharges, water levels and flood defence stages of the rivers significant for the following
discussion: the Danube, the Tisa, the Tamis, the Velika Morava, the Mlava, the Pek, the Kolubara and the
Drava. The locations of hydrological stations from Table 1 are shown in Figure 1.

Table 1- Maximum, minimum and mean discharges and water levels on major international and national
rivers of Serbia as per date and place of measuring flood defence stage (Internet 1; Dukic, 1984; Document 1)

Maximum M Flood defence stage Mean
easur- . .
Ri dis- water | o ing d ing place 1 extraor- itical lé/[}mﬁnum d1scha_rge
iver charge-Q | level-H_ easuring date (hydrological regular dinary critica 1C| 3/arge recu'rrang
(mys)™| " (em)™ station) | M) | “emy | (em) | (9] pertods
Danube 8,380 776 24 June 1965 Bezdan 500 700 920 898 2,400
Danube 14,820 845 16 April 2006 | Smederevo 600 700 822 1,750 5,260
Sava 6,600 863 17 May 2014 | S. Mitrovica 650 750 938 200 1,620
Tisa 3,720 926 21 April 2006 Senta 600 800 1,045 122 727
Drava - - - Osijek - - - - 620
V.Morava 2,930 692 16/18 May 2014 Bagrdan 500 600 700 20.40 242
Tamis 1,050 846 20 April 2005 Jasa Tomié 340 600 706 - -
Kolubara 870 827 15 May 2014 Beli Brod 250 430 - - -
Mlava 166 536 15 May 2014 Gornjak - - - - -
Pek 368 425 16 May 2014 Kucevo 144 324 - - -
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Let us remind that maximum discharges are mostly the main causes of high water levels, rivers flowing
out of their beds and creating floods. The confirmation of this statement is in Table 1 where simultaneous-
ness is noted of the dates of maximum discharges and maximum water levels in all cases. It shall be deemed
that the water level increases by the increase of discharge which not only creates the conditions for the
occurrence of floods, but they do really happen.
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Figure 1- Location of hydrological stations in Serbia

SCENARIO OF HIGH DISCHARGES

Let us consider a simple scenario of high discharge on the Danube downstream of Smederevo as the
sum of upstream discharges. Now, on the maximum discharge of the Danube at Bezdan (8,380 m%/s), if
maximum discharges of downstream tributaries are added: of the Tisa (3,720 m?/s), the Sava (6,600 m’/s),
the Tamis (1,050 m*/s), the Velika Morava (2,930 m?/s) and the mean discharge of the Drava (620 m®/s),
downstream of Smederevo at the mouth of the Velika Morava, the total (hypothetical) discharge of the
Danube would be 22,680 m?/s. This value is 65 % higher than the maximum recorded discharge of 14,820
m?/s at Smederevo, which would downstream be even higher by the contributions from the Mlava and the
Pek rivers respectively. All this should be accepted under the presumption that there is no water loss, which
can happen in conditions of long lasting precipitation/rains when the saturation of the soil is at its maxi-
mum and when the ground waters are high. This scenario would be feasible when the maximum discharges
on the tributaries of the Danube would have synchronised occurrence. Let us note that the discharge of the
Danube at Smederevo can also reach the values close or higher than the maximum in other cases.

Table 1 shows that maximum discharge of the Danube (14,820 m?/s) at Smederevo creates maximum
water level (845 cm) which is even higher than the critical flood defence stage (822 cm). It is quite certain
that the hypothetical discharge of 22,680 m?/s will cause even higher water level than the maximum one
and even greater floods. Detailed analysis of the connection of high discharges with high water levels and
occurrence of floods cannot be presented here because this is exactly what will be a part of the contents of
the main research that is yet to be carried out.

Geophysical conditions that would create such a scenario could happen in case of synchronized melting
of great snow on the Alps, the Tatras, the Carpathians and the Dinarides that could lead to the extreme
discharges on the international rivers and the Velika Morava. As an illustration of the said scenario, Figure
2 shows two maps of hypothetical distribution of snow in Europe ten days before melting and during or
mostly after the melting of the snow.
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(a) ()

Figure 2 - Hypothetical snow distribution in Europe (a) ten days before melting on 25 April 20XX
and (b) during and)/or after melting on 6 May 20XX.

Hypothetical synoptic situation of sudden snow melting is shown in Figure 3. It shows that strong
south-western upper air circulation above middle and south-eastern parts of Europe causes advection of
warm air and creates sudden snow melting on the Alps, the Tatras, the Carpathians and the Dinarides. Run-
off waters created by the melting of the snow flow down into the southern Pannonia, accumulate before the
Djerdap Gorge and create high discharges and water levels on the Danube and its tributaries.

Figure 3 - Hypothetical synoptic situation in the period of sudden snow melting with
(a) upper pressure at 500 hPa and (b) aloft wind.

Besides the scenarios obtained by combining reached/recorded discharges/water levels, the main re-
search would also take into account the scenarios where discharges are higher than all the past ones. Sce-
narios of high discharges which would create water levels above the critical flood defence stages would be
particularly researched. Then, the assessments of the risks of the occurrence of critical water levels would
help to elevate critical water stages or to undertake other protective measures against river flooding, like
planned flooding of designated areas and/or directing of water surpluses to other water courses and similar.

HEAVY RAINS IN MAY 2014

Figure 4 shows extreme precipitation sums observed from 14 May 2014 to 16 May 2014 in Serbia. In
some areas they reached the values of 225.1-375.0 mm (blue) which are approximately average six-month
precipitation sums in those areas. These values have not been recorded in meteorological observations be-
fore. At the same time, greater part of Serbia was exposed to heavy precipitation of 25.0-225.0 mm (green).
These three-day precipitations caused great influx of surface waters that caused floods, torrents, landslides,
deaths and damages across Serbia (Maric et al., 2014).
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Table 2 - Precipitation in 15 regions, area of the region,
total water quantities per region and whole Serbia

j - by P, -area of

re I- precipitation ' | [H; -total water in

glon 3 the region . 3

index in the (km?) the region (m?)
region (mm)

1 0.0-25.0 1,391.9 34,797,500
2 25.1-50.0 9,986.6 499,330,000
3 50.1-75.0 25,289.0 | 1,896,675,000
4 75.1-100.0 | 24,136.0 | 2,413,600,000
5 100.1-125.0 1,907.1 238,387,500
6 125.1-150.0 8,489.8 | 1,273,470,000
2 7 150.1-175.0 4,050.2 708,785,000
S 3 8 175.1-200.0 56412 | 1,128,240,000
Dimigvgrad 9 200.1-225.0 1,985.5 446,737,500
10 | 225.1-250.0 875.3 218,825,000
11 | 250.1-275.0 268.7 73,892,500
B 1251 1500 12 | 275.1-300.0 399.4 119,820,000
—Loy ..‘..Tf' 13 |300.1-325.0 33725 | 1,096,062,500
=501 -750 14 | 325.1-350.0 376.8 131,880,000
o .f'j," 15 | 350.1-375.0 191.1 71,662,500
Total 88.361.1 | 10,352.165,000

Figure 4 - Distribution of total precipitation in
Serbia in the period of 1 May to 16 May 2014 (Internet 1)

For this purpose, total quantity of water obtained from three-day precipitation for the whole territory of
Serbia will be calculated. For that, Figure 4 and the formula will be used,
H=hxP, Q)
Here His the total water quantity of three-day rain, /,is the three-day precipitation sum and P, the area,
all accordmg to the regions, i = 1, 2, 3,..,15, of the same sums/colours of the precipitation in Figure 4. By
replacing in (1) the values from Table 2 with &, (hlgher number from the second column) and P, (the third
column), and by reducing the units, the calculation is made as per all the regions and (the first column) total
water quantity H in m® (the fourth column). For the total water quantity H, from the rains observed from
14 May 2014 to 16 May 2014 on the whole territory of Serbia, the result is,

H = ZH, =10,352,165,000 m’
= (2)
For the purpose of checking, the area of Serbia is calculated,

15
Py =) P =88,361.1km’

) 3)
Finally by dividing (2) and (3) the result is,

H, 10,352,165,000 m’

hg =—= — =117.2 mm
P 88,361.1km @)

where A is average three-day precipitation sum for the whole Serbia. Calculated value is close to three-
month average multi-year precipitation in Serbia (Sokolovi¢ et al., 1984).

In calculating the area of 15 regions from Figure 4, software package Q GIS 2.6 open source GIS (In-
ternet 2) was used whose error is 0.2 %. Water quantity as per the regions and the whole Serbia will not be
further analyzed here, but it could certainly be the topic for further research. More information on meteor-
ological causes of precipitation from 14 May 2014 to 16 May 2014 can be found in the paper of Zari¢ (2014).
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HEAVY RAINS AS PER SCENARIO

For the purpose of simplifying further presentation, three presumptions are introduced. The first will
place heavy rains, similar to the above described, in the Pannonian part of Serbia (Vojvodina, the plains on
the right bank of the Sava, the plains of Srem and Banat that belong to Belgrade and the plains on the right
bank of the Danube from Belgrade to its exit from Serbia) (Cali¢ et al., 2012). That part is shown in Figure
5and its area is P =25,000 km”. In the second presumption it is accepted that in three days the Pannonian
part of Serbia received the total of 4 =250 mm = 250 I/m? = 0.25 m*/m’ of water. Finally, by the third pre-
sumption we neglect all surface losses of rain water, which means that the Pannonian part of Serbia could
be covered by the water level of mean depth of 250 mm. Let us remind that in Pannonia the average sum of
annual precipitation is around 600 mm (Tosi¢ et al., 2014), thus, the three-day precipitation presumption
can be regarded as high.

@ Towns in Serbia

O Towns within Panonian
basin of Srbia

B Panonian basin of Serbia
O Border

= Rivers

s

55 110 165 220km
[ m= s m—

Figure 5 - Pannonian basin of Serbia

Table 2 shows that average three-day heavy precipitation sum of 202 1/m? was already observed in the
area of 25,079,000 km? consisting of ten regions, i = 6, 7, 8,..., 15, . Hypothetical precipitation (250 I/m?)
introduced here can be considered as not having extremely unexpected value, since they are close to already
observed heavy rains (202 1/m?) on the territory of similar magnitude (25,079,000 km®), but they are more
extreme than former precipitation which will be the main rule in setting a scenario for the future researches.
Also, in some regions of Serbia, precipitations up to 375 1/m? were observed, which can be repeated and
include the whole Pannonian part of Serbia. As illustration of such an event, Figure 6 shows hypothetical
heavy rains in four days.
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L T
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Figure 6 - Hypothetical spatial distribution of total precipitation per days (a), (b), (c), and (d)
in the period from 5 May 20XX to 8 May 20XX, respectively

Hypothetical synoptic situation of heavy rains is presented in Figure 7 where four maps show: (a) sur-
face pressure, (b) and (c) upper pressure at 850 hPa and 500 hPa and (c) aloft wind circulation. Synoptic
situation shows a strong cyclone stationing and renewing in several days over the Pannonian part of Serbia
and producing heavy rains shown in Figure 6, similar to the rains in May 2014.

Future research will be also directed to other scenarios. There, the rains would be more intensive and
with longer duration than in all the cases observed so far.

(© (d)

Figure 7 - Hypothetical synoptic situation of heavy rains in Serbia with (a) surface pressure, (b) and
(c)upper pressure 850 hPa and 500 hPa, and (b) aloft wind, all in the period of 5 May 20XX to 8 May 20XX
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HIGH WATER LEVEL

In order to compare previously stated water quantities that reach the Pannonian part of Serbia through
rivers and precipitation in the same period, two simple calculations will be made first.

In the first calculation discharge water quantity should be obtained at a certain section and a certain
period. By using the formula

QAt: Qmax X At (5)

where Q,, is (total quantity of) discharge waters in m® that flow through some river section in maxi-
mum discharge Q in m%/s, in a certain time period Q, in s. By changing in (5) previously considered

two values of maximum discharges at Smederevo, Q  (=14,820.0; 22,680.0 m’/s), in the duration of three
days, At = (72h x 60 min x 60 s =) 259,200s, obtained Values for Q ,are shown in Table 3 (second column).

Table 3 - Maximum discharges of the Danube at Smederevo
and three-day water discharges calculated of them

Q  -maximum discharge (m*/s) .
- -disch t 3
Measured Hypothetical Q, -discharge waters (m’)
14,820.0 - 3,841,344,000
- 22,680.0 5,878,656,000

We know from our past experience that maximum discharges last less than three days, so that the values
used here should be taken as mean three-day discharges same/close to the values of maximum discharg-
es. Such presumption is allowed in scenario approach. Speaking in statistical language, probability of this
presumption coming true is small, but possible. Main research would also include cases where discharge
waters would be higher than all the previously measured cases and of longer duration. Also, main research
would deal with the calculation of recurring periods of such cases.

In the second calculation it is needed to obtain water quantities from precipitation or runoff water in a
certain period. Now total quantity of heavy precipitation from the previous chapter we turn into the height/
quantity of runoff water to the Danube and its tributaries. It will be done by using again the formula (1)

Q=P x hp (6)
where, let us remind, Q is total water quantity from hypothetical three-day rainsin m’, P _is area of the

Pannonian part of Serbia it km? and /1_is hypothetical three-day precipitation sum in m*/m? After substi-
tuting in (6) values for Pp = 25,000,000,000 m? and for hp = 0.25 m?/m?= 250 l/m?, the obtained result is,

Q, = 6,250,000,000 m’ ?)

As can be seen from (7), hypothetical discharge waters of three-day rain as per the scenario are of the
same order of magnitude with the high discharge waters from Table 3 that flow through the Danube at
Smederevo in three days.

INTERACTION OF HIGH WATERS

Let us remind that the main idea of this paper was to make a scenario of extreme floods in Serbia
caused by simultaneous occurrence of high water levels/discharges on the rivers and heavy rains. Now,
after obtaining the quantities of three day water discharges on the Danube, approximately at Smederevo,
and runoff waters after three-day rains, the simplest interaction of these two disasters will be presented as
total water quantity that could in three days be found in the Pannonian part of Serbia. Total water quantity
is shown in Table 4.

Table 4 - Maximum discharges on the Danube at Smederevo, calculated three-day discharge waters based on
that, runoff waters calculated on the basis of three-day hypothetical precipitation and water sums

Q,,.-maximum discharge
(m?s) Q,-discharge | /i -hypothetical
. waters (m?) prgcipi};gtion sum O, -hypothetical Oy +0O
Measured Hypothetical (m’/m?) runoft waters (m?) | -water sums (m?)
14,820.0 - 3,841,344,000 10,091,344,000
0.25 6,250,000,000
22,680.0 5,878,656,000 12,128,656,000
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Table 4 shows that maximum discharges of the Danube at Smederevo (first column) during three days
bring the quantity of water (second column) of the same order of magnitude (fourth column) as three-day
heavy precipitation (third column) all in the Pannonian part of Serbia. In other words, it is possible that
in three days in the Pannonian part of Serbia around 10,000,000,000 m® of water occur (the fifth column).
If, in the most extreme probability; all the quantity of this water would flood, a lake would be made in the
Pannonian part of Serbia of 25,000 km? with the depth of around 0.5 m. It is clear that this water would not
be equally and simultaneously distributed everywhere, and the lowest parts of the Pannonian part of Serbia
would be flooded first and the greatest damages would be in large coastal urban zones of Belgrade, Novi
Sad, Smederevo and other coastal communities. Immense material damages would be also accompanied
by numerous human deaths.

Detailed analysis, primarily quantification, of the floods created by the interaction of high water levels/
discharges on the rivers and heavy rains as well as their influence on human communities and the country
cannot be further presented here because it is the content of the main research yet to be carried out.

MANAGEMENT AND MITIGATION OF FLOOD RISKS

In this paper the notion of “management” will include all planned and appropriate actions that can, by
removing the water from one place to another, not only mitigate the detrimental effects of flood, but also
the opposite, to make some benefits out of floods. The ideas presented here are not new, so this is the place
for some reminding. The foundations of today’s civilizations are in the ancient civilizations from the valleys
of the Nile, the Tigris and the Euphrates and the Yangtze and other rivers. People of that time understood
that they can make living out of floods and, thus, they founded complex technical and organizational sys-
tems for their management, like building of channels and lakes, irrigation, drainage, river/channel traffic,
etc. In time, the management of floods was sufficiently improved to secure progress to civilizations for
many millennia. These civilizations, founded on a good flood control, survived longer than others. They
are also mentioned as “hydraulic civilizations” (Gavrilov 2005). Many achievements of these civilizations
are forgotten, but flood “management” is still relevant. Let us remind that thousand kilometres of channels
were excavated all around the world and they are still being excavated in Russia, the USA, China, Germany,
Great Britain, the Netherlands, Serbia and elsewhere for the purpose of managing waters on the land and
on the sea.

This paper will further discuss some of the procedures for moving water, like methods for great flood
management similar to the ones discussed above. Two possibilities will be discussed in this context.

The first possibility for moving water is realistic and relates to the existing waterway, known as the
channel Dunav-Tisa-Dunav (DTD). More information on the channel DTD can be found with Milovanov
(1972). Strategically speaking, the channel DTD is designed and constructed as an alternative flow of the
Danube through Serbia. As such, DTD could receive and change flow direction of high level waters of the
Danube and its tributaries. First, this could decrease the discharges and water levels as well as flood risks.
Second, the capacity of the Danube and the tributaries for receiving high level waters from elsewhere would
be increased. Even if the channel DTD is used only as the reservoir for temporary storage of surplus water
from the Danube and the tributaries until this surplus returns to the Danube, the conditions are created for
better flood protection of the most sensitive parts of Serbia, and these are urban areas of Novi Sad, Belgrade
and other places in parts of the alluvial plain of the Danube and the Sava. Channel DTD is connected with
the Tisa, the Tamis and other waterways and in this way its use against great floods is increased. More
details on the use of the channel DTD in the protection of life and property against great floods, potential
benefits of such floods as well as other benefits will not be presented here, but that also could be the main
research topic yet to be undertaken.

Other possibility of moving water is imaginary and deals with the planning and construction of man-
made waterway from the Danube to the Aegean Sea which would connect the Serbian river Velika Morava
with the Macedonian river Vardar and enable the Serbian river to flow into the Aegean Sea through Greece.
This waterway we shall call the channel Danube-Morava-Vardar-AEgean Sea (DMVE). More information
about the idea, plan, purpose and the like on the channel DMVE can be found with Velickovi¢ et al., (1995)
and the following documents: CGGC (2013) and Design Institute “Ivan Milutinovi¢” (1973).

The channel DMVE is so designed as to fulfil two strategic goals. The first goal of the channel is to di-
rectly connect the centre of Serbia with the Mediterranean Sea so that all geopolitical and economic benefits
of that connection could be realized for Serbia, surrounding and other interested states. The details of this
strategic goal will not be discussed here because they are out of the scope of this paper.

The second strategic goal of the channel DMVE is directly linked to the discussion raised here on great
floods in Serbia. The Danube basin has the area of around 800,000 km? with very specific flow through the
Pannonian plain from which it draws surface waters and collects greater part of the water from the sur-
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rounding mountain massifs, the Alps, the Tatras, the Carpathians and the Dinarides, accumulating all that
water in Serbia before passing through the Djerdap Gorge where, after fiercely surmounting it, it peacefully
flows to the Black Sea. In other words, the Danube has a slowdown in its flow through Serbia. This slow-
down is all the bigger if the discharge of the Danube downstream of Smederevo is higher. The concept of
the scenario on great floods discussed here is based on the fact that in the southern part of the Pannonian
plain (Pannonian part of Serbia) which, for the sake of clarity, should be considered as a type of a drain, the
immense quantities of water arrive through the Danube and its tributaries which slow down, accumulate
and flow out before reaching the Djerdap Gorge. If we also add the water from heavy rains to these hy-
drological processes as the scenario here forecasts, the Pannonian parts of Serbia will be exposed to great
floods. In the most extreme situations of great floods, the help from the channel DTD would be limited.
But, it is these most extreme situations, as others too, that can be mitigated by the channel DMVE. Then, the
channel could accept all the surpluses of water from the Danube at the most critical place at the mouth of
the Velika Morava (around Smederevo) and direct surpluses of water to the upstream flow of present Velika
Morava towards the Vardar and further to the Aegean Sea or, otherwise, to keep these waters as a reservoir
and later return them to the Danube or make other uses for them. This illustration of the use of the channel
DMVE in the protection against great floods does not limit the significance of this channel. The point of the
second strategic goal is also to indicate that by building the channel DMVE, Serbia would in a way control
the major and more important part of the waters that belong to the Danube basin, with all else that stems
from it. More details on the use of the channel DMVE will not be discussed here, but that could be a topic
of the main research yet to be undertaken.

FLOOD PROTECTION

Protection against floods is an important measure in managing a river basin. In Serbia, “flood defence”
is primarily applied which requires the construction of expensive objects (dams, accumulations, embank-
ments, locks etc.,) in blue zones to increase the safety of people and property (Varga and Babi¢, 2005). In
the development of flood protection, the introduction of the principle of “living with floods” (Varga and
Babi¢, 2005) is expected. This principle fits into the concept of sustainable development because it aspires
to harmonize “human” (protection of people and property) with “ecological” (saving and/or revitalization
of natural processes) interests in flooded area. “Living with floods” requires an adequate coupling of: (1)
non-investment and (2) investment (hydro-construction) measures. The first group of measures influ-
ences the reduction of damages by prevention; categorizing the endangered area, informing, educating
and organizing of defence. The second group of measures influences the reduction of deaths and damages
by building construction. Making and discussing scenarios as proposed here could significantly improve
non-investment and investment protection measures against great floods.

CONCLUSION

Simple analysis shows that in the Pannonian part of Serbia where big rivers such as the Drava, the Sava,
the Tisa, the Tamis, the Velika Morava and others, flow into the Danube, high water levels close or higher
than maximum can occur almost simultaneously, which could lead to great floods. Also, it is shown that
three-day heavy precipitation can leave in the same region immense quantity of water which could already
by itself cause great floods which could be all the more greater if the runoff waters would be prevented from
flowing into the rivers because of their high water levels. In future, it should be expected that flood parame-
ters presented in scenario would be reached and become higher which means that they would also become
more dangerous for people and property.

The consequences of disastrous floods discussed here can be best understood if the fact is taken into ac-
count that around 650,000 people live only in the area of Novi Sad and Belgrade in the parts of alluvial plain
of the Danube and the Sava. Thus, densely populated parts of Novi Sad, Novi Beograd, Panc¢evo swamp
and other areas located in the lowest geo-morphological zone would be directly exposed to the destructive
action of water. In the discussed case, destructive flooding activity would be followed by disastrous floods
in densely populated lowest parts of the valleys of the tributaries of bigger rivers as well as by the occurrence
of spread landslides, great torrents, flowing out of ground water and sewerage water. High probability of the
occurrence of this extraordinary situation should motivate us to urgently create unified strategy of defence
against natural disasters with the participation of all relevant institutions and individuals.

Detailed analysis of floods caused by the interaction of high water levels/discharges on the rivers and
heavy rains based on scenario and the influence of these floods on human communities and the country
cannot be further presented here because it should be the main research topic yet to be carried out. One
such research would yield plenty of data on the characteristics of simulated floods, above all, on their in-
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fluence on human communities. Also, the simulations would make possible not only to reduce or remove
potential detrimental effects, but to draw benefits, too, from the floods. Great quantity of flood water can be
a resource which can bring benefit, but only if the water is managed well.

In writing such conceptual papers, and in this case even of the scenario type, speculative method is
unavoidable. But, in the future researches, which were announced several times, speculative method will
be minimized and give leading way to the modelling approach. Within the modelling approach to the
research of great floods in Serbia, the statistical method will have significant place and it will, by using the
most advanced statistical methods and stochastic models process hydrological and meteorological data.
Also, it is planned that special place in modelling approach in the announced research will be devoted to
explicit mathematical simulation of great floods. For that purpose, hydrodynamic equations will be used
for the description of the condition and water flows (Gavrilov et al., 2014) and their solution could yield
knowledge on the situation in the Pannonian parts of Serbia in the conditions of great floods. Carrying
out of this research would create significant data on the characteristics of great floods which would enable
direct implementation of these data in the plans for the protection of people, their property and creation of
plans for flood management.
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Abstract: The provisions relating to the protection of witnesses were incorporated into the criminal
procedure legislation of Bosnia and Herzegovina in 2003. Their incorporation was justified by the fact that
witnesses were frequently exposed to insults, threats and attacks, including even physical attacks. On the
other hand, Bosnia and Herzegovina ratified several UN Conventions relating to the protection of the rights
of citizens, witnesses and victims in criminal proceedings. In addition, Bosnia and Herzegovina adopted a
significant number of recommendations issued by the Council of Europe, dealing with the issue of witness
and victim protection and the protection of other persons in criminal proceedings.

The protection of this category of witnesses, as well as the protection of victims of crime  is carried out
based on a threat and risk assessment undertaken by police authorities in collaboration with the prosecu-
tor’s office. A witness who has been granted the status of protected witness will be interviewed in accord-
ance with the provisions of the Law on Protection of Witnesses under Threat and Vulnerable Witnesses
and, at the same time, appropriate protection measures provided by the said Law will be applied. Those
measures include procedural measures for witness protection in criminal proceedings before the Court of
BH. In case that a witness requires permanent physical protection, the provisions of the BH Witness Pro-
tection Program Law, which encompass procedural and non-procedural witness protection measures, as
well as the basic measures, actions and procedures relating to the protection of witnesses testifying in crim-
inal proceedings, will apply. The Witness Protection Department of the State Investigation and Protection
Agency of BH is involved in the witness protection process and effectuates the measures and actions relat-
ing to the procedural protection of witnesses in proceedings before the Court of BH and the Prosecutor’s
Office of BH, and it has the responsibility for establishment and operation of a witness protection program.

Keywords: criminal proceedings, witness protection, witness support, Court of BH, Prosecutor’s Office
of BH.

INTRODUCTION

According to the definitions in different legal systems, a witness is a person in respect of whom there is
probable cause to believe to be able to provide information about a crime, perpetrators and other relevant
circumstances necessary in clarifying the crime.

The role of a witness is incompatible with other functions in criminal proceedings (that of a prosecutor
or defence counsel') and has priority because of its irreplaceability.

Summoning a witness to testify about a specific criminal case creates an obligation for the witness to
comply with the summons and to provide information based on his/her knowledge about the crime, per-
petrators and other relevant circumstances of the case. Thus, in a way, the witness fulfils his/her civic duty,
whereas the testimony itself includes certain obligations and exceptions relating to oath-taking, inability to
testify, refusal to testity, and alike.

1 In criminal proceedings in Bosnia and Herzegovina, a person accused of a crime may appear as a witness in his or her own case.




Miodrag N. Simovic, Vladimir M. Simovic, Marina M. Simovic

Prescribing the obligation to give testimony resulting in a witness statement places a State under an
obligation to undertake to ensure the fulfilment of that obligation without endangering one’s own assets,
life, physical integrity, family or property. The right of a State to require a witness to give a statement and
the right of a witness to require the State to provide him/her protection, although naturally interconnected,
are not equally protected. A State has the necessary coercive instruments at its disposal aimed at providing
a witness statement: in case that a witness declines to give testimony, he/she may be imposed a fine or may
be detained. However, a witness cannot refuse to testify if he/she assesses that the State has failed to take
sufficient protection measures.

A witness is a strong means of evidence for both prosecutor and suspect, i.e. accused person and his/her
defence counsel. Although it represents subjective evidence, it is of great importance and it is often the only
piece of evidence available to prosecutors in the cases relating to war crimes. For this reason, witnesses play
an important role in the criminal justice system and, accordingly, particular attention is paid to their prepa-
ration, the assessment of their character and evaluation of their ability to give testimony in an often hostile
environment for witnesses to war events. The Law on Protection of Witnesses under Threat and Vulnerable
Witnesses? and BH Witness Protection Program Law® were enacted to ensure the protection of par-
ticular categories of witnesses and their free and open testimony in criminal proceedings before the
Court of BH. According to the ratified international regulations and the provisions of the mentioned
Laws,* there are two areas in which special witness protection is indispensable - organized crime and
special category of sensitive witnesses (who need to be protected from the risk of danger and threats),
in different cases and, in particular, in processing the cases of war crimes.’

THE TERM “WITNESS” AND CERTAIN CATEGORIES
OF WITNESSES

According to an ordinary definition, a witness is someone who is familiar with the information that
is the subject-matter of criminal proceedings and that relates to a crime, perpetrator or other significant
circumstances or facts. A witness statement is recorded in the minutes or made orally. Thus, all parties
to the proceedings and a defence counsel are aware of those assertions, so that they are able to discuss or
challenge them.

There are different ways in which witnesses may obtain information essential for proceedings — directly
or through other persons. The first group of witnesses is called “eyewitnesses’, whereas the second group
includes witnesses who give information amounting to hearsay and, in principle, those witnesses are less
reliable.

The procedure of interviewing a witness is complex and it implies knowledge of both criminal provi-
sions regulating the matter in question and criminal tactics and psychology. As a rule, a witness makes an
oral statement before a court or prosecutor and only then may the witness in formal legal terms be consid-
ered to be a witness and to give a testimony that may be used at different stages of the proceedings. This is
different from providing information to other authorities, where such a witness cannot be considered to be
a witness within the meaning of criminal proceedings. Summoning a person to appear as a witness requires

2 “Official Gazette of Bosnia and Herzegovina” Nos. 3/03, 21/03, 61/04 and 55/05.

3 “Official Gazette of Bosnia and Herzegovina” No. 3/14.

4 For example, the United Nations Convention against Transnational Organized Crime (BH has ratified this Convention and pub-
lished it in the Official Gazette of BH - International Treaties, No. 3/02), in Article 26 obligates signatory states to take the appropriate
measures to encourage persons who participate or who have participated in organized criminal groups: (a) to supply information use-
ful to competent authorities for investigative and evidentiary purposes on such matters as: the identity, nature, composition, structure,
location or activities of organized criminal groups; links, including international links, with other organized criminal groups; offences
that organized criminal groups have committed or may commit; (b) to provide factual, concrete help to competent authorities that
may contribute to depriving organized criminal groups of their resources or of the proceeds of crime.

The Convention recommends two forms of “evaluation” of cooperation of such persons: the possibility of mitigating punishment or
the possibility of granting immunity from prosecution to a person who provides substantial cooperation, including the obligation of a
State to harmonize its domestic laws with its obligations, good practices and the fundamental principles of domestic law.

5 See the Council of Europe Committee of Ministers Recommendation No. R (85) 11 on the position of the victim in the framework
of criminal law and procedure; the Council of Europe Committee of Ministers Recommendation No. R (97)13 concerning intimida-
tion of witnesses and the rights of the defense; and Council of Europe Committee of Ministers Recommendation Rec (2005) 9 on the
protection of witnesses and collaborators of justice. According to the Recommendation Rec (2005) 9, a collaborator of justice means
any person who faces criminal charges, or has been convicted of taking part in a criminal association or other criminal organization
of any kind, or in offences of organized crime, but who agrees to cooperate with criminal justice authorities, particularly by giving
testimony about a criminal association or organization, or about any offence connected with organized crime or other serious crimes.
The Recommendation relates to the fundamental principles of the protection of witnesses and collaborators of justice, and encourages
a Member State in implementing and finding new forms of protection programs and cooperation, points to the previous Recommen-
dations to be taken into account, encourages the appropriate modification of domestic rules of criminal procedure and points to the
general principles of a fair trial, recalling that where anonymity has been granted, the conviction should not be based solely, or to a
decisive extent, on the evidence provided by “anonymous” witnesses.
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that there is the probability that he or she will be able to give information about the facts relevant for the
proceedings, given his or her relationship with the facts and his or her ability to observe the facts and to
state the observations.®

The procedure of interviewing a witness is regulated by legal provisions and the witness is advised
about his/her rights and obligations, including, inter alia, the obligation to tell the truth to his/her best
knowledge and conscience and the witness is warned about the offense of making a false statement. In his/
her statement, the witness should give all relevant information known to him/her with reference to the case
concerned. After that, the witness is asked questions so as to supplement and clarify the allegations in the
witness statement. The witness is always asked about the sources of his/her testimony and, if needed, he/she
may be confronted with other witnesses in case that his/her statement has a discrepancy relating to decisive
facts. Asa rule, before he/she appears as a witness and gives a witness statement, in criminal proceedings the
witness appears as a citizen who should give information to the police in clarifying the crime and in finding
the perpetrator of that crime.

Taking into account certain circumstances (age, illness, etc.), a witness may give his/her statement via
a video link, so that the witness is not in the room where the proceedings are conducted and there is the
possibility that the parties and defence counsel put questions to the witness. This requires the existence of
certain specific technologies and professionals qualified to use video link facilities, given the increasing use
of video link for hearings in recent years. Any witness statement may be recorded by audio or audio-visual
means and in case that there is a risk that the witness will not be able to testify at the main trial or that the
witness is a child, the recording is mandatory.

The proven value of a testimony by a witness is treated differently, ranging from absolute scepticism
(that is justified by the imperfection of the witness's senses or his/her wish to help to a party to the proceed-
ings, which may lead to the criminal offence of making false statements) to the interpretation that witnesses
in criminal proceedings nevertheless give valuable and vital information. Despite different appraisals, in
practice, witness testimony is the most frequently used evidence in criminal proceedings, but the appraisal
of its proven value is the most difficult one in appraising all evidence. The main challenge in appraising a
witness testimony is to establish to what extent the witness statement relating to the facts coincides with
the actual situation. The courts, in each specific case, have to conscientiously appraise the actual credibility
of evidence given in a witness testimony. In addition, on the one hand, a court has to take into account all
factors affecting the possible unreliability of the witness testimony used as evidence but, on the other hand,
the court has to make the best use of all available evidence and, in accordance with the principle of free
evaluation of evidence and their personal conviction whether the evidence is correct or not, the court has
to offer the reasons for its position taken in respect of the reliability of the specific witness testimony used
as evidence.”

Legal regulations distinguish certain categories of witnesses, so that there are intimidated (vulnera-
ble) witnesses, threatened witnesses, protected witnesses and repenters. Particular categories of witnesses,
including witnesses under threat and witnesses at risk (vulnerable witnesses), require a special approach
before, during and after giving testimony in a specific case.

A physical and psychological trauma of witnesses caused by the circumstances surrounding the com-
mission of a criminal offence, i.e. a child or an underage person as witness, requires, first and foremost,
psychological and social assistance and support, as well as an adequate approach by police and judicial
authorities. Although the physical protection of those witnesses is not the primary task, the interconnec-
tion between the assistance and support and the protection of those witnesses, as well as the cooperation
with police and judicial authorities considerably contribute to diminution, or even to the elimination of the
causes of vulnerability of specific witnesses.

Article 3, paragraphs 1 and 3 of the Law on Protection of Witnesses under Threat and Vulnerable Wit-
nesses determines that a witness under threat is a witness whose personal security or the security of his
family is endangered through his/her participation in criminal proceedings, as a result of threats, intim-
idation or similar actions pertaining to his/her testimony and that a vulnerable witness is a witness who
has been severely physically or mentally traumatized by the events of the offence or otherwise suffers from
a serious mental condition rendering him unusually sensitive, and a child and a juvenile. Contemporary
forms of crimes, in their nature, often include, inter alia, the use of force or intimidation or readiness to use
force or intimidation, which indicates that special protective measures should apply to all injured parties
and witnesses.

Witnesses under threat or intimidated witnesses whose personal security or the security of their family
are endangered?® should be afforded the protection required to ensure their personal safety, and the causes of

6 Vasiljevi¢, Grubac, 393

7 Jeki¢, Skuli¢, 251.

8 Witnesses can receive direct threats only from the perpetrator or someone close to him/her, and they can be intimidated by a
specific relationship with the perpetrator.
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threat or intimidation should be eliminated, in particular, during and after giving testimony in a trial. The
goal is that giving testimony remains uninfluenced.

Persons whose personal or property rights are violated or threatened by the commission of a crime are
considered to be victims, who, on the one hand, have certain rights in respect of harm they have suffered as
a result of the commission of the crime and, on the other hand, they appear as witnesses who have certain
rights and obligations. A serious physical and mental injury and serious mental disorder are the character-
istics on the basis of which they are considered vulnerable.’

The notion “children and juveniles’, as defined under law, means any person who has attained the age
of 14 years, i.e. of 16 years (minor) and any person aged between 16 and 18  (juvenile) and their age
affects their responsibility for violations of law. The law recognizes as vulnerable the persons under the
age of 18, who have been a witness or an injured party — victim or have been present at the commission of
crime the victim of which is someone else. In addition, it is necessary to take into account the age and the
basic psychosocial features of children and juveniles and, in particular, in determining their legal position
in criminal proceedings, which means when they are acting as a witness, as well as interviewing strategies
and in apprising the credibility of testimonies.

The category of vulnerable witnesses includes also those persons who, by reason of their illness or age
or other justified reasons, have the possibility to be interviewed in a special way. As to this category of vul-
nerable witnesses, there is no actual risk of danger but only some subjective feeling of danger. There are not
many cases that such a witness experiences direct intimidation and it occurs mostly in case of a counterplot
(specific details are revealed) by the witness.!

ASSISTANCE AND SUPPORT FOR VULNERABLE WITNESSES

The fact is that the commission of crime has different consequences on witnesses, in particular, on the
victims of crime who also become witnesses, which particularly depends on the type and severity of an
offence. The graveness of the consequences suffered by witnesses depends on the sensitivity of witnesses,
their age and social status or, in some cases, of other characteristics. In addition, a witness may be put under
pressure or intimidated or threatened by a perpetrator of crime or a person who has a close relationship
with the perpetrator.

Some witnesses unconditionally accept cooperation with the authorities in criminal proceedings,
whereas some expect and demand certain support and protection measures as a precondition for their
cooperation and, as a last resort, they may affect the outcome of criminal proceedings. The members of the
police and prosecutor’s offices, then the members of the judiciary, are the first to encounter such a position
taken by witnesses, so that those authorities provide assistance and support for witnesses before, during and
after the completion of proceedings.

Assistance and protection measures include all those measures taken by the police, prosecutor’s offices
and courts to diminish or to remove emotions such as fear or anger caused by a crime. These measures,
by their nature, are part of regular measures and generally accepted standards for acting towards all crime
witnesses and victims, but they also include specific measures applied to an individual witness or victim.

What does “assistance and support” mean?

Since the role of a witness in court is of great importance, it is essential to have a well-designed witness
protection system, which also makes a considerable contribution to a fair trial. With reference to posttrau-
matic stress disorder (PTSD), which was recognized for the first time after the Vietnam War, experiences
show that there is a need for providing psychological assistance to victims and traumatized witnesses.!* Psy-
chological disorders may develop following a traumatic event that threatens psychological safety and
creates feelings of helplessness. That is a normal reaction by normal people to an abnormal situation
and it does not always emerge immediately after a traumatic event.

Reactions may emerge also in people who have not been exposed directly to violence and who are just
witnesses, as well as in those who are concerned for their safety or for the safety of persons important to
them. It is necessary to be familiar with those aspects in cases where an individual is in the situation to go

9 A considerable number of witnesses within this category have been the subject-matter of certain procedural protection measures in
proceedings relating to the cases of war crimes before the Prosecutor’s Office of BH and the Court of BiH.

10 See Simovié, M., Simovi¢-NiSevié, M. (2009). Institut zasticenog svjedoka u krivicnopravnom sistemu Bosne i Hercegovine (Witness
Protection Mechanism in Criminal Legal System of Bosnia and Herzegovina). Nis: Themes, (3), 881 - 903.

11 The most characteristic symptoms of PTSD include efforts to avoid activities, places, thoughts, or feelings that arouse recollections
of the trauma, as well as inability to recall the important aspects of the trauma.
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through his/her traumatic experience.'? Therefore, we can say that giving testimony is a kind of re-trauma-
tisation, as a witness goes through the situation that he/she has experienced, heard or seen.”*

In conducting operations to detect offenders, the police can learn and become aware if there is
a need to take the measures of assistance and support or even protection measures, and this entails,
inter alia, identifying and interviewing witnesses. It is possible, even at that stage, to make an initial ap-
praisal of possible needs for providing assistance and support measures, which does not exclude possible
mistakes in identifying vulnerable witnesses or underestimating their ability to give credible evidence. At
further stages of proceedings, possibly vulnerable witnesses may be contacted by special witness assistance
and support services within the police, prosecutor’s offices and courts. In fact, in accordance with laws and
by-laws, these services conduct the standard procedure and assess witnesses and propose the measures
of assistance, support and protection. Pursuant to Article 4 of the Law on Protection of Witnesses under
Threat and Vulnerable Witnesses, the Court may order such witness protection measures provided for by
this Law (psychological, social and professional aid) as it considers necessary, including the application of
more than one measure at the same time.

Appraisal of Needs

The basic precondition for providing assistance, support and protection entails voluntary consent by a
witness. This means that the witness must be informed about the measures to be taken regarding him/her
and, in particular, in cases in which the court, along with the assistance and support measures, approves
witness protection measures in respect of an intimidated or threatened witness. These measures as a whole
should be taken so that they do not affect free testimony of the witness, which also entails the principle of
voluntariness and the principle of unconditionality. Providing assistance, support or protection must not
create a feeling of obligation on the part of the witness to give testimony that, in his/her view, suits the police,
prosecutor’s office or court.

It is also essential to fully inform witnesses and victims about the manner in which proceedings are
to be conducted before the court, about the parties to the proceedings and their role.* This is part of the
obligations of special witness assistance and support services.'”® These special witness assistance and
support services ensure that victims of crime are treated with courtesy, respect and dignity and that
they receive different types of assistance and support: emotional, financial, medical, legal and psy-
chological, as well as that they are kept well informed.*¢

Organizing the appearance of witnesses or victims in a courtroom is a part of basic witness protection
measures, which also include assistance and support to persons who have physical problems with their
ability to walk or stand, or communication difficulties. A level of support measures will depend on the
specific circumstances of each case. Particularly vulnerable persons might need assistance or support from
a specialist; this has to be identified in preparing them to give their testimony in court. Possibly vulnerable
witnesses and victims must be identified as soon as possible."”

Witness assistance and support services ensure that witnesses, before giving testimony, are in-
formed about their rights and that those rights are respected. Some of the most important rights of
witnesses include: (1) the right to be informed about court proceedings and about what will be hap-
pening in a courtroom, possible protection measures, the types of the service available to witnesses
for assistance, and alike, (2) right to emotional and psychological support, (3) right to protection and
safety, (4) right to the protection of privacy and right to compensation for damages. Studies have
shown that, according to the views of witnesses who testify, the most important factors include: a)
a reliable person, b) a witness room where they can prepare for giving testimony or where they can
have a break, ) basic information about the court proceedings, d) courteous treatment, e) escort by a
professional - if required due to witness’s psychological condition, f) a person whom the witness can
talk to about his/her expectations relating to his/her testimony, g) arrangements preventing contact
with the defendant or his/her family, h) protection of privacy against the media or photographers and

12 See Brki¢, S. (2007). Mjere za zastitu Zrtava krivicnih djela od sekundarne viktimizacije u savremenim krivicnim postupcima(Meas-
ures against secondary victimization in contemporary criminal proceedingsrelating to the protection of victims of crime). Belgrade:
Private Life, 56, Vol. 509, (9), 791-802.

13 Appraisal of needs and capacities for providing better support for victims (witnesses) during the preliminary investigations in
criminal proceedings in BH, 23.

14 Thus, a witness should be given all details relating to his/her reception and appearance in court and should be provided witness
reception in a court (waiting and reception areas for witnesses), information about his/her entering the courtroom, witness box, etc.
15 These services first appeared in the sixties and early seventies of the twentieth century and their rapid expansion occurred in the
two last decades of the twentieth century all over the world.

16 See Brki¢, 130.

17 International Criminal Law and Practice: Training Materials 13.
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the possibility of giving testimony so that the identity of witnesses is not revealed. Owing to witness
assistance and support services, witnesses can exercise their rights.'

Cooperation between the Police, Prosecutor’s Office and Court

Organization of an adequate procedure of assistance and support to the witness is of great importance,
as it includes the cooperation of all the bodies participating in criminal proceedings as well. It is the most
challenging in the practical application. Providing of an individual form of assistance and support is divided
between the police, the Prosecutor’s Office and the Court and also to the time the assistance is given (before,
during the course and after the trial). Individual actions of the assistance and support must be carried out
continuously.’

Assistance and Support of the Non-Governmental Sector

In addition to the above subjects, the assistance and support to the witnesses is also supplied by others,
such as social services, associations of citizens, etc., which has shown to be useful in practice, especially
when the witnesses-victims are concerned. However, the Social Welfare Centres do not have enough em-
ployees and necessary financial means; thus, they are not capable to offer an adequate support to the wit-
nesses in criminal cases. In addition, the majority of these Centres do not have qualified staff which would
give a psychological support or any kind of advising to the witnesses (especially in the war crime cases), nor
they are connected by the system with the Mental Health Centres.

An accessibility and quality of psychosocial support given by NGO’s varies substantially. Some of the
NGO’ have the qualified staft and their resources permit them to offer an adequate support,” while others
only organize the means of transportation for witnesses, secure their accommodation and meals, and
only if needed, in the Safe Houses,” in possession of those organizations offer a temporary accom-
modation to certain categories of witnesses in the process of assistance and support, and also for a
short period during the measure of their protection.

There are also groups that offer advice in the process of giving testimonies and on legal rights and ob-
ligations of witnesses. Although they also help in many cases, they are deficient as they lack precise stand-
ards, transparency and responsibility. The support to the witnesses in the war crime trials in Bosnia and
Herzegovina is also given by the Victims of War Associations that appear as “free agents’, in that they are
finding and animating witnesses to testify and they register themselves before the judicial bodies as their
protectors (patrons).

ROLE OF INDIVIDUAL BODIES IN THE VICTIMS’
PROTECTION PROCESS

Conceptual Definition of the Police and Their Role

The police were created as a result of strivings of the society to secure both personal and collective order,
peace and full security. In that sense, since the beginning of their existence and operating, the police have
been a very important instance for the security of the state and its citizens in which manner they realize one
of the most important functions of the society. In the performance of their tasks that are of vital interest for
any society, the police have at their disposal the considerable authorizations entrusted to them by the state.
In that, their task has been to protect the public order through the maintenance of public order and peace,
the prevention and repression of crime and performance of other tasks from their competencies.

Actions of detection and proving of criminal offences done by the police are characterized in different
manners, given their legal effect. However, in the sense of the content, those actions are practically universal
and directed towards the acquisition of information, items, documents, recordings, etc.

18 Appraisal of needs and capacities for providing better support for victims (witnesses) during the preliminary investigations in
criminal proceedings in BH, 24.

19 The Prosecutor’s Office of BH does not have a specialized service for the assistance and support to the witnesses as of yet and the
Support Department of the Court of BH does not have the capacities to offer a long term or more extensive assistance. On the other
hand, there are no (except in some of the cantonal and regional courts, for e.g. in the Regional court in Banja Luka) structures giving
psychosocial assistance to the witnesses financed by the authorities of the Entities.

20 They have psychologists, psychotherapists and social workers.

21 See, de.wikipedia.org/wiki/Safe_House.
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The act of collecting information is not only taken in accordance with provisions of the Civil Procedure
Code of BH,* but also of the rules of criminology and psychology. That action represents a separate
unit within the scope of the entire activity of the police in the collection of information and follows
after finding the persons that are in possession of relevant knowledge and their definition of the
criminal offence and its perpetrator. Timely identification of such witnesses by the police is the first
presumption of the successful collection of information.

The rights and obligations of the police officers in BH are regulated by the corresponding legis-
lation on the police officers and internal affairs on the cantonal, Entity and state level. The Law on
Police Officers of BH*contains the provisions on the police tasks which primarily concern the protection
of life, rights, security and inviolability of persons, the protection of property, prevention and detection of
criminal acts and offences. In addition to the responsibilities and authorities prescribed by the Criminal
Procedure Code of BH, this law has given to the police officers other competencies with the aim of crime
prevention as follows: verification and determination of the identity of persons and items, interviewing,
apprehension, search for persons and items, temporary restriction of the freedom of movement, issuance
of warnings and orders, temporary confiscation of items, use of someone else’s vehicles and communication
equipment, inspection of persons, items and means of transportation, recording on public places, use of
force, processing of personal data and record keeping and filing charges.

A police officer is obliged to abide by the general interest and especially to serve and assist the public
while performing his duty. The police officer must be impartial and must avoid the activities and oversights
that are incompatible with his duties. In and outside of the course of his working hours, he should always
act in a manner that corresponds to the interest and reputation of police authority, complying with all his
duties stipulated by law.

Investigation and Protection Agency of BH

State Investigation and Protection Agency (SIPA) was founded in 2002 by adoption of the Law on In-
vestigation and Protection Agency by which this Agency has been defined as an independent institution
of Bosnia and Herzegovina responsible for collection and processing of data of interest for the implemen-
tation of international and criminal legislation of BH as well as the protection of very important persons,
diplomatic and consular offices and facilities of the institutions of BH, and diplomatic missions. By the
adoption of the Law on the State Investigation and Protection Agency,* in June 2004, the Investigation and
Protection Agency has been transformed into the State Investigation and Protection Agency and obtained
the police authorizations and became the first police agency which realizes its competencies on the entire
territory of BH. Under this Law, SIPA is defined as an administrative organization of the Ministry of Securi-
ty of BH with operative independence, its responsibilities being the prevention, detection and investigation
of criminal offences under the jurisdiction of the Court of BH, physical and technical protection of the
protected persons and facilities, protection of endangered witnesses and witnesses under threat and other
tasks from its competence prescribed by this Law.

The competencies of the State Investigation and Protection Agency have been stipulated by Article 3
of the Law on the State Investigation and Protection Agency: prevention, detection and investigation of
criminal offences falling within the jurisdiction of the Court of BH, especially: organized crime, terrorism,
war crimes, trafficking in persons and other criminal offences against humanity and values protected by
international law, as well as serious financial crime; collection of information and data on relevant criminal
offences, as well as observance and analysis of security situation and phenomena conducive to the emer-
gence and development of crime; assistance to the Court and the Prosecutor’s Office of BH in securing
information, and execution of the orders of the Court of BH; physical and technical protection of persons,
facilities and other property protected under this Law; witness protection; implementation of international
agreements on police co-operation and of other international instruments that fall within the scope of its
competence; criminal expertise; and other tasks as prescribed by law or other regulations. Given that the
crime, especially the organized crime, assumed the international character, the State Investigation and Pro-
tection Agency has been conducting a coordinated cooperation with national and international bodies for
law implementation, to make the combat against all forms of crime as efficient as possible and in that way
increase global security to the higher level.

The State Investigation and Protection Agency has its seat in Isto¢no Sarajevo and it performs the tasks
from its competence in the Regional offices; Banja Luka, Mostar, Tuzla and Sarajevo, and within the internal
organizational units: Director’s Office, Criminal Investigation Department, Financial-Intelligence Depart-
ment, Witness Protection Department, War Crimes Investigation Centre, Special Support Unit, Internal

22 Official Gazette of Bosnia and Herzegovina nos. 3/03, 32/03, 36/03, 26/04, 63/04, 13/05, 48/05, 46/06, 76/06, 29/07, 32/07, 53/07,
76/07, 15/08, 58/08, 12/09, 16/09, 93/09 and 72/13.

23 Official Gazette of Bosnia and Herzegovina nos.27/04, 63/04, 5/06, 58/06, 15/08, 63/08, 35/09 and 7/12.

24 Official Gazette of Bosnia and Herzegovina nos. 27/04, 35/05 and 49/09.
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Control Department, Operative Support Unit, Service for Administration and Internal Support and Service
for Material and Financial Matters. The Agency is managed by the Director who has two Deputies and two
Assistants (for criminal investigation and internal control).

The Witness Protection Department performs duties and tasks in line with Law on Witness Protection
Program of BH and other BH regulations related to witness protection whose purpose is to provide the
protection of a witness before, during and after criminal proceedings in order to enable the witness to testify
freely and openly in criminal proceedings before the Court of BH. The Witness Protection Department also
decides on and implements any measure to be taken in relation to a foreign witness present in BH under
an agreement or arrangement between Bosnia and Herzegovina and a foreign State relating to witness pro-
tection, promotes cooperation and exchanges information with relevant non-governmental organizations,
government bodies as well as other foreign state authorities and international organizations responsible for
witness protection.

Internal organizational units of the Witness Protection Department are: (1) Section for Protection, (2)
Section for Operational Support, and (3) Section for Department Administration and Management.

Section for Protection is responsible for witness protection pursuant to the Law on the Witness Pro-
tection Program, the Law on SIPA, and other laws regulating witness protection, as well as the treatment
of witnesses in accordance with the prescribed procedures of the Witness Protection Department and for
maintenance of the highest level of security at every moment, as well as protection of witnesses’ identity and
integrity. The Section is responsible for contacts with the Prosecutor’s Office of BH in relation to the im-
plementation of witness protection measures, preparation and management of documentation, continuous
monitoring of security situation and a degree of witness vulnerability, preparation of plans and implemen-
tation of protection measures, assessment and revision of current measures and needs of witnesses included
into the Witness Protection Program and making proposals in relation to amendments of the Protection
Program measures and elements.

Section for Operational Support is responsible for operational preparation related to the implementa-
tion of the Witness Protection Program in accordance with the Law on the Witness Protection Program,
the Law on State Investigation and Protection Agency and other laws and rules regulating witness protec-
tion, and for the treatment of witnesses in accordance with prescribed procedures of the Witness Protection
Department. This Section is responsible for contacts with the Prosecutor’s Office of BH in relation to the
implementation of the Witness Protection Program, preparation and management of documentation on
witness protection, development and update of databases on witnesses, protected witnesses and witnesses
included into the Protection Program, continuous monitoring of security situation and a degree of witness
vulnerability, screening of received and collected information, and preparation of plans and programs of
witness protection implementation.

Section for Department Administration and Management is responsible for drafting of general and
individual secondary legislation and implementation of prescribed procedures in relation to the witness
protection, initial witness assessment in relation to the entrance into the witness protection program, and
for providing psychological, social, economic and medical support. The Section is also responsible for co-
operation with institutions of BH, foreign states, and international institutions competent for witness pro-
tection, receiving and sending, maintenance, security, and archiving of official documentation, keeping
official records and performing other tasks from its competence.

Since its founding, the Witness Protection Department has given an appropriate form of protection for
a substantial number of witnesses, including initiation of the witness protection program, where especially
important is the fact that all witnesses who abided by the instructions and advices have never been placed
in any danger while their lives and lives of their family members have never been brought into question. Of
no lesser importance is the fact that all the officials in this department have been subjected to rigorous se-
curity checks and that they passed specific specialist trainings. The reason for all of this is that all protected
witnesses as well as other witnesses are offered a sense of security by this department, without any danger
that certain information may leak into public as well as to give the witnesses the largest possible degree of
security in order to be able to testify before the judicial bodies with no fear for their lives or the lives of their
family members.”

Prosecutor’s Office of Bosnia and Herzegovina

The Prosecutor’s Office of BH is established subsequently as an institution with a special competence
for proceedings before the Court of BH in criminal offences prescribed by the Criminal Code of BH,*

25 Information guide for witness as a candidate for the witness protection program in BH, 3 (www.sipa.gov.ba /bs/Vodiczapris-
tupbo.pdf).
26 Official Gazette of Bosnia and Herzegovina nos. 3/03, 32/03, 37/03, 54/04, 61/04, 30/05, 53/06, 55/06, 32/07, 8/10 and 47/14.
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in accordance with the Law on the Court of BH,” the Law on the Prosecutor’s Office of BH,?® the
Criminal Procedure Code of BH and the Law on Referral of Cases by the International Criminal
Tribunal for the Former SFRY to the Prosecutor’s Offices in BH.” The Prosecutor’s Office is organized
in three Departments which are Department I (Special Department for War Crimes), Department IT (Spe-
cial Department for Organized Crime, Economic Crime and Corruption) and Department III, and the
administration and library.

Department for War Crimes is responsible for prosecution of cases of war crimes committed in the terri-
tory of Bosnia and Herzegovina during the 1992-1995 war conflicts. The Department IT has jurisdiction over
the prosecution of perpetrators of organized crime, economic crimes and corruption. Those crimes include
corruption involving employees of the BH institutions, economic and financial crimes including tax evasion,
smuggling, customs fraud and money laundering, as well as organized crime including, but not limited to,
international trafficking in drugs and people and similar offences under the Criminal Code of BH.

Department III is responsible for the cases of criminal offences of corruption committed by officials and
responsible persons but who are not the high ranking officials or responsible persons with the highest func-
tions in the business organizations or other legal entities. The cases relating to the requests for extradition,
requests for legal aid and issues relating to the international legal aid and cooperation, as well as the cases
relating to the conflict of competencies and cooperation with other courts, Prosecutor’s Offices, bodies and
organizations — are also within the scope of tasks of this Department.

The Administration of the Prosecutor’s Office performs legal, administrative and technical, general and
material and financial operations, as well as I'T and public relations activities and other activities required
for a lawful, timely and efficient functioning of the Prosecutor’s Office. These tasks are performed by the
internal organizational units and it is managed by the Secretary of the Prosecutor’s Office who is under the
direct supervision Chief Prosecutor.

Court of Bosnia and Herzegovina

Jurisdiction, organization and structure of the Court of Bosnia and Herzegovina are regulated by the
Law on Court of BH. The President of the Court of BH is appointed by the High Judicial and Prosecutorial
Council of BH for a term of six (6) years with the possibility of reappointment. The President of the Court
organizes the work of the Court and provides for the establishment of cooperation with other institutions,
and the Court of BH has 53 judges, in accordance with the decision of the High Judicial and Prosecutorial
Council of BH.

The Court of BH has three divisions - criminal, administrative and appellate. The Criminal Division
consists of three Sections: Section I for War Crimes, Section II for Organized Crime, Economic Crime and
Corruption and Section III for all other criminal offenses falling under the Court’s jurisdiction.

The Appellate Division consists of three Sections which rule on appeals/legal remedies from decisions
of the three Sections of the Criminal Division, as well as the decisions of the Administrative Division, and
deals with complaints regarding election issues. The Court has a Common Secretariat and a Registry for
Section I and Section II of Criminal and Appellate Divisions.

The Registry of the Court of BH is an internal organizational unit of the Court taken over from the
Registry that was established previously and existed as an international organization. The Registry consists
of the following departments/sections integrated into it: the Legal Department, the Court Management
Section, the Witness Support Section, the Public Information and Outreach Section and the Administrative
Section.

The Witness Support Section is neutral body responsible for providing support to witnesses in pro-
ceedings both of the Prosecutor’s Office of BH and defence in all the cases conducted before the Court,
particularly to witnesses in cases before Section I and Section II of the Court of BH. The Section consists of
a team of professional psychologists and assistants* and coordinates its activities with the Witness Support
Unit of the State Investigation and Protection Agency When it comes to vulnerable (protected) witnesses.

27 Consolidated text (Official Gazette of Bosnia and Herzegovina no.49/09).

28 Consolidated text (Official Gazette of Bosnia and Herzegovina no.49/09).

29 Official Gazette of Bosnia and Herzegovina nos. 61/04, 46/06, 53/06 and 76/06.

30 In 2008, the Victim and Witness Protection Service secured the protection of total number of 1,118 witnesses in the cases pro-
cessed before Sections I, IT and III of the Court of BH. As of 2008, depending on the needs of a trial, this Section has also given support
to the witnesses who testify in the cases of the Section I that are in the appellate phase of proceedings. Of the above total number of
1,118 witnesses, the support has been given to: 1,029 witnesses testifying in the cases before the Section I; 143 witnesses testifying in
the cases before the Section II and Section III and 6 witnesses testifying in the cases before the Appellate Division of the Section I. For
the purpose of the precise comparison, it is necessary to point out the evident increase in the monthly average number of witnesses
supported by the Victim and Witness Protection Service. In particular, in 2005, 32 witnesses had been given aid on monthly average;
in 2006, 61 witnesses; in 2007, 73 witnesses; while in 2008, the Victim and Witness Protection Service had been giving support in the
monthly average number of 98 witnesses.
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Article 31 of the Rules of Procedure of the Court of BH*provides that the Witness Support Sec-
tion (Office) shall provide practical and, when necessary, psychological support to witnesses during
testimony before the Court of BH. Witness support functions for Section I and Section II shall be
performed in accordance with the internal rules issued by the Head of the Witness Support Office
upon approval by the President (after consulting with the Registrar for Section I and Section II).*

The basic goal of this Section is to provide the appropriate psychological support and help to witnesses
prior to, during and after the trial so as to prevent their testimony from further affecting any additional
damage, suffering or trauma to any witness, which is regulated by the Rules of Procedure of the Protection
of Witnesses of the Court of BH. Upon the receipt of the request from the competent body, the professional
psychologists of the Section contact, mostly by phone, the witnesses and prepare the first evaluation of the
witness’s needs (psychological, social, etc.). On the date of testimony or previously, upon the arrival of wit-
ness, the direct contact with him is realized and he is placed in the separate premises. After the testimony
is finalized, the staff of the Section is preparing the new evaluation through the conversation with him on
the consequences that the testimony has caused. Even after leaving the Court, the witness has a possibility
to contact the staff of the Section and to have certain measures of support secured not only within 24 hours
after the testimony but also several days thereafter - if the evaluation indicates such necessity.

The witnesses under the special measures of protection are given the same services but, in addition to
the officials of the Victim and Witness Protection Service, the police officers of the Witness Protection De-
partment of the State Investigation and Protection Agency. It is necessary that the Witness Support Section
staff perform their activities with the highest level of moral integrity, impartiality and confidentiality. All
information provided to the Section by a witness is treated in a professional manner, and is presented to the
party to the proceedings who summoned the witness.

The Rules and Procedures of the Victim and Witness Protection Service are authorized by the
President of the Court of BH. The Brochure which describes the court’s procedures for witness con-
duct and services that this Section provides is distributed in public.*®

CONCLUSION

The protection of witnesses is of the vital interest for the realization of one of the main goal of the crim-
inal proceedings — efficiency of the criminal prosecution of the criminal offence perpetrators. Therefore,
although the states do not ultimately recognize the right of witness to withhold the testimony, if considered
endangered they develop and implement in more detail the measures of the procedural and non-procedur-
al witness protection. For any state to be an efficient participant in the fight against modern forms of crim-
inal offences, it has to secure the best possible protection to the witnesses and all other participants in the
criminal proceedings, as it will allow to those persons to freely present their testimonies. If the witnesses and
other participants in the proceedings have already given their testimony, then the state must be guarantor
that, in the case of subsequent exposure to any danger for such person or any person closely related to him
because of the given testimony; it shall protect the persons in question.
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THE PRACTICE ORIENTED TRAINING AND EDUCATION
SYSTEM AT THE NATIONAL UNIVERSITY
OF PUBLIC SERVICE - THE COMMON
PUBLIC SERVICE PRACTICE

Gabor Kovacs'
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Abstract: The training and education system must be rational, effective, and cost-effective and practice
oriented. In Hungary during peace time, war time and throughout the different types of disasters the public
service administration, the military organizations, and the law enforcement organizations work together in
order to reduce the various hazards and dangers.

From the above mentioned approach the leaders of the university and the heads of the aforementioned
organizations agree on that experts must be trained at one university, they must learn the same basic knowl-
edge in order to carry out the joint activities in an easier way.

The National University of Public Service (NUPS) is one of the special institutions in the European
Higher Education Area. At the end of each academic year, the NUPS organises The Common Public Service
Practice - involving the graduating students, the Hungarian military-, law enforcement- and public service
organizations. This two days’ practice oriented activity is unique in the Hungarian higher education.

The practice of the past two years — according to the highest decision makers — was very successful. The
reader will have a full insight into the preparation work and the flow of the practice the experience of which
can be successfully adapted to his own work.

Keywords: The Practice Oriented Training, Law Enforcement Training and Education. Leadership
methods, Structure, Policing, Military Education, Public Service Education, The Common Public Service
Practice, Best practice of Hungary, National University of Public Service.

SHORT INTRODUCTION OF THE NATIONAL UNIVERSITY
OF PUBLIC SERVICE BUDAPEST, HUNGARY

The training and education system must be rational, effective, and cost-effective and practice oriented.
In Hungary during peace time, war time and throughout the different types of disasters the public service
administration, the military organizations, and the law enforcement organizations work together in order
to reduce the various hazards and dangers.

On 1* January 2012 the National University of Public Service was established and is governed by differ-
ent ministers: the Minister of Justice, the Office of the Prime Minister, the Minister of Defence, the Minister
of the Interior and the Ministry of Foreign Affairs and Trade.? The representatives of the aforementioned
institutions — the joint Governing Board - supervise and guide the activities of the University.’

From the above mentioned approach the leaders of the university and the heads of the aforementioned
organizations agree on that experts must be trained at one university, they must learn the same basic knowl-
edge in order to carry out the joint activities in an easier way.

In Hungary the National University of Public Service (NUPS) belongs to the middle-sized universities.
Approximately, we have roughly 6500 students and 300 lecturers. The aim of the integration was to set up a
university that strengthens national loyalty and professionalism within the Hungarian public service. This
effort requires strong cooperation among the civil public administration, military and law enforcement.
The every year performed common public practice helps to reach these goals.

1 kovacs.gabor@uni-nke.hu

2 2011. XXXVI. 1. §. Establishment Law at the University of Public Service, Hungarian Gazette Nr. 33. Budapest, 2011. http://www.
complex.hu/kzldat/t1300129.htm/t1300129_3.htm, 02.14.2015.

3 2011. XXXV 2. §. Establishment Law at the University of Public Service, Hungarian Gazette Nr. 33. Budapest, 2011. http://www.
complex.hu/kzldat/t1300129.htm/t1300129_3.htm, 02.14.2015.
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THE FACULTIES - FACULTY OF MILITARY SCIENCES AND
OFFICER TRAINING

The Faculty of Military Sciences and Officer Training is the only one high level military institution
(Bachelor, Master, PhD training) in Hungary. This faculty is responsible for providing staff (officers, senior
officers, and experts in the security sector) for the Ministry of Defence. The Faculty aims at training profes-
sional military officers in the fields of artillery, infantry, reconnaissance, air defence, military engineering
and logistics in general. The heritage of the Faculty is very important for the leaders of the Faculty. They are
following the training tradition of the more than two hundred years old ‘Ludovika Academy’ The training
and education system of the Faculty is fully complying the challenges of the present time.

FACULTY OF PUBLIC ADMINISTRATION

The Hungarian public administration system reflects the good governance model*. According to this
model the state administration needs highly qualified experts who are able to manage the changes and
development procedure at the Public Service Administration. The legal predecessor of the Faculty of Public
Administration’s history is more than 40 years old. During these years, the predecessor institution provided
the heads of state administration. The Faculty of Public Administration at the National University of Public
Service has got an important role in the training of state public administrators in Bachelor, Master and PhD
training.

FACULTY OF LAW ENFORCEMENT

The Faculty of Law Enforcement — as well as the Military Faculty - is the only one law enforcement
institution in the Hungarian Higher Education Area. The Faculty is to provide a professional staff for the
different law enforcement agencies for example the Ministry of the Interior (Police, the Prison Service, the
National Directorate-General for Disaster Management), the Ministry of Finance, (National Tax and Cus-
toms Office) and the private security sector, like the Chamber of Bodyguards, Property Guards and Private
Detectives.

Within the two main programmes that provide qualifications for criminal administration managers and
law enforcement administration managers the Faculty offers a wide range of specialized BA programmes
such as Criminal Investigation, Economic Crime Investigation, Financial Investigation, Corrections, Bor-
der Policing, Administrative Policing, Disaster Management, Public Order Policing, Traffic Policing, Cus-
toms and Excise Administration, Migration and Private Security.

The Law Enforcement Management Master full time and part time programmes last for 4 semesters.
The Faculty also has accredited special training programmes for forensic experts and crime prevention
managers. The Faculty would like to establish the Law Enforcement PhD School in the near future.

FACULTY OF INTERNATIONAL AND EUROPEAN STUDIES

This Faculty is the youngest one at the University, has been established on 1 February 2015.° The pre-
decessor institution was the Institution of International Studies. The Faculty provides the students
international and European studies, which prepare the public service related experts for internation-
al career after graduation. The Faculty provides knowledge on a wide spectrum of public service.
Some of the students belong to the military, the law enforcement, and the public service organiza-
tions. The Faculty provides BA, MA and LLL levels in education for the applicants for courses held
in Hungarian and in English languages.

THE EDUCATION SYSTEM OF THE UNIVERSITY

The NUPS is a special institution in Hungary. The education system is well organised, the university is
tailored according to the Bologna Process, it provides undergraduate (Bachelor, BA, BSc), graduate (Master,
MA, MSc) and PhD levels as well as special training programmers, further training and re-training ones.

4 Magyary Zoltdn Public Administration Development Programme, for the salvation for the nation and in the service of the public,
Ministry of Public Administration and Justice, 31.August 2012. http://magyaryprogram.kormany.hu/, 02.14.2015.

5 Founding of the Faculty of International and European Studies, http://en.uni-nke.hu/no-menu/hirek/2015/01/23/found-
ing-of-the-faculty-of-international-and-european-studies, 02.14. 2015
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THE BOLOGNA PROCESS AT NUPS
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Figure 1. The Bologna Process at NUPS

Most of the subjects are practice orientated. According to the Bologna Process in the Bachelor level
education the ratio of practice and theory is 60% to 40%. At the master education this ratio is changed, the
ratio of practice is 40% the theory is 60%.

The international relations are very important and new element in the life of the NUPS. The Europe-
an Police College (CEPOL) and the European Union member states prepared the European Joint Master
Programme “Policing in Europe™ - consisting of seven modules to be introduced in September 2015 - is
related to the Master level of law enforcement training. One participant can join the programme from each
EU member state and it offers an MA in European law enforcement. NUPS is not only involved in this
programme through the Faculty of Law Enforcement but would also rely on the contribution of lecturers
from the Faculty of Public Administration and the Faculty of Military Science and Officer Training and the
Faculty of International and European Studies.”

All of the training and education programmes pay attention to the practice oriented methods. Most of
the subjects consist of some practical parts, in order that the students can practice the acquired knowledge.

Conclusion: The NUPS was established on 1* January 2012. The predecessors’ institutions realised they
need to work together in the future. After the establishment the leaders of the university immediately start-
ed the development of the training and education. This process highlighted the university students’ need of
a Common Public Service Module and a Common Public Service Practice.

THE COMMON PUBLIC SERVICE MODULE

The basic tasks of the University are to change the training and education structure in order to provide
interoperability among the different professions. The Senate of the University in the year 2013 accepted the
Common Public Service Module included in the Curricula.

The main principles of the process of establishing the new subjects were: the skills and knowledge of
them must establish the basic public service career; they should contain basic knowledge the different pro-
fessionals could build their special knowledge on; the structure of the knowledge system consists of the
public service basic exam materials; the curricula of the subjects provide both theoretical and practical
knowledge.

The 15 subjects are different and cover the whole public administration basic knowledge materials.
(Constitutional Law, General Political Science, General Sociology, The State’s Structure, Security Sciences,
Military Theory and Military Operation, Disaster Management, Public Service Function, Common Public
Service Practice, Public Financial Affairs, Public Service Careers, Public Service Logistics, National Security
Sciences, Theory of Law Enforcement, Management and Organisation Theory)®

6 Article 11.f Council Decision 2005/681/THA of 20 September 2005, Decision as amended by Regulation (EU) No 543/2014 (OJ L
163,29.5.2014, p. 5).

7 CEPOL - Framework Partnership Agreement 20th November 2014. Budapest

8 The value of the subjects is altogether 30 credits - 465 contact hours. - remark of the Author
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According to the accepted curricula students prove the level of their knowledge having acquired during
the first four semesters summarized in the common module: in the joint public service practice.

During this practice the students carry out tasks related to a specific and complex problem. All of the
students work as if they were in their own future profession, in order to be able to solve different situations.
Choosing the topic of the practice was very difficult, because the main point of view was that all the profes-
sion had to apply their special knowledge in special circumstances.

In the past two years the leadership of the university organised the Common Public Service Practice.
The results of these practices are valuable; the activity was fruitful and meant a great success to the partici-
pating students. The topic of this practice was different in both years.

DURING 2013 YEAR’S PRACTICE “VADVIZ 2013
- WHITE-WATER 2013” - THE MAIN TASKS WERE THE FOLLOWING

The topic of the 2013 year’s practice was the task required from the public service organizations during
the flood emergency situation in the homeland (fo maintain the public order, to handle the illegal immigra-
tion, the relocation of citizens and the relocation of a prison). The military students in the frame of the prac-
tice focused to another topic. It was the preparation of the peace keeping mission of the special units of the
Hungarian Army and the preparation during the emergency situation caused by the flood.

Throughout the practice — simulating the real life — the Disaster Management Organizations began the
process as if it had been a normal situation. They started the preparation process in order to avoid the flood
at the area by the river Tisza. The local governments and the Disaster Management Organizations started
their joint activity. Through the emergency situation the National Emergency Management Centre directed
and organised the activity of different organizations involved in the activity.

During the emergency situation the law enforcement students practiced the lightened control of rescue
forces at the border check points, and the collection process of illegal immigrants at the borders. The or-
ganizations practised the management tasks according to the competences of different levels: they planned,
organised and implemented and controlled joint activities, developed cooperation among the following
units, the European and another national and international organizations, the authorities of neighbouring
countries, the homeland law enforcement, the public service and military organizations, the non-state and
charitable organizations which took part at the clearing process of the emergency situation.

All of the students practised the duties of Hungary related to the UN, NATO, EU and Schengen mem-
bership.

Some parts of the Hungarian Army provided some sub tasks in peace keeping mission. The staff pre-
pared the relocation of different subunits to the crisis zone, the coordination and managing the peace keep-
ing mission, the activity at the weapon free zone, and the cooperation with the governmental and non-gov-
ernmental organizations.

The brigade according to the tasks and together with the international liaison officers carried out the
peace keeping mission.

This practice was the very first at the NUPS. The management of University evaluated the experiences
of the practice. It was very useful for all participants.

THE IMPLEMENTATION OF THE “VEGVAR 2014” “LAST FORT 2014”
ANNUAL COMMON PUBLIC SERVICE PRACTICE

The preparation process of the practice started in November 2013. The vice rector for education lead
drafting group prepared a very detailed basic mission for all participants. The number of participants in this
year increased, it was more than 1100 students and approximately 100 teachers and other personnel. One
university campus couldn’t provide enough working place for the participants, so the leaders decided to use
parallel working method during the implementation of the practice. The same practice was to be run at two
different campuses so the umpires can handle coordination and monitor the students.
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Figure 2. “Last Fort 2014” - The present situation and the Neighbouring Countries

In order to make the practice successful the staff prepared a special mission for each profession and it
was tailor made for the police (the following specializations: border guard, criminal investigation, public
order), the military (artillery, tank unit, etc.) and the public administration students.

During the preparation phase, the teachers held a lecture to the students on how to solve different prob-
lems in the frame of the decision making process, how can they work together in order to solve different
problems. During the planning process the students acquired the different conventional sings, signals, the
basics of the staff work and staff work methods. After the theoretical and practical lessons the students
studied the whole process.

The topic of the Common Public Service Practice in 2014 was different.” During the preparation period
the staff prepared a detailed fictional basic situation. This situation provides all the possibilities in order to
practise all the professions of the participating university students.

The virtual scene of the practice was the designated areas of Hungary. The real scene was the assembly
room of the Law Enforcement Campus and the Military and Officer Training Campus. During the practice
the students used the computer labs and the different special operation rooms.

In order to make the practice lifelike the different movements were carried out in real time at the train-
ing field. The continuous connection with the participants at the training field was provided by a video
conference system and a satellite link.

Different organizations were created by the students on local, county and national level. The graduating
students acted as the organization leaders and the staff as well. Each participant carried out his task accord-
ing to the competences of his respective organization. They used the forces and the cooperative organiza-
tions in order to solve the different situations.

The contents of the detailed plan were the following:
1) Pre conception of the Common Public Service Practice
— basic data of practice
— the concept of the practice
« the law enforcement part of the practice
o the military part of the practice
« the public service part of the practice
2) The starting tasks
— the main parts of the practice
— the main task of the different organizations

9 State Reform Operative Program - 2.2.21, Knowledge-based Public Service Careers. The Civil Service Practice Concept and Devel-
opment of the Task - Launcher, NUPS, Vice Rector for Education’s Office, Budapest, Ludovika tér 2. 2013
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3) The country descriptions (Hungary and the fictive neighbouring countries)
« general military geographic position
« general natural conditions
« socio-political relations
« economic conditions
4) The position of public service organizations
5) The position of law enforcement organizations
6) The position of military organizations'

The main goals achieved by the Common Public Service Practices:

— Strengthening links between the different faculties and professions for the university students, the
common work and cooperation. Application of new theoretical and practical methods in different
situations.

— Contribution to the harmonization of the different subsystems, the unified view of the common pub-
lic service sector.

— The application of theoretical and practical knowledge of the management and organization science
in practice. The development of the leadership competence of the different university students.

— The joint application of military, law enforcement and civilian supporting management and infor-
mation systems.

— During the cooperation process, the common utilization of the new experience. The application of
approved plans, improving the operating systems and procedures in the theory and in the practice.

— Common Public Service Practice is a kind of commitment on the harmony and interdependence of
university training system.

SOME EXPERIENCE RELATED TO THE PREPARATION WORK
OF THE COMMON PUBLIC SERVICE PRACTICE

Some experience in the preparation part:

— The preparation of the practice should start before November. It is necessary to launch a conference
on the Practice at the end of September.

— At the beginning a basic mission is needed to be prepared, and then it is necessary to prepare the
detailed missions for each profession.

— During the practice there’s no need to demonstrate the organizations on national level because the
students are not able to handle the decision making process on national level. County level and be-
low is enough for the students in order to practise the professions.

— The preparation lessons are very useful for the participants however not only the students but all the
teachers involved in the practice should take part in these lessons.

— The students have to go to the scene of the activity, in order to study the present situation (landscape,
forests, rivers, mountains etc.) and the effects of different decisions.

— The two days’ practice is necessary, the first day serves as the day of the preparation - the technical
connection (internet, radio, telephone) is vital between the different workplaces.

The conduct of the practice:

— Not too many different situations are needed, it is necessary to finalise the leading process, very often
jumps in time is advisable. All of the main activities must be divided — the students must know the
main steps of the practice.

— One part of the practice must be the press conference. The leaders prepare the press conference in
Hungarian and in English languages.

— Some positions were not necessary — for example a ‘veterinarian’ — the umpires can play this role.

10 State Reform Operative Program - 2.2.21, Knowledge-based Public Service Careers. The Civil Service Practice Concept and De-
velopment of the Task — 2013. “Advanced Task” and ,,Additional Task’, NUPS, Vice Rector for Education’s Office, Budapest, Ludovika
tér 2.2013
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The activity of the students:

— 8-10 students in one working group is too many, in the future one working group must comprise of
maximum 4-5 students.

— All of the information must be got in the same way as it happens in real situations (telefax, e-mail,
telephone, letter etc).

The activity of the teachers:

— The preparation group must pay attention to the information flow between the groups. The basic
scenario and the additional scenario must build up on each other.

— The teachers must take part in the whole preparation event, the accurate and profound preparation is
necessary in order that the practice could be successful.

The logistic support:
— Someone must be appointed to be responsible for the whole logistic support of the practice
— The budget is approximately 1000 €. The staff need the following items:

— T-shirts in different colours (the students who have a uniform for being a career officer wear their
uniform however it is necessary to recognize the different civilian groups.)

— Lunch for the staff and the students, cold beverages, buffet
— Someone must be appointed to be responsible for the technical equipment

— A special email inbox must be created for the practice. The special knowledge basis and all the train-
ing material must be made available digitally

— Digital event log is necessary for the students and teachers
— The video conference system worked effective during the past practices, the satellite system was useful
The communication:

— It is necessary to appoint a person who is responsible for the communication. The local media must
be invited.

— In the light of the past practices the information book was useful, it served effectively the flow of
information

— The “White Water 2013, and “Last Fort 2014” films was useful
— The reports must provide a scenario; all the important events of the practices must be included.
Others:

— Students except for the military ones had problems with working with paper based maps. Applying
foil is effective

— The application the Ministry of Interior’s digital program Robot Cop (“Robotzsaru”) is not enough
effective.

CONCLUSIONS

The activity of the NUPS is unique at the Higher Education Area of Europe. The structure of the Uni-
versity is special, to train the future military, law enforcement and public service experts in basic, master
and PhD level in one organization. During the last three years the NUPS model has been working effective-
ly. The public service organizations are satisfied with the graduated university students.

The special module - Common Public Service Module provides common knowledge for all the uni-
versity students during the bachelor education. This knowledge is necessary to the well-organized work for
the future experts. The Common Public Service Practice is a vital part of the education. It helps the teachers
to provide the practice oriented education. They have a direct impression from the student’s works. During
the practice the teachers realize the strength and the weakness of the education process; they can effectively
improve the curriculum and the training methods.

It helps the students, because they use their theoretical knowledge in order to solve the different prac-
tical problems. During the practice in the different positions, the students’ work together - in team work,
they realize the different problems and they find the common solutions. The ability of the communication,
the cooperation and coordination of the students are evolving.

After the practices, the supervisors identified that the practices were very useful for all participants. The
planning, organizing and leading of the practices were smooth; the experiences were useful and acceptable
for the public service organizations. The heads of the fellow organizations were satisfied, the reputation of
the NUPS became stronger.
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According to the best Hungarian practice, the staff of the NUPS is ready to invite some foreign univer-
sity teachers and students, in order to collect deep impression for the Common Public Practice.
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Abstract: Authors present some outputs and results of the research project “Methods for CSI” especially
in the area of organisational, managers and fundamental criminalistics activities. Some outputs oriented for
the use in education and training proceses are presented as revised educational system for Slovakia, as well
as the research on system of methods, identification processes and protection against distortion trace and
resources for work at the crime scene. The paper presents basic knowledge for the education, training and
work at the crime scene, involving some outputs from international researches.

Keywords: Crime scene, investigation at the Crime scene, organisation of work, management on the
Crime scene, traces.

CRIME SCENE AS THE OBJECT OF RESEARCH -
INTRODUCTION TO THE PROBLEM

Forensic examination of practical and theoretical cognitive activity begins at the moment you find
forensic traces. The arguments for extending the definition of forensic investigation have been emerging
in forensic theory only in the last 30 years °. It is a major problem for the perception of changes in forensic
practice, which even today significantly differs a step search and seizure of forensic traces from their expert
Expertise examination. It is just a stage area or “pre-scientific” or even “beyond science’, which attaches
much less theoretical and practical significance. This gives rise to the differences in attention, financial,
material and staffing of work at the scene to examine the forensic laboratory facilities.

Criminalistic examination of the narrower and broader sense is part of criminalistics cognition in its
entirety learning Criminalistic features, especially forensic traces. In the past, the house-matching criminal-
istics disclosed and documented and is subject to both the rules and principles applicable to the methods
of criminalistics, but also a significant influence on the form and content of which other areas also have
an impact, such as criminal procedural principles, regulations, laws and rules technical, criminalistic, and
more. It also includes principles related to technology acquisition - i.e. location, seizure and examination in
the strict sense (expertise, expert, professional, etc.). Due to the practical application of the most common
forensic examination, it is obvious that it should be as a principle of its own theory and practice of criminal-
istics, but also of its appearing in the theory and practice of investigation, theory of evidence and criminal
procedure*.

THE METHODS AND PROCEDURES FOR WORK AT THE
CRIME SCENE - INITIAL ANALYSIS

The current status of personnel and organizational work at the crime scene of the Slovak Republic re-
sponds according to the research carried out before the analysis, to the state of knowledge of criminalistics
from the 50’ of the last century. The current technical condition and amenities for the work and activities
at the crime scene of the Slovak Republic responds to the state of knowledge of criminalistics and sciences
from the 80s to 90s of the last decade. These findings are not only an estimate. They are supported by real

1 jozef.metenko@minv.sk,

2 stefan.kocan@minv.sk

3 KRAJNIK, V,, Kriminalistické skiimanie, Bratislava, Akadémia PZ, 2000. 99 s., ISBN 80-8054-138-8
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researches carried out before and already completed research projects within the integrated research project
Methods and procedures for work at the crime scene 4/2008 °, which have been implemented since 2006.

One of the stages already completed the analysis and typology of forensic documentation is very much
tied to the work at the scene. Its condition and the original and new concepts, as well as possible solutions
offered by the present or near future, are currently compiled and defended in two qualifying works in a
rigorous procedure for the Police Academy in Bratislava. The basic theme was the analysis of the current
situation and scenarios for forensic documentation, as well as its near perspective. Some of the results were
presented at the conference “Advances in criminalistics 2009” ©. Systematically, the results of this research
were published in two textbooks on forensic tactics of 2012 and 2013.”

Another important product of the research project, which is included in the context of the research pro-
ject No. 4/2008 - Methods and procedures for work at the crime scene, has already fulfilled the research pro-
ject “Photographic Equipment in criminalistic practice” ®. The research was based on the project: “Trends in
photographic techniques criminalistic practice”’

Some of the results of this research has been carried out in the measures at forensic and technical activi-
ties of the Police Force. Their real effective application is complex with the introduction of an electronic file
and a complex mix of work at the crime scene and forensic education system of technical activities. Cur-
rently, the long-term perspective addresses the full acceptance and implementation of digital photography;,
at least at the level of administrative arrangements. Appropriate conditions are practical, with the exception
of some work in practice that have been created thanks to this task.

PHOTOGRAPHIC TECNIQUE IN CRIMINALISTIC PRACTICE

A relatively small three-member research team conducted a research on the status of photographic
techniques in the police activities from 2006 to 2009. A qalitative and quantitative analysis of statistical and
analytical research results concluded on reasonable objectivity and relative longevity observed data should
be used in criminalistic and police practice. The analysis showed preliminary results which were published
in articles and presented in separate appearances at international conferences. The results were distributed
to police work directly in the form of a final report at the same time as outputs on the internet Now: www.
kriminalistika.estranky.sk and upcoming www.miestocinu.sk.

For the application of the research findings, the authors recommend changes in various areas formulat-
ed as a subject of research:

— state using photographic techniques to police stations
— state using photographic techniques forensic technicians at middle management level
— state using photographic techniques operatives central police.

Limiting factors for improving the state of the use of photographic technology at all considered types
and levels of police structure, staffing and the substrate. Both problems, researchers pay. Assess in particular
the fact that it is relatively best state in forensic/criminalistic technical activities at the middle management
level (OR PZ), thanks to Criminalistics technicians, ensuring a minimum level of quality and quantity of
services. Balance at the other levels of police officers is alarming and most workplaces cannot be guaranteed
and perform the appropriate quality even basic tasks. At the level of basic services it is necessary to establish
the position of Criminalistics junior technician - especially as a service for an accelerated / “short” investiga-
tion. It is also important for the other simple activities and quantitative support for criminalistics technician
and supply of talent for the performance standards of criminalistic techniques in the territory. At the level of
operational / intelligence activities and investigation, it is possible for simple documentation service retrain
staff specific part for easy documentation activities. For more serious and complex cases, it is necessary to
guarantee service to the same extent.

On the basis of these analyses designed systems for the training and education of forensic technicians
were conceived.

5 METENKO, J.: Metddy a postupy préce na mieste ¢inu - slovenskd ¢ast projektu : Projekt vyskumnej tlohy. / Ries. vysk. ul. Jozef
Meteriko. - 1. vyd. - Bratislava: Akadémia PZ, 2008 Vysk 139

6 METENKO,J., HEJDA,J., Sytémové zmeny vo formach kriminalistickej dokumentécie. In.: Krajnikovd, M., Masnicovd, S., Gymer-
ska, J., Ed., ,,Pokroky v kriminalistike 2009“ Zbornik z medzinarodnej konferencie konanej v diioch 9.-10.11.2009, Katedra krimina-

listiky a forenznych disciplin, Akadémia PZ v Bratislave, Bratislava 2009

7 METENKO, J., BACIKOVA, I, SAMEK. M., Kriminalistick taktika, Brno: Vaclav Klemm - vydavatelstvi a nakladatelstvi 2013,

1. vydanie, 307 s., ISBN 978-80-87713-08-2. METENKO J., Kriminalistickd taktika, Akadémia PZ v Bratislave, Bratislava 2012, 1.

vydanie, 267 s., ISBN 978-80-8054-553-6

8 VASKO, M., METENKO, J., KRAJNIKOVA, M., Fototechnika v kriminalistickej praxi. Vyskumna sprava. Akadémia PZ v Brati-
slave - Katedra kriminalistiky a forenznych dlsc1p11n Bratislava 2009. 118 s. Vysk. 115

9 VASKO, M., METENKO, ], KRAJNIKOVA, M., Trendy vo fotografickej technike kriminalistickej praxe. Projekt vyskumnej dlohy.
L. vyd. Akadémia PZv Bratislave - Katedra kr1m1nal1st1ky a forenznych disciplin, Bratislava 2006. 18 s. Vysk. 115
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The problem level (level of education) and the quality of the solutions in this area is of a marginal issue.
At the same time a technician and a documentarist at the crime scene, but also other methods of criminal-
istics, the basis for any success and the result of the work at the crime scene, as well as other investigative
activities particularly in the field. The current system of training - First course for Police secondary voca-
tional school Kosice, while addressing the current total lack of qualifications, but systemic solution can only
be the introduction of adequate preparation specialists. Due to the test and the estimated position, the only
rational solution appears to be preparing to introduce the first (Bc) degree in higher education for a narrow
group of specialists. The estimate is about 15-20 students in class. Further and innovative education then
was established via the cyclic forms over a period of 3-5 years.

In our opinion, the problem is primarily due to incompetence and residual principle, which applies to
the organizational structures of the Police Force in relation to criminalistic technology globally. The master
of this service Police failed to manage, and avoiding the problems usually does not interest them or deal
with due to their complexity. Conceptual design can only be organisationally separate structure criminalis-
tic techniques, and not only methodologically, but also lineage. These consequences are also compounded
by the lack of legal and internal regulatory regime.

The procurement of criminalistic photographic techniques

There are conflicting views on the long-term centralization and decentralization of procurement crim-
inalistic / photographic techniques in the police force. In Slovakia, the relative distribution of powers con-
cept right at the regional level - middle level of management, has led in recent years, the 10-marginalizing
certain police activities sidelined. This was mainly in the area of funding and support, as well as manage-
ment and organization number weaker occupied police activities. Unfortunately, between such activities
there are forensic/criminalistic technical activities. They were preferred for a long time - almost 50 years in
the last century. In particular, the method of evaluation units and individuals, based on simplified qualita-
tive parameters and the redistribution of the importance of individual police activities by professional and
vocational orientation superiors prevented adequate development of scientific, technical, personnel, legal
and status of quality criminalistic techniques. Thus formed residual concept at the regional and district
defended and improving the quality of criminalistic techniques - it is clear and confirmed the result of
research. However, it remains questionable, and this has been the subject of research by way of distribution
logistics forensic/criminalistic technical as well as other specific police activities on the territory of the
Slovak Republic and the police appropriate. The partial results of the research show preference for central
system obsataravania.

The use of analogue and digital photography

Negative status inconsistency use the basic generic use of criminalistic photo was necessary at the time
when the research addressed urgently demands unification and the decisions on the form and content of
criminalistic photo at all decision-making levels. It is not enough just to prepare internal implementation
standards within the Police and other security forces - which is repeatedly varied, but it is also necessary to
ensure understanding and cooperating activities of the prosecution and the judiciary. There is also a need
to influence the unification of fragmented ideas and concepts. It is also necessary to prepare an amendment
to the legal provisions of the Criminal Procedure and thus ensure a reduction in criminalistic photo lagging
behind its development in Europe.

Part of the research was to evaluate a large amount of current problems, which are analyzed in detail,
including proposals on the final report of the research. In criminal proceedings, but also directly in investi-
gative activities, in some cases raise the question whether it is possible to use digital photo as evidence, but
without adequate professional skills and knowledge bottlenecks. A good solution is a proposal to amend
sections of the Act Code of Criminal Procedure in the relevant provisions of the documentation.

New tools and technologies enable a step change in the philosophy of criminalistic documentation, and
the further development of criminalistic practice, images are transmitted at distance. But we have a number
of problems with the implementation, compatibility and ability to make use of the technology. The concept
solutions electronic documentation supported the introduction of new digital photographic technology as
a result of this research, which was conducted in the late 2008 and subsequent years.

WORK AT THE SCENE, METHODS AND ORGANIZATION OF WORK

a) Analysis of the state

The current state of the work at the crime scene is insurmountable barrier to fulfilling its responsibili-
ties for satisfying the needs of the customer - a Slovak citizen, in precision and quality of law enforcement,
in particular the timing and success. The effectiveness of work at the crime scene in leadership work at
the crime scene, reinsurance feet, their verification and credibility is estimated using valuation techniques
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examination at about 40% real capacity in the Police. The work organization and use communication and
documentation technologies lag behind developments in the company for about 10 years. Potential staff
substrate is also at a very low level - we have already found. The current distribution of the position and
responsibilities will not rise in knowledge and opportunities which the Police Force is available. Solving
the problem has not yet implemented a comprehensive and covered various investigators only possibility
of partial solutions. It is necessary to choose a more complex project, which was preceded by thorough re-
search and mapping problems with the transition to the interim reanalysis and changing concepts of work
at the scene.

b) Basic objectives

The project implementation will allow increasing expertise and skills of the target group (forensic tech-
nicians and other team members at the crime scene) necessary for their application in practice (documen-
tation of the crime scene, finding feet and visibility of latent tracks and reinsurance).

A parallel objective is to verify the possibility of creating and testing the parameters of management
communication and documentation while working at the scene. Ultimately, this will have a positive impact
on police performance of public interest, which means the quality inspection of the crime scene, including
documentation and a qualified hedging process traces and evidence for criminal and other proceedings.
Confirmed interest of the target group (especially forensic technicians) in further education in this area,
while ensuring the smooth implementation of the project and the effectiveness of the use of allocated funds,
is established.

The realized results of the research project will also avoid widening a gap for the latest scientific knowl-
edge in the art as well as the risk of non-compliance best practices for the lack of a training team to work at
the scene, communication and documentation, in particular the activities of forensic technicians.

¢) Description of the task

The implementation of the research was carried out in the following activities:

1.1 Preparation of research techniques and materials

1.2 Distribution of 3 conducting research techniques

1.3 Evaluation of the research and the final report of the research

1.4 Creating a new design concept of internal standards for the work at the crime scene

1.5 Creating a draft internal communication and documentation network for the work at the crime
scene

1.7 Creating and continuous testing of internal communication and documentation network for the
work at the crime scene, including variations of nodal elements

1.8 Acquisition of equipment research project (consumables, technician, time for carrying out the re-
search)

d) Expected results

— Increase the efficiency of the methods currently used in identifying and securing the traces at the
crime scene,

— Improving reinsurance feet on the scene in terms of their applicability,

— Speeding up and simplifying work criminalistics technician at the crime scene,

— Precise definition of responsibilities and accountability for the work at the crime scene,
— Verification of the effectiveness and modifications staffing work at the crime scene,

— Verification of a design project of an electronic processing of the results on the spot criminalistic
relevant event.

Preparation of a training program

The preparation for the training program involves the following activities:
2.1 Preparation study materials - textbooks

2.2 Creating instructional video films

2.3 Creating instructional CD-ROM

2.4 Creating a Web form study materials to the needs of e-learning

2.5 Procurement of equipment training project (consumables, technician, facilities for the implemen-
tation of training)
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The training program should consist of three years of full-block structure which is mainly based on the
last published domestic results '° and is aimed at target areas:

Documentation of the crime scene

A training block is aimed to document the crime scene inspections in all forms of written and photo-
graphic graphics in general. Participants gain skills in the documentation of the crime scene to be further
developed. They will learn the basic principles and requirements of ISO 17020 in relation to the accredited
examination of the crime scene. In terms of photo documentation, the block is focused on the needs of
photographic equipment and accessories that can be used when documenting the crime scene and fo-
rensic relevant tracks including cameras, lenses needed, flash technology, monochromatic lighting and
filters. Furthermore, it includes the trainees familiar with digital photographic techniques, the range of
applications for procedural purposes and methods of processing digital photography and its archiving. An
important part of using the documentation at the crime scene and its measurement using modern means
of spatial photogrammetry is also a must.

Search and seizure of latent tracks

The block is focused on the search and seizure techniques latent fingerprint traces in particular, shoe-
print, biological and chemical. The participants acquire basic skills in applying different methodologies.
The strategy approach to the choice of methods is mainly focused in terms of surfaces on which relevant
criminalistic tracks may be located. Additionally, a special attention is paid to selected chemical methods
of searching for relevant criminalistic feet (method iodine vapor, amino acid reagents, physical developer,
silver nitrate etc.) The training focuses on some effective methods visibility adhesive feet. An important
part of the chapter is devoted to the coloring of blood traces and luminol. Another topic using greasy, wet
and sticky adhesive tracks is also important. Part of the block is given to the use of monochromatic light of
different wavelengths when searching for tracks as well as its combined use with other methods (physical,
physico-chemical and chemical).

Ensuring circuit technology and plastic feet, casting feet

This block is oriented primarily to acquire skills in casting tracks. This is especially the plastic track as
track tools shoeprint traces (shoes, track animals, body parts, fingerprint traces etc.). Methodology block is
oriented according to the types of materials which may be made of plastic track (loose, dry, moist, shape).
The activity is also focused on the situation of casting tracks in the snow, ice and under water. The partici-
pants will learn to use various casting materials, their preparation and the preparation before casting. Sig-
nificant factors in the process of reinsurance circuit traces, the use of different types of films, casting feet in
cases where tracks are formed on the linear / planar plastic shaped surfaces or areas in relief, where ensuring
the normal film is ineffective.

Given the level of financial coverage, an education project will be implemented only from the European
Union.

Subject respectively, the scope of cooperation in the project:

Institute of Criminalistic expertise:

Verification and design of typical and standard procedures for the various methods and procedures
Recommendations for verified hardware,

Verification of certain specific activities,

Share in the preparation and implementation of education of the target group.

Departments Police Force:

Support for the testing of typical and standard procedures for different methods and procedures,
The testing verified the technical equipment,

Share in the organization of training for the

The expected outcomes of implementing solutions tasks:

Group system for processing electronic documents from the scene

Design of cyclic training positions / functions to work at the crime scene

Editorial outputs for training under the project content

Proposal of position / functions and powers and scope to the scene

Hardware and software set-up for work in the act

Proposal for a cyclic education and professional graphic position to work at the crime scene

10 SCHMIDT, J., FEDOROVICOVA, I, METENKO J., Vybrané aspekty ovplyviiujtice kvalitu préce na mieste ¢inu z pohladu kri-
minalistickych technikov v SR. In. Masnicov4, S., Krajnikova, M., Gymerska, J., Pokroky v kriminalistike 2009. Zbornik z medzinarod-
nej vedeckej konferencie konanej dna 9. a 10. novembra 2009 na Akadémii Policajného zboru v Bratislave. Akadémia PZ v Bratislave.
Bratislava 2010. 209 s.ISBN ISBN 978-80-8054-490-4. pp. 62-70
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Intangible outputs - textbooks and educational information outputs:
Changing the internal standards of the Ministry of Interior

The publication of the project cost and subsequently to the needs of educational organizations Ministry
of the Interior

The proposed new internal standards of the Ministry of Interior

The implementation of the project is currently underway at the final stage. Were field tested transfers
and collect actual data volumes of electronic documents. Defected testing local area network and its veri-
fication in simulated conditions, unfortunately not all of the available capacity in the Ministry of Interior
networks are adequate. Due to a delay in delivery of the revised thin client system KEU NEO is slightly
delayed by the introduction of testing.

At the time of the field research carried out by a researcher - of Criminalistics techniques available
-Siemens notebook Esprimo Mobile V 6535. In parallel tests were carried out by means of 3 notebooks for
1 month. For the verification at the end of the research, the period was gradually shortened, according to
the intermediate results. The sales of laptops and therefore selection of respondents was limited according
to the statisk distribution due to the objectivity of the results. This task was ended in April 2012. The test
included a GPS locator, wireless internet connection with a transfer capacity of 10 GB, and covering vir-
tually the entire territory of the Slovak Republic - to transfer to the KEU NEO, through a thin client KEU
NEO Light.

The project was interpreted in some European research activities. For example, in addressing the priori-
ties of the crime scene in 2009 a survey was carried out and then it continued the EFSF SOC WG (Working
Group on the scene) aimed at the area of research necessary at the crime scene, which resulted in starting
points within a given issue'’. The survey focused on priority areas, which mainly characterize the work of
criminalistics technician and affect the quality of work at the scene. We can say that a common feature in
most countries is that they are created by specialized institutions which deal with the research and devel-
opment in the area of the crime scene examination. On average, the situation in the area addressed by said
partial tasks are transferred to several institutions. As a common feature, we may also indicate the research
addressing national forensic institutes in cooperation with police academies and universities. Some coun-
tries do not research and apply the research results, which are provided at the international level (e.g. EFSF)
in their practice.

Naturally, every country has its own specificities. It also appears that the effective interconnected re-
search activities at the crime scene with forensic experience are on one hand as operational as possible
applied research results while on the other hand they are effectively functional.

Identification of priority areas of research related to the examination of the crime scene by the members
of reviews SOC WG identified the order of the different research areas that should be addressed:

1) Staff competence

2) Methods and techniques of the crime scene examination

3) Training

4) Education

5) Means for work at the crime scene

6) Procedures

7) Requirements forensic technicians

8) A visual inspection of the crime scene

9) The evaluation process

10) Manuals

The survey also showed that the top ranking is the staff that followed the methods and techniques of
the crime scene examination, education and means of the work at the scene. The reasons for determining
the order may be different. This may also mean that in the areas that are in the foreground, some steps are
missing as to be perfect. This means that it is necessary to address the implementation of scientific and
technological development in real time in order to improve the efficiency and maximum value, the traces
of the crime scene. However, it may also signify that the following areas are considered the most important,
and need to be constantly addressed to the examination of the crime scene in order to make progress. In
contrast, the attributes contained in the low range indicate two things: either it is not necessary to pay par-
ticular attention to them, or their quality is sufficient and does not need to address the acute. At the same
time, however, it may also mean different opinions about the attributes of the view in different countries,
different interpretations of the content and meaning of the areas.

11 Proposal of research and development activities in CSI: ENFSI SOC WG report 2009
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A quality inspection of the crime scene is a variable that generates a positive or negative image of po-
lice work, because there is evidence obtained for the use in criminological examination - forensic pro-
cess. Based on the views of respondents, for improving the quality of inspections the crime scene is crucial
for these purposes, the choice of suitable staff. Personnel must be provided with adequate education and
training, as well as sufficient time for quality work at the scene. These are the basic assumptions. It is vital,
therefore, to apply harmonization, standardization and accreditation in examining the crime scene from a
European perspective. Activities in this area were summarized in the instructions for the implementation
of ISO 17020 '4,"%, the area of the crime scene.

At present, the coordination in this area is very necessary because the joint efforts and coordinated
action could lead to more effective results. Such a situation requires acceptable international projects such
as the particular solution of issues on a national basis. Based on the reviews provided in the survey, it is
appropriate to focus joint efforts on the processing project, which could begin by the issue the crime scene
in different areas. The common feature would be to search for universal solutions acceptable to all partici-
pating countries. In particular, the identified activities should be discussed:

Staff competence

Field staft competence is defined in the project ENFSI Committee for quality and competence (QCC)™.
This applies to all disciplines, including the crime scene. The area includes the examination of the crime
scene before entering the laboratory. This work is done by criminological technicians whose function is
different in different countries. It is therefore necessary to establish harmonized requirements for the com-
petence of forensic technicians. If it is necessary to make corrections in the competence of personnel, it is
necessary to identify those parts which should be revised, respectively. There are certain gaps in the present
state. They should summarize the findings from different countries in the application of standards for the
competence of personnel with a focus on the specifics the crime scene inspections.

Methods and techniques of the crime scene examination

It should be based on the basic premiums resulting from the European manual of good practices of
management at the crime scene.” It is to decide what areas to concentrate forces on, respectively and what
needs should be addressed as a priority. And concentrate on general techniques that are common to the
various methods, or orientation of the focus on the selected types of traces. This could be particularly latent
tracks in which they are most relevant skills and experience. The goal could be the research that mapped the
available techniques of search and visibility of latent tracks. Under the conditions and possibilities that these
techniques include, they should carry out various optimization techniques of the search of latent tracks.
The most appropriate subject for the research could be established as fingerprint traces and body fluids in
relation to the tracks that have multiple information value (fingerprint identification / DNA).

Training

Design and implementation of international acceptable modular training system for forensic techni-
cians focus on different areas of the crime scene examination. The orientation training focuses mainly on
working with tracks for different scenarios and different models of the crime scene. These scenarios are

adapted to practical competency tests to implement the principles of training under the instruction manual
of best practices making the ENSFL'®

Education

Education is a matter which depends on the specifics of each country. But it is worth considering wheth-
er sufficient levels of training for forensic technicians at different stages involve a higher degree (Bachelor’s
degree) with respect to the demands of work and the use of more sophisticated techniques of offenders on
the one hand and adequate methods used to convict them on the other. The outcome could be a proposal
for an international training program for forensic technicians which would involve several countries.

Means for the work at the crime scene

Means for the work at the crime scene are an essential part, without which technicians cannot work
efficientlyat the crime scene. The basic requirements for funds to be used at the crime scene should be an
easy portability, shelf life, the smallest size, maximum versatility, easy handling and resistance to difficult
conditions. It is, therefore, to be understood that a forensic science technician should know a lot of practice
with different accessories. Therefore, it is crucial that these funds could be physically handled. Conceivably,
this should not be a cause of discouraging their use. In this perspective, the attempt to optimize resources
for criminalistics work, technicians so as to include all the necessary activities and tasks to be carried out
at the crime scene should help their work to be able to secure the maximum number of tracks. It would,

12 Guidance for the implementation of ISO/IEC 17020 in the field of crime scene investigation, EA-5/03, 2008, p. 22

13 STN EN ISO/IEC 17020 Vseobecné kritéria ¢innosti orgdnov rozli¢nych typov vykonavajucich inspekciu, Slovensky tstav tech-
nickej normalizdcie,2005, p. 24

14 Performance based standards for forensic science practicioners: QCC-CAP-003,2004, p. 45

15 European crime scene management good practice manual

16 Guidannce on the production of best practice manual within ENFSI, QCC-BPM-001, 2003, p. 28
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therefore, be appropriate to try to propose an optimized model with a means to work instead act in case of
a serious crime scene in cases of ordinary crime, including modular special vehicle.

There is another problem that could be solved in terms of the project design and implementation of
uniform evaluation criteria for the area the crime scene and forensic relevant traces. In this area, it is neces-
sary to identify which countries under various criteria are to find a consensus opinion and mechanisms of
how these criteria are to be implemented in different countries. The most preferred criteria for the evalua-
tion were identified for fitness, quality traces and weaknesses. It is essential whether the criteria are applied
across the board from the crime scene to examination in the laboratory. It is necessary to answer a number
of questions. Who will determine whether the criteria are met, or there is an anomaly? At what stage is the
evaluation conducted? The criteria should be clearly set out so as not to be different interpretations, so they
should not be general.

Fitness checks can be characterized as a measure of the life traces in forensic process. This means the
possibility to obtain the information from a trace with which it is possible to continue working, It can also
express a percentage in relation to the proceedings or to trace the number of transmitted feet.

The quality of feet can mean quality track itself by itself, which was left behind in quality condition or
quality affected Criminalistics techniques, methods and skills.

Deficiencies may be the nature of wrong decisions arising from the organization reconnaissance the
crime scene and forensic technicians’ deficiencies resulting from the search, visibility, documenting and
ensuring feet.

For each of these attributes it is necessary to establish standards to set responsibilities, thus who, when
and under what clear criteria will be evaluated.

CONCEPT OF DIGITAL RECORDS / DOCUMENTATION"

The basic requirements for such a complex form - digitized documentation resulting from our research
conducted so far in the project 9/2008 - Methods and procedures for work at the scene - the role of the
Police Academy in Bratislava.'®

Applying the observed data, we can express the group requirement to criminological digital documen-
tation evaluated through the research. (Meterko, J., Research and development of methods for working at
the scene®)

The basic result is in addition to the above characteristics, testing the possibility of introducing electron-
ic processing of documents of all kinds at the scene. Furthermore, the immediacy and the resulting accura-
cy and processing speed significantly affect the integration processing forensic data from the beginning and
their formation and they may prevent loss or improper or undue handling. It is necessary to pay attention to
all users created or revised documents. In many cases, they provide information about authorship and time
data (i.e. time stamp), carrying out specific actions.? Such data can be found in the form of “metadata” in a
wide variety of digital formats communicates.**

SOME INTERPRETATIONS OF THE RESULTS OF RESEARCHES

The view of forensic technicians’ conceptual decisions at the crime scene is usually taken into account only
rarely, and may indeed provide a realistic view of things that need to be addressed in the area. The summary
of reviews by forensic technicians is based directly on a concrete experience and it makes sense to take into
account the proposals for solving the problem of the crime scene of the above information. Therefore, the
research can provide valuable information necessary for further decisions.

Activities on arrival at the scene affect the way the surveys are forwarded, and thus its quality. The most
important in terms of criminalistics technicians is to provide a track for which there is a risk of default
79%. Criminological engineers considered in the light of their own experience, length of residence at the
crime scene influenced mainly by objective reasons, which seems realistic view. The remains at the crime

17 METENKO, J., Trendy v kriminalistickej dokumentécii. In.Viktoryova, J., Blatnicky, J.,: Rozvoj metodik vysetrovania jednotlivych
druhov trestnych ¢inov. Zbornik vedeckych a odbornych prac z medzinarodného seminéra zo dna 25. 02 2007. s. 227. ISBN 978-80-
8054-408-9 EAN 9788080544089 pp.78-92. p. 78

18 METENKO, J.: Metddy a postupy prace na mieste ¢inu - slovenska cast projektu : Projekt vyskumnej tlohy. / Ries. vysk. ul. Jozef
Meteriko. - 1. vyd. - Bratislava: Akadémia PZ, 2008 Vysk 139

19 METENKQO, J,, Vyskum a vyvoj metdd pre pracu na miesto ¢inu, In. Masnicova, S., Krajnikova, M., Gymerska, J., Pokroky
v kriminalistike 2009. Zbornik z medzindrodnej vedeckej konferencie konanej dia 9. a 10. novembra 2009 na Akadémii Policajného
zboru v Bratislave. Akadémia PZ v Bratislave. Bratislava 2010. 209 s.ISBN ISBN 978-80-8054-490-4. pp. 156-165

20 Metenko, J., a kol.. Kriminalistické metody a moznosti kontroly sofistikovanej kriminality. Bratislava 2004. Akadémia PZ SR v Bra-
tislave. ISBN 80-8054-336-4, EAN 9788080543365 p. 356, p. 173.

21 Same on p. 142.
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scene mainly depend on their complexity and severity of 95% 57% and 29% of cases identified as the cause
of the number of events to be processed, and 28% to the discretion of the criminalistics technician. The
biggest obstacles that have a negative impact on the full concentration on the work of the scene are not the
movements of persons at the scene, the number of pending cases, 40%, and the incidence of bystanders
37%. Criminological engineers also consider the most important material and technical equipment mostly
contributing to the quantity and quality of the hit and secured feet. In this case it is mainly a completely
equippezgl police car lighting the crime scene, the means to search and seizure feet and photographic tech-
nician.

The use of monochromatic colored lights at work at the crime scene is sporadic, maximum use is de-
clared at wavelengths of UV band and 450-470 NM- blue light, which predetermines the purposes of title
biological traces. In the opinion of forensic techniques, the use of forensic lighting is beneficial to practice,
although most of them have no practical experience with its use. Perceptible is particular its applicability
to finding body fluids. Criminological technicians prefer high light output, intuitive, uniform beam, the
possibility of battery power and narrow bandwidth light. The most common types of lighting at the crime
scene belong to halogen 93%, LED white 61% and 41% of UV.

Forensic engineers prefer to use at the scene mainly physical methods that are relatively easier to apply,
and prefer solid powders. The most popular means is expected argentor and magnetic powder.

Searching for clues at the crime scene within the meaning of the survey data is still treated conserva-
tively to use reagents raise the profile of latent tracks. They use a narrow range of resources, which depend
on the availability under the contract, provided by the relevant Regional Police. The biggest is the use of
reagents wet (SPR - small particle reagent) and adhesive (Sticky Side) area. The most used are Hungarian
blood pigment Red 31% and 23% Amido Black. From the amino acid reagents, Ninhydrin is used in 77%.
Criminalistics technicians consider it most important when searching for traces of type-places where they
could find traces, then identify the surface on which should be kept track visually browse the surroundings
and selected by a reference method for the conditions. In terms of documentation, criminological tech-
nicians use polodetailné and detailed images, tripod, Macro Lenses and external flash units. The search
percentage of latent tracks depends on the control variable methods. Self-assessment of the activity forensic
technicians is not in consistency with certain statements, suggesting that it is probably overstated. To iden-
tify possible amount of latent tracks in the venues is virtually impossible. It will always ensure only a frac-
tion of these traces. It is important according to the results of the survey to maintain the correct sequence
when searching for tracks. Brushes with a combined value of identification are much more meaningful
and of informative value as a single track. Professional experience with these traces showed 84% of forensic
technicians. Criminological technicians reported that they have the greatest practical experience with the
following combinations playlist: dactyloscopy-DNA / documents Trasology-blood-mechanoskopie dacty-
loscopy / biology ballistics and DNA. %

In terms of transport and container traces which were identified as problematic lack of internal rules
and forms governing this type of activity, it is necessary to offer relevant training in case of the lack of
packaging materials as well as its misuse. In implementing the training in-house technicians criminolo-
gists learn especially from their experienced colleagues, which coordinate the process and create their own
scenarios. The opinion on the procurement of material and technical resources is that, in general, they are
mainly bought with respect to the cost and without consultation with stakeholders, to the detriment of the
case. The most important activities that have an impact on the quality of forensic technicians are training,
education, technology, methods used and manuals. Interesting is that the least efficient activities affecting
criminological technicians are the summary results of the patrol, which is in contrast with the above assess-
ment that considered effectiveness of the work of 85% of forensic technicians.

CONCLUSION

This study described the state of research-oriented working methods at the crime scene, characterized
in survey plane and the current status of the finalization of scientific research project procedures and meth-
ods of work at the crime scene. This study is a partial output of scientific research project: Methods and
procedures for the work at the crime scene 4/2008 and was created as a partial result of the final analysis
for the project.
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Abstract: By joining NATO and the EU, new economic potential on NATO and the EU market has
opened to Croatian economic entities, of course, under additional conditions which must be met, primarily
form the point of information security. Specialization and referentiality of Croatian economic entities for
production, development and security projects in the field of defense and national security is necessary
but not sufficient condition for conclusion of commercial contractual arrangement in NATO and the EU.
Only by obtaining business security certificates issued by the Office of the National Security Council with
the previously obtained certificate of suitability issued by the Ministry of Economy which was issued on the
basis of an expert opinion of the Croatian Chamber of Commerce, the conditions are fulfilled for candidacy
in the affairs of NATO and the EU. This procedure is legally prescribed and systematically contributes to
the establishment of professionalism and transparency of the Croatian economy being at the same time
prevention against organized and economic crime and corruption, which are the major problems in the
countries of Southeast Europe.

Keywords: economic entities, information security, transparency, corruption, crime.

INTRODUCTION

The impact of legally defined requirements for obtaining Certificate of Clearance is of high importance
for Croatias economy as well as for the economy of all other states wishing to join NATO. It should be
stressed that NATO is not only a political and military but also an economic alliance of the member states
which cooperate by exchanging knowledge and technologies opening new business opportunities for com-
panies and military industry of the member states. Also, participation of professionals and experts in the
NATO projects develops competence and knowledge of the latest technologies and solutions.

The goal of standardization is to achieve the NATO interoperability in accordance with partnership
objectives in the operative, material and administrative field.'

Operative standards have as the goal the development and implementation of the same concepts, doc-
trines, military procedures and processes as observed in NATO, which can influence the future and/or
current military practice, procedure and formats. It means they can be implemented in concepts, doctrines,
tactics, techniques, logistics, training, organizations, reports, forms, files and maps.

Administrative standards have as the goal the use of the same terminology in communication with
partners and allies as a precondition to evaluate and implement standardization. NATO terminology is
based on (APP-6) the NATO Glossary of Terms and Definitions — English and French and is regularly up-
dated. They primarily deal with terminology but also include standards applied to managing administrative
operations in the fields that are not directly related to military (reports on economic statistics).

Material standards have as the goal to recognize and define common requirements when identifying
characteristics, defining and naming assets, systems and terms and setting their standards and technical
regulations. Those are the standards which apply to characteristics of the future or currently used materials.
They include telecommunications and data processing and data distributing. Material items include: com-
mand, control and communication systems, armed systems, sub-systems, sets, components, spare parts,
materials and consumables.?

Formally, NATO standards are documented by STANAG (STANAG - Standardization Agreement) an
agreement on standardization between the NATO member states that can be accepted by all or some mem-
ber states. Apart from STANAG, the documents on standardization include STANREC - Standardization

1 Misevi¢, P, Lazibast, T., Jurevi¢ J.:.Utjecaj primjene NATO standarda na razvoj Hrvatskog gospodarstva, UDK/
UDC:658.62.018.2(1-622 NATO):338(497.5), 29.05.2012.
2 NATO Logistic Handbook, International Staff, Defence Policy nad Planning Division, Logistics, NATO HQ, pg. 55., Brussels, 2007.



Krunoslav Antolis, Petar Misevic

Recommendation and AP - Allied Publications. The states wishing to join NATO are obliged to carry out
reforms necessary for establishing the required level of compatibility with NATO alliance, which will result
in building a better working environment for domestic and foreign business partners. All this is aimed at
reducing the interest rate and increasing domestic and foreign investments as well as boosting development
and growth of overall national economy.

SECURITY CLEARANCE - LEGISLATIVE FRAMEWORK

Following the preparations for legislation that will enable Croatia’s economic entities to take business
opportunities with NATO and pursuant to Article II and IV of Croatian Government’s decision on the
establishment of the Commission for Coordination and Support of the NATO Export Opportunities and
Infrastructure Projects of 22 September 2009, the Minister of Economy of the Republic of Croatia defined
GUIDELINE ON THE IMPLEMENTATION OF “CROATIAN ECONOMY AND NATO” PROJECT 3
(released in Official Gazette, No.138/13).

The Guideline defines the manner of the Project implementation, i.e. the process of gathering infor-
mation and informing Croatian economic entities on the open NATO tenders, keeping the Register of
Croatian economic entities that are interested in participating in NATO tenders, procedure and conditions
for issuance of the Certificate of Security Clearance to Croatian economic entities, the procedure, terms and
conditions for the issuance of the Declaration of Eligibility to Croatian economic entities and other proce-
dures aimed at ensuring equal access to NATO tenders for all Croatian economic entities.

The mentioned guideline is an operational Act stipulating procedures and processes which required
previous systematic and extensive legislation included in the following laws, regulations and ordinances:

Information Security Act (Official Gazette 79/07),

Data Secrecy Act (OG 79/07),
Law on Amendments to the Law on Classified Information (Official Gazette 86/12),

LAW ON SECURITY CLEARANCE (NN 85/08),

AMENDMENTS TO THE LAW ON SECURITY CLEARANCE (OG 86/12),

Regulation on marking the classified information, the content and appearance of the Certificate of Se-
curity Clearance and declaration on dealing with classified information (OG 102/07),

Regulation on information security measures (OG 46/08),

Ordinance on security clearance standards (March 2011, UVNS, Unclassified),

Ordinance on physical security standards (March 2011, UVNS, Unclassified),

Ordinance on data security standards (May 2011, UVNS, Unclassified),

Ordinance on industrial security standards (May 2008, UVNS, Unclassified),

Ordinance on standards of organization and management in the area of information systems securi-
ty (May 2008, UVNS, Unclassified),

Ordinance on criteria for establishing job advisors for information security (OG 30/2011),

Regulation on the content, appearance, completing and dealing with security clearance question-
naire (OG 114/08),

Questionnaire for security vetting of I degree,
Questionnaire for security vetting of II degree,
Questionnaire for security vetting of III degree,
Questionnaire for security vetting of legal entities,

Regulation on security education on measures and standards of information security (December 2008,
UVNS, Undlassified),

Regulation on the implementation of security accreditation of the Register systems (February 2009,
UVNS, Unclassified),

Regulation on the content and appearance of NATO and the EU Certificates (April 2009, UVNS, Un-
classified) No.138/13,

Guideline on the implementation of The Croatian Economy and NATO Project (OG, No.138/13).

The above mentioned legislative framework determines security of business cooperation as one of five
information security fields in which the proposed information security measures and standards are applied
to NATO tenders or agreements with classified documentation which refer to physical persons and legal

3 http://www.propisi.hr/print.php?id=12696, accessed on December 29, 2014.
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entities under the Law on Information Security. Physical persons and legal entities who/which apply to
and participate in the mentioned tenders or agreements have to obtain the certificate of security clearance
of legal entity — Certificate of Clearance. Physical persons and legal entities applying for the staff, objects
and facilities are obliged to implement the defined measures and standards of information security for a
certain level of confidentiality of the classified information. State bodies and the local and regional self-gov-
ernment units and legal entities with public authorities, who within their scope of work use classified and
unclassified information, are authorized for submitting requirement for issuing Certificate of Clearance
to physical and legal entities who are provided with classified information of different classification levels
as “Confidential’, “Secret®, “Top Secret”. Physical persons and legal entities taking part in the international
businesses for which a Certificate of Clearance is required, are authorized for submitting requirement for
the certificate issuance.

CERTIFICATE OF SECURITY CLEARANCE -
PROCEDURAL FRAMEWORK

The Certificate of Security Clearance is issued by the central state body for information security i.e. the
Office of National Security Council?, which is authorized to carry out the procedure of the issuance of the
Certificate of Clearance to Croatian economic entities at the request of The Ministry of Economy, a NATO
member state or its particular body. Based on this procedure, the Office issues Certificate of Clearance.

At the request of the Croatian Chamber of Commerce, the Office of National Security Council orga-
nizes security information for the interested Croatian economic entities. The Croatian Chamber of Com-
merce collects information on business opportunities and informs Croatian economic entities via the web-
site www.natonatjecaji.hr and/or by established direct communication depending on the confidentiality
level. The Croatian Chamber of Commerce maintains the page www.natonatjecaji.hr and keep the
Register of companies. The Croatian Chamber of Commerce issues Expert opinion and submits it to
the Ministry of Economy.’

The Croatian Chamber of Commerce has the central role in informing on current tenders via the In-
ternet. Tenders marked as “Unclassified” are announced on the webpage, accessible exclusively to those
physical persons and legal entities who have entered the Register. Tenders marked as “Restricted” are not
announced on the webpages. The Croatian Chamber of Commerce sends information in a prescribed
manner on the tenders marked “Restricted” to the economic entities recorded in the Register which by its
activities and business can meet the requirements of the tender and have access to the information of the
required confidentiality level. Tenders labeled “Confidential” and “Secret® are not announced on the web
pages. The Croatian Chamber of Commerce informs Croatian economic entities recorded in the Register
which by its activities and business meet the requirements of the tender and have obtained the Certificate
of Clearance.®

All physical persons and legal entities in Croatia can enter the Register of companies which by its busi-
ness characteristics can meet the requirements of the NATO tenders. Before entering the Register, com-
panies sign the Declaration of the rights and responsibilities with the Croatian Chamber of Commerce,
qualifying themselves for the access to tenders labeled “Unclassified®.

If the companies, after entering the Register, want to have access to the tenders marked “Restricted” they
are obliged, according to the instructions of The Croatian Chamber of Commerce, to undergo the proce-
dure of information security in the Office of National Security Council to be recorded as authorized per-
sons who signed the Declaration of Non-disclosure. The data are recorded in the Register. If the companies,
after the entry in the Register, want to have access to the tenders marked “Confidential” and “Secret® they
are obliged to obtain Certificate of Clearance. The data on the obtained Certificate of Clearance is recorded
in the Register and issued by the Office of National Security Council on the requirement of the Ministry
of Economy. In the procedure of obtaining the Certificate, economy entities are obliged to complete the
Security Clearance Questionnaire for legal entities available on the webpage www.uvns.hr and submit it to
the Ministry of Economy. The Office of National Security Council as Croatian NSA/NDA competent body
submits the issued Certificate of Clearance to the economic entity, SPRH and the NATO bodies if they re-
quire it. The Office of National Security Council submits a notice on issuance of Certificate to the Ministry
of Economy and to the Croatian Chamber of Commerce.

4 http://www.uvns.hr/UserDocsImages/Inf_Sig/ZAKON%200%20INFORMACIJSKOJ%20SIGURNOSTI%20NN%2079%20
2007.pdfaccessed on December 21, 2014.

5 http://narodne-novine.nn.hr/clanci/sluzbeni/2013_11_138_2958.htmlaccessed on December 2, 2014.

6 Ibid
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DECLARATION OF ELIGIBILITY - PROCEDURE

The Declaration of Eligibility for a particular economic entity in the Republic of Croatia is issued by the
Ministry of Economy at the request of the economy entity under the terms and conditions of a particular
tender or at the request of NATO institutions.

The Ministry of Economy in cooperation with the Croatian Chamber of Commerce is due to issue Dec-
laration of Eligibility within seven days from the day the application was submitted. Declaration of Eligibil-
ity contains full name of business entity, address and activity for which the Ministry of Economy confirms
that the business entity is financially, technically and professionally capable of. The request for issuance of
the Declaration of Eligibility is available on the website of the Project www.natonatjecaji.hr.

In addition to the request for issuance of the Declaration of Eligibility, economic entities are required to
submit the following documents:

— Copy of the ruling of the Commercial Court with a list of registered activities (not older than 3 months)
— Declaration of the technical ability to perform activities,

—BON 1, (last quarter),

— BON 2 (not older than 30 days)

— Declaration of previously executed jobs and contracts (list of references)

— Confirmation of the Tax Administration on tax payment proving that the taxpayer has no debt on the
basis of public benefits that include taxes and contributions (not older than 30days).

In the course of the procedure of issuance of the Declaration of Eligibility, the Ministry of Economy seeks
expert opinion on the requirement from the Croatian Chamber of Commerce. Based on the positive Expert
opinion of the Croatian Chamber of Commerce, The Ministry of Economy issues a Declaration of Eligibility.
For NATO tenders for which the Declaration of Eligibility was requested by a NATO body or a NATO
agency, the Declaration is submitted to SPRH, no later than three days before the deadline for submission
of tender documents. For tenders in which a NATO member state as the host country is a client, Eligibility
Declaration is submitted to the competent diplomatic representative. Submitted Eligibility Declaration is
sent by SPRH, that is, by the competent diplomatic representative to the body that is the client in the present
procurement procedure within the NATO tender.’

The key issue for initiating activities regarding the preconditions to apply for the job is the Declaration
of Eligibility proving professional qualifications of the economic entity which is necessary but insufficient
to apply for the job. The requirement that should be met is the Declaration of Eligibility issued on request.

CERTIFICATE OF CLEARANCE - PROCEDURE

Requirement for issuance of Certificate of Clearance for legal entities in order to participate in classi-
fied tenders, confidentiality level “Top Secret, “Secretand “Confidential, for state bodies, bodies of local
(regional) self-government units, for legal entities with public authority who in their scope of work use

classified and unclassified information is submitted to the Office of National Security Council.

Legal entities when participating in the international classified tenders, submit the requirement for Cer-
tificate of Clearance to the Office of National Security Council after the Certificate was required by compe-
tent security body of a foreign state or by an international organization.

Requirement for the issuance of Certificate of Clearance should provide as follows:

— Name, address and personal register number of the legal entity who requires certificate;
— Reason for issuing certificate;

— Confidentiality level of the classified information for which certificate is required;

— Completed and validated Questionnaire for security vetting of legal entity.

1) Procedure of issuing Certificate of Clearance starts by signing a contract between the Office for Na-
tional Security Council and a legal entity

2) The Contract will define, among others, giving consent for security clearance of the legal entity,
providing Questionnaire for security vetting of legal entity who will have the access to the classified
information and providing all other required documentation or executing all other activities from
the tender

7 http://www.propisi.hr/print.php?id=12696accessed on November 23, 2014.
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3) Instruction for implementing measures and standard of information security to protect classified
information of a legal entity is included in the tender.

Legal entity vetting includes the following:

— vetting the property, the property structure, information on companies included in property, vetting
overall business and financial obligations with regard to likely security risks;

— vetting the owners, directors, members of administration and supervisory board, shareholders who
with regard to their function can acquire the access to classified information;

— vetting a person proposed as information security counselor as a legal entity and his/her deputy and
employees who have access to the classified information.

The Office of National Security Council issues a Certificate of Clearance to a legal entity when, based
on report of the competent security and intelligence agency; it finds out that there are no security barriers
and that the measures and standards of information security are applied. The Office of National Security
Council issues the Certificate of Clearance within no longer than 6 months on concluding the contract. The
Certificate of Clearance is issued for the period of 5 years. In the course of the Certificate validity, the office
of the National Security Council can carry out the procedure of suspension or abolition of the certificate
when terms and conditions defined by contract are changed.®

CONCLUSION

From the above mentioned it is clear that the legislative and formal procedure, which was defined and
introduced prior to submitting application for NATO and EU tenders, enables establishing a transparent
economy, which, to a great extent, prevents all economic entities with ‘suspicious’ property structures, in-
competent and low quality offers, from entering the application procedure for jobs in NATO or the EU.
Of course, establishing such a legislative framework helped Croatian economy to gradually recover, which
came along with Croatia’s joining NATO in 2009. Establishing such a manner of doing business helped
a great deal, which can be illustrated by concrete financial indicators shown in the diagram of GDP real
growth in the last period.

Real GDP growth in Croatia
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Abstract: Public procurement is the procurement of goods and services on behalf of a public authority,
such as a government agency. A report for public procurement implies the way in which the Government
spends public money, corruption-free, and for better economy. The government through public procure-
ment influences the market economy thus making living environment for the citizens better. Public Pro-
curement in the EU comprises 16.3 percent of the gross domestic product, in Serbia it is about 7 %, while in
Macedonia it is 11 percent. The paper deals with the development and the further needs of improvement of
the process of public procurement in Macedonia and Serbia. According to comparative data of the public
procurement in Macedonia and Serbia, as the countries in transition having similar difficulties with a little
experience of procurement officers it must be taken into account that the markets in these two countries are
not developed enough to be competitive. Therefore, this paper gives directions and advice for improvement
of both systems.

Keywords: public procurement, law of public procurement, crime in public procurement, Macedonia.

INTRODUCTION

Public procurement implies spending public money for the functioning of the institutions. The ap-
plication for membership in the European Union requires harmonization of the legislation in the area of
public procurement. Inevitably, governments are the biggest “spenders” worldwide. The figures, of course,
vary from country to country, but according to various sources® government spending on public services
accounts somewhere between 15-45% of GDP1. The biggest part of this amount is “internal” spending (of
salaries and alike), but some 25% to 50% is spent “externally” (on sourcing goods and services) and mainly
through public procurement. The sheer amount of this spending has a huge impact on economy. It is no
wonder that the area gained increasing attention during the last decade not only at the national level®.

The paper focuses on a comparative analysis of public procurement of the Republic of Macedonia and
Serbia. We will also show the ways of making fraud in public procurement in both countries respectively.
Perpetrators use the same techniques and methods in the crime within public procurement. At the end we
will offer directions for improvement of the public procurements in both countries.

DEFINING PUBLIC PROCUREMENT

According to Macedonian law, public procurement involves purchasing, leasing or renting goods and
services by state institutions’. Public procurement is the act of purchase of goods and services by a public
sector entity for achieving certain specified and identified objectives. According to Wikipedia, procure-
ment is the acquisition of appropriate goods and / or services at the best possible ‘total cost of ownership’
to meet the needs of purchaser in terms of quality and quantity, time and location. When goods or services
are purchased by a public sector, it is called public procurement. As has been stated, “it is the process by
which governments and public sector institutions buy inputs for vital public sector investments in physical
infrastructure and for strengthening institutional human capacities which lay the foundation for national

1 smojsoska@gmail.com

2 Knight, L., Caldwell, N. D., Harland, C., & Telgen, J. (2003a): Government Reform and Public Procurement —Report from the first
International Research Study on Public Procurement. Bath, UK.: Centre for Research in Strategic Purchasing and Supply, University
of Bath

3 Csaki Csaba, Investigating the decision making practice of public procurement procedures, International public procurement con-
ference proceedings, 21-23 September 2006

4 Law of public procurement, “Official Gazette of Republic of Macedonia ” no./98 from12 June 1998
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development®. Procurement means acquisition by purchase, rental, lease, hire purchase, license, tenancy,
franchise, or any type of works, services or supplies or any combination” up to the time a user consumes or
utilizes a service as per his requirement and in line with the procurement act and regulations of the country
by The Public Procurement and Disposal of Public Assets Act 1 of 2003. Furthermore, according to the UK
Office of Government Commerce public procurement is the process whereby public sector organizations
acquire goods, services and works from third parties. It includes much that supports the work of govern-
ment and ranges from routine items (e.g. stationery, temporary office staff, furniture or printed forms) to
complex spend areas (e.g. construction, private finance initiative projects, aircraft carriers or support to
major change initiatives)°. All definitions worldwide have in common that public procurement includes
purchasing, leasing, or any other different kind of spending public money. Every public institution must
plan costs for their normal functioning.

HISTORY

Public procurement has a long history. The earliest procurement written on a red clay tablet found in
Syria dates from between 2400 and 2800 B.C. The order was for “50 jars of fragrant smooth oil for 600 small
weights in grain” (Coe, 1989, p. 87). Other evidence of historical procurement includes the development
of the silk trade between China and a Greek colony in 800 B.C. 7 Just as the Romans established trade rela-
tions with private suppliers, the monarchs of Europe also needed such undertakings. For example, after his
conquest of Anglo-Saxons in 1066, William the Conqueror ordered the creation of the Doomsday Book to
provide a systematized record of land ownership. This complex task enabled the wealth of the nobility to be
measured and for a tax system to be created. This form of supplier measurement was undoubtedly resented
at the time but it established a basis for orderly procurement of funds and services by the Crown®. Public
procurement in France was settled in 1833 just for procurement of central authorities, while in Belgium it
was set up in 1963 with law for public procurement for the government needs. In Italy, public procurement
was founded in October 1923, when the new law was established. From the aspect of legal protection, both
Italy and France have misunderstandings in the phase before the conclusion of the agreement subject to
legal remedies, initiated by those whose interests are threatened, and after the conclusion the judicial juris-
diction is determined. In Germany there is no unique legislation to regulate certain topics, but public enter-
prises have an obligation to conduct procurements that will assure competitiveness (with collecting bids).
From time to time there is a theory (acts detachable) on the responsibility in the administrative courts (for
bringing declaratory judgment). In Germany, in 1922, with the Law on National Budget, the role was es-
tablished for conducting procedures with collecting bids, with allowed tolerances whenever it is necessary.
Without the adoption of a specific regulation, the National Council for Agreements was established and
it was responsible to prepare the procedures (Verdingungsordnung fiir Leistungen — VOL), and later the
department of construction works also prepared the procedures (Verdingungsordnung fiir Bauleistungen —
VOB), all published in 1926. (8) Those regulations are not legal but administrative regulations. The practice
shows that certain regulations are not obligatory, but they were established as a part of pre-conditions that
should be met by all competitors. It is also the fact that violation of these regulations means the opportunity
and the right to remedy, based on VOL and VOB (they were established by the Ministerial Protocol), and
they also become obligatory if are included in the Agreement.

In the countries of the region, with a background of a social period and existence of a planned economy,
public procurement was established in the middle of 20® century, and mostly after 1990. For example, in
Poland the first Law on Public Procurement was brought in 1933, and was in force until 1939. In Estonia,
the first law was established in 1934. (9) In the USA there is an extensive legislation including laws, sub-
laws, principles, regulations, roles, principles and procedures that should be respected during the procure-
ments. It shows a unique system of public procurements recognized as one of the most successtul in the
world. Later, regulations on procurements are under the strong influence of newly established national and
international regulations, primarily focused on overcoming boundaries and problems for competition in
procurements, regardless of the country.

Crucial for this subject is an agreement for public procurement concluded on 12 April 1979. The aim
of the General Agreement for Tax and Trade (GAT'T) is the reduction and elimination of discriminatory
measures and encouraging competitiveness, with the intention to support and open the trade, through
planning and posting of procurement (need of procurement), posting roles of posting of the rules for par-

5 Research paper on bid ringing in public procurement, under the guides of: Dr.K.D. Singh, Deputy director (LAW) competition
commission of India, submitted by: Shivangi Vaid, B.B.A LL.B (H) 8TH Semestar, Amity Law School, Noida

6 UK Office of Government Commerce , Introduction of public procurement, http://webarchive.nationalarchives.gov.
uk/20110601212617/http:/www.ogc.gov.uk/documents/Introduction_to_Public_Procurement.pdf (accessed on 12.12.2014)

7 Khi V. Thai,Public procurement Re-examined, Journal of public procurement 1, ISSUE 1, 9-50 2001

8 Guy Callender, A Short History of Procurement, 2007 - edited and printed with permission by CIPS Australia Pty Ltd
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ticipation in the procurement and giving equal treatment to all interested potential bidders, supporting
competitiveness at the same time.

All the more, in international framework, public procurement is posted in the frame of Commission
of UN for International Commercial Law (UNCITRAL). In 1994, General Assembly of the UN adopted
a model-law on UNCITRAL Model Law on procurement of goods, construction and services with Guide
to Enactment. UNCITRAL settles down the roles for procurement which are not obligatory, but UN gives
support to all countries to adopt them in the domestic law. The goal is development of competiveness, equal
treatment and publicity in the procurement procedure.

THE SYSTEM OF PUBLIC PROCUREMENT
IN THE REPUBLIC OF MACEDONIA

With the entry into force of the Regulation® on Public Procurement in 1996, a new system of public pro-
curement in the Republic of Macedonia was launched. The Regulation governed the procedure and man-
ner of contracts between the government, the central administrative bodies, administrative organizations
and other beneficiaries of the budget of the Republic of Macedonia, public enterprises established by the
parliament or the government with legal and individual (entities) for the procurement of goods, providing
services, material rights and construction works. It was into force until 1998, i.e. until bringing the first Law
on Public Procurement in 1998. By signing the Agreement of Stabilization and Association between the
Republic of Macedonia and the European Communities (ASA)'® on 9 April 2001, according to Article 6817
of the Agreement, Macedonia took responsibility to harmonize the domestic laws with the EU acquis. This
was also necessary for Public Procurement Law as well. According to the ASA, Public Procurement will be
conducted with non-discrimination and reciprocity, especially in the frame of World Trade Organization
(WTO)" Obligations that were set by the Agreement (ASA) and other regulations of the European Union
in the field of public procurement, contributed in 2004 to establish a new law on public procurement'?. The
enactment of this new Law means stable ground for faster integration of Republic of Macedonia towards
EU. The Law introduces the basic principles for fair competition, equal and non-discriminatory position
of bidders, transparency and publicity of the procurements, as well as prohibition of discrimination with
regard to the origin of the bidder or the country of origin of goods. This created fair and equal position of
enterprises in the country with the rules that were laid down in EU directives." Public procurement was
introduced as a short term priority for harmonization with the acquis communautaire according to ASA.
With the Law from 2004, new and strict measures were introduced which allowed lower prices and more
effectiveness. However, having in mind that in that period a new system was being introduced in Macedo-
nia the need to create more flexible rules in order to establish a balance between objectivity and transpar-
ency was imposed on the one hand and efficiency and economy of the system were imposed on the other
hand. The need for following European trends in the implementation of public procurement procedures
imposed the need for further development of the system for public procurement especially in the using of
e-auctions and elimination of all subjectivity in the procurement. However, on 6 November 2007 the law of
public procurement was conducted which initiated the process of unification of public procurement of the
national law with the European law. The law from 2007 had the European directive basis no.2321.

The existing public procurement law was amended for the first time in October 2008, then a few chang-
es followed in July 2010 and two changes in 2011. But amendments of the Criminal Code imposed compli-
ance with various laws including the Law on Public Procurement which was changed in 2010. Additional
amendments of the Law came into force in April, and the last amendment of 2011 published in the Official
Gazette in December 2011 was changed by about 1 / 3 of the legal provisions. This change was not aimed
at harmonizing the law with the EU directives, but was geared towards technical improvement of the Law
on Public Procurement by applying the international practice in the provisions of the Law on Public Pro-
curement. Law on Public Procurement in the country from 2011 until 2014 sustained many amendments
to facilitate the implementation of the principles governing the procurement and compliance with the Eu-
ropean directives. The value of public procurement in the country for 2013 is 11% of the GDP of the coun-
try. According to the data available from the State Statistical Office, the value of contracts signed in 2013,
compared with the previous year were about 7%. A decrease in the number of signed contracts (23,732
contracts last year) was also noted. According to the national statistic, we can notice that in the last three
years, the value of signed contracts for public procurement in the country has been in constant decrease.

9 Article 1, paragraph 1, Regulation for Public orders, Official Gazette of Republic of Macedonia nr 18/96
10 Agreement for Stabilization and Association

11 Article 72 paragraph 1, Official Gazette of Republic of Macedonia nr 28/01

12 Law on Public Procurement, Official Gazette of Republic of Macedonia nr.19/04, 109/05

13 Article 6, Law on Public Procurement, Official Gazette of Republic of Macedonia 19/04, 109/05

-75 -



Snezana Mojsoska

60,000,000,000.0
58,000,000,000.0
56,000,000,000.0
54,000,000,000.0
52,000,000,000.0
50,000,000,000.0

48,000,000,000.0
2013 2012 2011

Figure 1. Comparative data on the volume of public procurement in denars for 2011- 2013

Source: Report from Bureau of Public Procurement for 2013, Skopje, May 2014

According to the report from the national bureau for public procurement in Macedonia, real value of
public procurement was 52.5 billion denars or 31% as share from national budget and 11% as part of GDP
for 2013.1

THE PUBLIC PROCUREMENT SYSTEM
IN THE REPUBLIC OF SERBIA

The Public Procurement Law in Serbia was conducted for the first time in 2002 and was the first sys-
tematic law in line anti-corruption measurements. With the implementation of this Law the development
process of the public procurement system in the Republic of Serbia has begun. In this context, the devel-
opment of the procurement system in the Republic of Serbia took place in two phases. The first phase of
implementation of the Law on Public Procurement lasted from 2002 to 2004 and it was characterized by
improving of transparency and competition of public procurement contracts compared with the period
before the Law. In just three years of competitive procedures involving publication of public notices and
open competition among bidders, their share in the total number of procedures performed increased from
0% in 2001 to 36% in 2002, and in 2004 this percentage reached 76%. In other words, three of four contracts
were awarded on competitive basis.

This indicates a significant level of competition compared to the period before the Law. The second
phase of the development of the procurement system in the Republic of Serbia for the period from 2005 to
2006 and is characterized by stagnation in terms of representation of competitive procedures whose partic-
ipation unlike the first stage falls to 73%. On the five-year implementation of the Law Public procurement
isidentified a number of shortcomings in the functioning of the public procurement who imposed the need
to introduce innovations and reforms. This process of reform and improvement of public procurement
system in the Republic of Serbia began in 2007 and lasted until today. The most important step towards
the implementation of reforms in the area of public procurement in the Republic of Serbia was made with
the adoption of the Law on Public Procurement in December 2008. The law was designed to work in
three ways: 1) accurately determine the responsibility of those who carry out the procurement procedures
and those who control public procurement 2) strengthening the implementation of control procedures by
increasing the transparency of public procurement and 3) systematic improvement of the capacity of all
stakeholders in the implementation of public procurements.

In terms of the institutional framework of the public procurement system in the Republic of Serbia, with
the Public Procurement Act of 2002 was created the Public Procurement Agency as an independent organi-
zation of the Government of the Republic of Serbia. This body according to law was obliged to provide eco-
nomical, efficient and transparent procurement system and to care for the strengthening of competition, to
provide equal treatment of all bidders and to take measures to prevent corruption in public procurement.
Protecting the rights of bidders and the public interest over the entire public procurement procedure pro-
vides the Commission for Protection of Rights, which is an independent body of the Republic of Serbia.

14 Public Procurement Bureau, Annual Report from Bureau of Public Procurement for 2013, Skopje, May 2014, http://bjn.gov.mk/
bjn-portal/wordpress/wp-content/uploads/Izvestaj_na_BJN_za_2013.pdf(accessed 12.12.2014)
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This body was established by the Law on Public Procurement. The report of the European Commission
on the results achieved by Serbia in the process of accession to the European Union is estimated that the
Republic of Serbia shows progress in public procurement, the Public Procurement Act (Official Gazette of
RSbr.116/ 08) is largely compliance with EU Directives. For Serbia, negotiations began in November 2005.
Stabilization and Association Agreement between the EC and its member states on the one hand and Serbia
on the other hand came into force in February 2010. The obligation to harmonize legislation in the area of
public procurement is regulated under Article 76 of the SAA.

COMPARASION OF PUBLIC PROCUREMENT
BETWEEN MACEDONIA AND SERBIA

Macedonia and Serbia are facing similar problems in public procurement processes. Although the Re-
public of Macedonia is a country which is first in the changes and adjustments to European directives with
public procurement, both countries have similar problems. In terms of defining contracting authorities
Macedonia and Serbia are in line with the directives although Macedonia has fully copied European regula-
tions. Both countries have the same model of the audit of public procurement. The structure and responsi-
bilities of the institutions is also the two-sided centralized system. The biggest weakness in the Macedonian
system is planning and public announcement of the plans for public procurement, although it is obligatory
by the law. A small part of the institutions publicly announce the procurement plans. Serbia has no legal
framework for public announcement of the plan yet but in 2013 most of the institutions implemented it.
From 1 January 2014 preparation and initiation of public procurement in the Republic of Macedonia start-
ed by electronic auction.

In Serbia, there is a frequent change of plans and the value of the contracts at the initiation of the public
procurement procedure. Both countries are facing the same problems in terms of commissions without
training, without competence according to the reports. In terms of the types of public procurement in Ser-
bia, there is no technical dialogue.

If we compare Serbias and Macedonia’s annual reports of public procurement for 2013, published by
the Public Procurement Office, we may notice that Serbia spent about 10% of GDP. (Figure 2) The largest
share value of public procurement in the state budget was achieved in 2013 in Macedonia (31%) while in
Serbia it reached almost 27% (figure2).
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Figure 2. The total annual value of public procurement by country (in euros)

Source: Author’s figure according to “Public procurement system in Bosnia and Herzegovina, Monte-
negro, Macedonia and Serbia, Comparative analyses of legislative and institutional framework and compar-
ative analyses of case studies of public procurement, November 2014.

Annual share of public procurement after changes in law regulations decreased in both countries.
Moreover, a share of the value of public procurement in budget expenditures in all three analyzed periods
also decreased. As we can see Macedonian expenditures are bigger that Serbian expenditures with public
procurement. (figures 3 and 4)
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Figure 3. Annual share of the value of public procurement in GDP (in%)

Source: Author’s figure according to “Public procurement system in Bosnia and Herzegovina, Monte-
negro, Macedonia and Serbia, Comparative analyses of legislative and institutional framework and compar-
ative analyses of case studies of public procurement, November 2014
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Figure 4. Annual share of the value of public procurement in budget expenditures (in%)

Source: Author’s figure according to “Public procurement system in Bosnia and Herzegovina, Monte-
negro, Macedonia and Serbia, Comparative analyses of legislative and institutional framework and compar-
ative analyses of case studies of public procurement, November 2014

CRIME IN PUBLIC PROCUREMENT

Most of procurement frauds were disclosed by occurrences, accusations and complaints. According to
statistics, only 18% of all frauds in Macedonia are detected through the audit of public procurement. The
most used terms for fraudulent acts in public procurement are cheating, bribery, forgery, extortion, corrup-
tion, theft, conspiracy, misappropriation, misrepresentation, concealment of important facts. Procurement
fraud can be described as:

— Intentional misstatement or concealment of facts in connection with the purchase of goods, and ser-
vices in which the result is financial harm to others. Actually, public procurement includes false
proposals, concealing the truth, cheating, concealment or breach of trust or found craftiness.

Elements in procurement fraud can be:

1) Misstatement of fact

2) Lie with knowledge or intent

3) Misstatement benefit for those involved in fraud
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Generally, there are three common types of fraud in procurement:

1) theft
2) inaccurate accounting
3) corruption

Typically, there must be four conditions for the existence of fraud in public procurement.

1) Someone who is willing to commit fraud. The person may be the organization itself, outside or group
of people made up of people from the organization and outside it (official responsible for procure-
ment, economic operators, and representatives of the economic operator).

2) Tool is subject to fraud (money, property, privilege or position).

3) Intent to commit fraud in public procurement (it is no coincidence but work is performed intention-
ally).

4) People able to commiit fraud (people to be in a position that allows them to commit fraud or to have
access to the resources needed to commit fraud).

The most common types of techniques of fraud are:

1) bargaining bids

2) fraud by changing the order for procurement

3) modification of the offer

4) failure to comply with the specification of the contract (replacement products)
5) manipulation of the application process and evaluation of tenders

6) fraud in billing (undelivered goods or goods modified invoice, incomplete delivery, duplicate in-
voices).

In both countries the way of fraud commission in the course of public procurement is the same, types
or the conditions are similar as well.

In Macedonia, the total number of cases of complaints decreased from 585 in 2012 to 553 in 2013; the
rate of solved cases remained stable at 95%. Contracting authorities made about 40 economic operators on
the list of negative references, of which 11 appealed. The use the list of negative references has not yet been
complied with the case C-465/11 the Court of Justice of the EU. Additionally, there have been 25 prison
sentences of one to five years for illegal profits and malfeasance. The identified violations of public procure-
ment procedures were not systematically tracked and ended, with the exception of only one conviction for
the abuse of public procurement or PPP. National legislation is still not fully aligned with the EU Directive
on remedies.”> While in Serbia as regards the award of public contracts, the value of negotiated procedures
conducted without prior notice decreased to 4 % of the total value of public tenders in the first half of 2014,
from 24% in 2012. The average number of bids per tender remained stable, at 2.7 in 2013 and in the first
half of 2014 compared to 2.6 in 2012. In the field of remedies, the number of requests for protection of
rights received by the Republic Commission for the Protection of Bidders' Rights (Republic Commission)
increased by 39% from the entry into force of the new legal framework in April 2013 until the end of 2013
compared to the same period in 2012. The Republic Commission reached a total of 1966 decisions in 2013
compared to 1700 in 2012. In 909 cases, public procurement decisions were partially or fully annulled. In
2013, the Republic Commission built up its enforcement record by reviewing the implementation of 635
of its decisions and concluded that in 24 cases they were not been properly enforced by the contracting
authorities. It continued to build up its administrative and enforcement capacity to a total of 54 employees.'s

CONCLUSION AND RECOMMENDATION

Public procurement is the act of purchasing goods and services by a public sector entity for achieving
certain specified and identified objectives. All government institutions make expenditures trough public
procurement. Macedonia and Serbia, as neighboring and transitional countries have similar regulative and
problems in realizing public procurement. Even public procurement crimes are committed in the same
way. There is a need for additional compliance with European directives for improvement of public pro-
curement. Frequent changes in regulative implies no skilled and uncompetitive commissions for public
procurements in the institutions, making mistakes in procedures. Additionally, there is a need for more
transparency as one of the main principles in public procurements, public announcements, and public

15 European Commission, Commission staff working document, Progress Report on Republic of Macedonia, Brussels, 2014
16 European Commission, Commission staff working document, Progress Report on Serbia, Brussels, 2014
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announcements of finished procedures as well as for continuous trainings. There are no unified technical
specifications. There are frequent changes of the deadlines especially for small purchases up to 5000 Euros.
Furthermore, there is a need for continues trainings, increasing control mechanisms, as well as for the
exemption of some types of procurement of goods and services which include copyrights or goods which
need to be purchased with high quality. Unfortunately, the Law on Public Procurement still gives opportu-
nity for fraud, so further improvements are necessary.
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Abstract: The Convention on the Rights of Persons with Disabilities is the universal international treaty
in the field of International Human Rights Law. It is still marked as a young legal act, since it came into force
in 2008. As all other International Human Rights treaties of universal character, this one also created an
independent body — a committee, with supervision competences. The Committee on the Rights of Persons
with Disabilities is similar to all other committees. This means that it suffers from the same shortcom-
ings although it uses previous experience to improve its performance. Competence of the Committee,
according to the Convention, rest solely on the report submission procedure by a State Party. The Optional
Protocol, adopted at the same time as the Convention, offers possibility to the States Parties to allow an in-
dividual to open a procedure against a state on the allegations of norms violations. Within the present paper,
the competences of the Committee have been elaborated, as well as procedures that are to be undertaken.
Finally, the conclusion presents the final statements on the success or failure of the whole concept.

Keywords: Convention on the Rights of Persons with Disabilities, the Optional Protocol, report sub-
mission, findings, suggestions, recommendations, communication, general recommendation.

INTRODUCTION

The Convention on the Rights of Persons with Disabilities is the first UN’s convention in the 21* centu-
ry in the field of the International Human Rights and one of the youngest. It is marked with the fastest nego-
tiations ever.’ There is a symbolism connected to the day of the adoption of the convention before the UN.
As the Secretary General pointed out, it was the day of St. Lucy, the patron of blindness and light.* There
is a phrase connected to that holiday - out of darkness into the light, so that the phrase became a slogan for
persons with disabilities which participated in the process of negotiations.?

Yet, the Disabilities Convention is nothing but another human rights convention, built on the growing
trend of pluralisation of human rights — as one of the main characteristics of the contemporary develop-
ment of international human rights.® Within the Convention two bodies have been created — the Confer-
ence of States Parties and the Committee on the Rights of Persons with Disabilities. While the Conference
of the State Parties has duty to maintain the Convention and unity of its members, the Committee presents
yet another treaty body obliged to monitor the application of the Convention. The Committee is mostly
built on the experience of other UN treaty bodies in the field of International Human Rights (nine of them).
There are no specific solutions or new methods of its work whatsoever. Again, as much as the Convention is
specific rationae materiae, that much the approach of the Committee will be specific and new. The Conven-
tion marks a completely new approach towards the persons with disabilities. Thus, it is on the Committee
to promote and apply the new approach, help member states to incorporate norms and protect individuals
when their rights are violated. The main aim of this paper is to analyze the role of the Committee in the
promotion of rights of people with disabilities, main obstacles that are identified in the process of the Con-
vention application and achievements that have been accomplished.

1 This paper is the result of the research project: “Crime in Serbia and instruments of state response’, which is financed and carried
out by the Academy of Criminalistic and Police Studies, Belgrade - the cycle of scientific projects 2015-2019.

2 tijana.surlan@kpa.edu.rs

3 Anna Bruce, Negotiating the Monitoring Mechanism for the Convention on the Rights of Persons with Disabilities: Two Steps
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CONVENTION ON THE RIGHTS
OF PERSONS WITH DISABILITIES

The Convention on the Rights of Persons with Disabilities was adopted by the United Nations General
Assembly on 13th December 2006 and it entered into force on 3rd May 2008. It has 151 States Parties.” The
Optional Protocol, additional to the Convention, has gone through the same negotiating procedure, at the
same time, but with somewhat poorer results.® It came into force at the same time as the Convention, but
at the moment it has 83 states parties. Thus it can be stated that the Convention is universal international
treaty, while the Protocol is not. With the knowledge of its content it does not come as a surprise. All inter-
national legal instruments allowing an individual to open a procedure against a state are less supported then
substantive conventions itself.

Yet again, it is intriguing why the Convention has been so quickly negotiated and empowered? The
international community, once with the main human rights issues resolved (such as basic political, civ-
il, economic, social and cultural rights), could have continued regulating status and rights of vulnerable
groups of individuals. When the status of racial groups, women and children was stipulated, focus could
have been transferred to persons with disabilities. This group happens to be quite numerous. Approximate-
ly 10% of the world’s population are persons with disabilities (over 650 million persons).’ It is the world’s
largest minority. Yet again, persons with disabilities are mostly on the margins of society in all parts of the
world. They are usually denied their human rights, or even when the rights are proclaimed, societies are not
equipped for allowing persons with disabilities to use their rights.

At the very beginning of the negotiations an essential issue emerged - a theoretical and ethical dilemma
— how to treat persons with disabilities? Is it correct to treat them as all other human beings? Can we treat
ill persons as if they are healthy and apply to them all rights and duties? Are they ill at all? Are the deaf or
the blind in the same position as persons with psychosocial issues?™

From the medical point of view, these issues can be discussed as theoretical issues. From the point of
law there are no more debates — persons with disabilities should not be treated as incapable or ill; they are
human beings just the same as all the others." Thus the convention that is the main normative framework
of today’s legal status of disabled persons is built on such ratio.

“Functional” explanation for such an approach is that there is no fundamental, principled reason
why specific treatment should be needed, only circumstantial, built largely on political and pragmatic
reasons.”? Since certain groups have traditionally been ignored by the mainstream of human rights,
a stage was reached when something more was needed to be done - in the nature of a strong political
gesture - to simply bring attention to the issue. The problem of pluralization of human rights, i.e. func-
tionally specialized conventions (civiland political rights versus economic and social; torture; disappear-
ances) could be managed fundamentally, with no need for group-specific conventions. The only rationale
for having group-specific conventions is as a purely corrective, stop-gap measure if these groups, despite
the undeniable applicability of human rights to them, have for some reason been left aside. If such
a concept is achievable, then all thatis needed isan anti-discrimination treaty to make the point as
clear as possible. Indeed, the prevailing model behind a treaty like the Convention on the Elimination
of Racial Discrimination is, as its title indicates, that of “anti-discrimination”” It does not aim to grant
members of racial group rights that they would not already have. Rather, such treaties have the ambition
of making good on the promise of human rights, by making it clear that discrimination on the grounds
of raceis particularly abhorrent.

The vision of human rights as being the same for all is both unrealistic and non-applicable.”” Even
though the unity of rights captures a fundamental intuition, certain groups do need separate restate-
ments of how rights apply to them, either because they have specific needs to enjoy their rights, differ-
ent versions of the same rights, or possibly even slightly different rights. Indeed, one might claim that

7  Figures downloaded from the internet site on 29 February 2015 https://treaties.un.org/Pages/ViewDetails.aspx?s-
rc=TREATY&mtdsg_no=iv-15&chapter=4&lang=en

8 Anna Bruce, Negotiating the Monitoring Mechanism for the Convention on the Rights of Persons with Disabilities: Two Steps
Forward, One Step Back, u: Gudmundur Alfredsson, Jonas Grimheden, Bertrand G. Ramcharan, Alfred Zajas (eds.), International
Human Rights Monitoring Mechanisms — Essays in Honour of Jakob Th. Molller, Martinus Nijhoff Publishers, 2009, pp. 133.

9 Don MacKay, The United Nations Convention on the Rights of Persons with Disabilities, Syracuse Journal of International Law and
Commerce, Vol.34, no. 323, Spring 2007, pp. 323-332.
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11 Oddny Mjoll Arnardottir, Future of a Multidimensional Disadvantage Equality?, in: Oddny Mjoll Anardottir, Gerard Quin (eds.),
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ers, 2009, pp. 41-65.
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Quarterly, Volume 30, Number 2, May 2008, pp. 494-516.
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the mere existence of group-specific international rights instruments suggests that there is something
specific about these groups, which is not, but perhaps most importantly, cannot be taken adequately
into account by human rights instruments that have the ambition of covering the whole human kind.

Framing Conventions ratio we can underline that disabled persons are treated as all the others, with
all rights and duties, shaped in the anti-discrimination manner." Thus the Convention does not set new
corpus of substantive human rights or duties. All rights and duties are well known civil, political, economic,
cultural and social rights stipulated from the point of specific needs of persons with disabilities. The main
goal of the Convention, set through imposing legal obligations on States, is to promote and protect all hu-
man rights of persons with disabilities (Article 1). And yet again theory did discover new dilemmas - are
we dealing with the specific rights or specific application of well-known rights?

Convention does not offer one and only definition of disabilities, a definition as a legal norm.”* The
Convention though suggests what should be understood under the term persons with disabilities. Persons
with disabilities include those who have long-term physical, mental, intellectual or sensory impairments
which in interaction with various barriers may hinder their full and effective participation in society on an
equal basis with others (Article 1). This is not a strict definition, since it is placed in the article on “purpose”
rather than under article 2 on “definitions”. It is non-exhaustive — therefore persons with disabilities “in-
clude” - it is a bare minimum. This means that national legislation could include a wider definition such as
short-term conditions or specific reference to psychosocial disabilities etc.'®

The focus of the Convention on “discrimination” is wide. There is a theoretical example — “therefore a
mother without disabilities that suffers discrimination on the basis of her child with disabilities (for exam-
ple dismissal from work because the employer assumes the mother will take time off to care for her child)
will be protected under the Convention”"”

Shaping the meaning of disabilities and legal status of persons with disabilities, correct terminology
emerged. It is correct to say persons with disabilities, whereas handicapped or physically or mentally chal-
lenged or ill are expressions regarded as incorrect.

Since there is a merge of a specific group and human rights ratio, specific general principles were ad-
opted. First of them is participation - opportunity for persons with disabilities to raise issues and hold deci-
sion-makers accountable, as well as the participation of the NGO organisations. Although participation, is
a general principle for implementation and interpretation of the Convention, participation is the Commit-
tee's working method as well.

Specific form of participation is inclusion. Inclusion has the role of making persons with disabilities
equal with all other persons and it begins since the early childhood. Persons with disabilities become more
visible and persons without disabilities have the opportunity to learn and change from the experience of
persons with disabilities — and vice-versa.

As the anti-discrimination convention in its roots, the Convention holds non-discrimination as the
twofold general principle.'® One kind of discrimination - direct discrimination - discrimination in
law (for example, in legislation) or in fact (for example, refusal to admit a child with disability into a
school on the basis of the disability); the other kind is indirect discrimination — measures that appear
not to make any distinctions but in reality, discrimination occurs when applied to two people in
different circumstances (a person with disabilities and a person without disabilities). Besides, it spe-
cifically accentuates discrimination against women with disabilities and children with disabilities."

Accessibility emerged within the Convention as the general principle and as a right. The function of
accessibility as a general principle is to enable persons with disabilities to live independently and participate
fully in life. Thus it is described as an end in itself as well as a means to enjoy other rights.?® Accessibility is
relevant to a wide range of issues such as physical accessibility — buildings, transport, access to schools, ac-
cess to courts, access to hospitals, access to the workplace etc.; information and communication accessibility
(e-accessibility, importance of the internet access to information, accessibility to documentation (Braille) or
to aural information (sign language) (Article 9).

14 Tijana Surlan, Zastita pravila o zabrani diskriminacije - medunarodnopravni aspekt, u: Polozaj i uloga policije u demokratskoj
drzavi I - tematski zbornik radova, Beograd, 2014, pp. 9-26
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Accessibility as a right is designed towards concrete rights. It must be ensured in relation to justice
(article 13), to independent life and inclusion in community (article 19), in information and communica-
tion services (article 21), education (article 24), health (article 25), habilitation and rehabilitation (article
26), work and employment (article 26), adequate standard of living and social protection (article 28),
participation in political and social life (article 29), participation in cultural life, recreation, leisure and
sport (article 30).

There is a main scope of obligations that states parties to the Convention are obliged to undertake to
ensure and promote full realisation of the Convention (article 4). There is another portion of obligation
for each state party to the Convention in terms of awareness rising, such as to adopt immediately and pro-
vide effective and appropriate measures: (a) to raise awareness throughout society, including at the family
level, regarding persons with disabilities, and to foster respect for the rights and dignity of persons with
disabilities; (b) to combat stereotypes, prejudices and harmful practices relating to persons with disabilities,
including those based on sex and age, in all areas of life; (c) to promote awareness of the capabilities and
contributions of persons with disabilities, etc. (article 8).

As for the substantive rights, there are equality before the law without discrimination (article 5), right to
life, liberty and security of the person (articles 10 and 14), equal recognition before the law and legal capaci-
ty (article 12), freedom from torture (article 15), freedom from exploitation, violence and abuse (article 16),
right to respect physical and mental integrity (article 17), freedom of movement and nationality (article 18),
right to live in the community (article 19), freedom of expression and opinion (article 21), respect for pri-
vacy (article 22), respect for home and the family (article 23), right to education (article 24), right to health
(article 25), right to work (article 27), right to adequate standard of living (article 28), right to participate in
political and public life (article 29) and right to participation in cultural life (article 30).

All these enumerated rights are under Committee's monitoring as they are applied and implemented
within the national legal system of each and every State Party.

COMMITTEE ON THE RIGHTS OF PERSONS WITH DISABILITIES

Organization

Committee on the Rights of Persons with Disabilities is a body of independent experts, serving in their
personal capacity. Initially it was consisted of 12 members. After number of Convention ratifications (acces-
sions) grew over 60, number of Committee members was changed into 18. Committee was constituted as
quickly as the Convention itself was adopted, thus holding its first session already in February 2008.

Committee is deeply rooted in the UN system. It is by definition an independent body, when exercising
its functions. On the other hand, the Committee has a duty to submit reports to the General Assembly and
the Economic and Social Council on its work and accomplishments. Staff and facilities for the effective
performance of the Committee, as well as meeting organization, provisional agenda for each session and
the election procedure of members are provided by the Secretary General of the UN. Also, a Secretary
General's representative is to be present at all Commiittee's sessions. Committee s finances are also tightly
linked to the UN. Committee is funded by the UN. Members of the Committee are awarded from the UN
resources on terms and conditions as the UN General Assembly decide, bearing in mind importance of the
Committee’s duties and responsibilities. Status of Members of the Committee is also defined in terms of
the UN stuff. Members are entitled to the privileges and immunities of experts on mission for the United
Nations as defined in the Convention on the Privileges and Immunities of the United Nations. As the last
information describing relationship between the Committee and the UN it should be mentioned that ses-
sions are normally held at the United Nations Office at Geneva.

Criteria for the members nomination, as well as for the election of a Committee member, is directed ac-
cording to two sets of conditions — one set of these conditions could be titled as usual or typical, such as high
moral standing, recognized competence in the field covered by the Convention, representation of different
parts of the world. The other set of conditions is to be titled as specific or subject matter oriented. It is ori-
ented towards engagement of persons with disabilities themselves. Thus, the composition of the Committee
combines expert oriented members from all around the world with disability characteristics. In that light
methods of communication within the Committee itself are diverse. Besides language communication, dis-
play of text, Braille, tactile communication, large print and accessible multimedia as well as written, audio,
plain-language, human-reader and augmentative and alternative modes, etc. are recognized.**

21 Anna Bruce, Negotiating the Monitoring Mechanism for the Convention on the Rights of Persons with Disabilities: Two Steps
Forward, One Step Back, u: Gudmundur Alfredsson, Jonas Grimheden, Bertrand G. Ramcharan, Alfred Zajas (eds.), International
Human Rights Monitoring Mechanisms - Essays in Honour of Jakob Th. Molller, Martinus Nijhoff Publishers, 2009, pp. 133.
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Each member state is entitled to propose a list with nominations, though not obliged. Members are to
be elected by secret ballot from a list of persons nominated by the States Parties at meetings of the Confer-
ence of States Parties, for a four years term.

As all the other treaty based committees, Commiittee of the Rights of Persons with Disabilities do keep
inner structure of a Chairperson, three Vice Chairpersons and Bureau of the Committee. Inner Commit-
tee's structure provides continuance of its work and representation of the Committee.

Together with the Convention, Rules of Procedure thoroughly prescribe in details procedural issues of
Committees work. Since it is a legal act, designed and adopted by Committee itself, it leaves room not only
toward the application of the Convention, but more importantly toward its interpretation. This remark
should be especially kept in mind once when working methods are elaborated. It is worth mentioning that
first Rules of Procedure were adopted in 2010 and renewed in 2014. It is still a document at the very begin-
ning of its application, yet to be tested in practice.

Methods of work

Methods of work of each treaty based committee are designed according to the legal nature of a com-
mittee, that is somewhere in between a supervision body and a court.”> Main method of work, for all com-
mittees as well as for the Committee for Persons with Disabilities is supervision over the implementation of
the Convention.” But, as for the other universal human rights conventions that recognize several working
methods, Convention on the Rights of Persons with Disabilities recognize only report submission as a duty
of member states. From the perspective of a member state it is only one duty - a general duty to submit a
comprehensive report on the implementation of the Convention, progress that is made and obstacles that
amember state is facing. From the Committee's point of view it is its general duty to review States’ reports
i.e. implementation of the Convention.”

Wording “general duty” should be properly understood. It is not just mere description, but rather a
complex notion. Such a formulation has two implications — one is “a duty” as such in respect of the treaty
law; as the outcome of the principle pacta sund servanda. Other implication of general duty implies duty of
member states to respect, accept and fulfill all committee's considerations, suggestions, recommendation.
This is higher level of the obligation to cooperate. Thus, such a duty ultimately define Committee's real
capacity, strength and influence.

From the procedural point of view states parties are obliged to submit their first, initial report within
two years after the entry into force of the convention, for the member state concerned.” After the initial
report, duty of a member state is to submit subsequent reports every four years. Beside the presented calen-
dar, the Committee is entitled to request additional reports or information when finds that it is necessary.
Member state obligation is to comply with the request.

The Convention does not regulate composition of report. Thus it is on the Committee to define guide-
lines for member states. Reports are to be exhaustive, covering all legal system and all aspects of the legal
status of persons with disabilities. Reports also should indicate factors and difficulties affecting the degree
of fulfillment of obligations under the present Convention. Subsequent reports should be less detailed and
it should not repeat basic information elaborated in initial report.

Non-submission of reports is one of the major obstacles for successful performance of all treaty based
committees.” The Committee for Disabled Persons is faced with the same problem. One of available
measures to prevent and react to non-submission is notification by the UN Secretary General.”” The other
measure reflects the Committee's power to transmit to the State party concerned a reminder concerning
the submission of such a report or additional information and to undertake any other effort in a spirit of
dialogue between the State concerned and Committee. Bitter experience with non-submission of all other
committees emerged in a new measure for the Committee for Disabled Persons. Thus, if a State party is
significantly overdue in the submission of a report the Committee is entitled to open an examination of the
implementation of the Convention itself and to produce a report on the basis of reliable information avail-
able to the Committee. Still, the Committee may invite the State party to participate in such examination
at any time.

If a state party still does not perform its duties, the Committee may include a reference on that occasion
in its report to the UN General Assembly.?®

22 Bertrand G. Ramcharan, The Fundamentals of International Human Rights Treaty Law, Martinus Nijhoff Publishers, 2011, pp.
25-31.

23 Wouter Vandenhole, The Procedures Before the UN Human Rights Treaty Bodies: Divergence or Convergence, Intersentia, 2004.
24 Elleonor Flynn, From Rethoric to Action: Implementing the UN Convention on the Rights of Persons with Disabilities, Cam-
bridge University Press, 2011, pp. 22.

25 Serbia has been party to the Convention since July 2009 and it submitted its initial report in January 2012 .

26 Rodley Nigel, The Role and Impact of Treaty Bodies, u: Dinah Shelton (ed.), The Oxford Handbook of International Human
Rights Law, Oxford University Press, 2013, pp. 621-648.

27 See: Ramcharan Bertrand G., Preventive Human Rights Strategies, Routledge, 2010.

28 Opcit.
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When a report is submitted, the Committee performs consideration of report. Consideration of re-
port may include suggestions and general recommendations. Reporting procedure may consist of only
two stages, but it can be expanded as well. After first set of suggestions and recommendations states may
respond and explain or provide the committee with additional information, if asked so. On the other hand
the committee may request further information from States Parties relevant to the implementation of the
Convention.

Reports submitted by states are available to all States Parties to the Convention. Besides, states should
make reports available to the public in their own countries, as well as suggestions and recommendations
by the Committee.

Influence of the reporting procedure is strengthened yet in another circle of subjects that are to be
informed - specialized agencies, funds and programs of the United Nations, and other competent bodies.
They are presented both the state's reports and the Committee's suggestions and observations.

The founding idea, the mere concept of the Convention is based on the sincere and loyal cooperation
between States Parties and the Committee. Thus, cooperation should prevail in their relationship. Coop-
eration is defined in the Convention as the assistance of a State Party to the Committee members in the
fulfillment of their mandate. From the Committee's side, the Committee should give due consideration
to ways and means of enhancing national capacities for the implementation of the present Convention,
including through international cooperation.

International cooperation is particularly directed toward cooperation between states and specialized
agencies, other UN organs that are tightly connected to the rights of persons with disabilities. Convention
also directs the Committee to cooperate with other treaty based committees in the field of human rights.

Developing multileveled cooperation between states, committees and international organization it is
possible to create a successful web for human rights protection. And as the final duty for the Committee, in
a form of comprehensive overview of its work, it is obliged to submit report every two years to the UN Gen-
eral Assembly and to the UN Economic and Social Council on its activities. Within its report the Commit-
tee may make suggestions and general recommendations. These suggestion and general recommendations
are product of Committee's work and conclusion that have emerged through analysis of state's reports.
Thus suggestions and reports are directed toward all States Parties and in general they present instruction
how to apply or interpret the Convention.

At this point of the overview of Committee's working methods there is urging need to examine and
properly understand difference between recommendations, general recommendations and general com-
ments. Recommendations, as already elaborated, derive from the state's reports. General recommenda-
tions, on the other hand, present synthesis of Committee's conclusions derived from the examination of
states reports.” This tool is prescribed in the Convention. Besides conventional norm (Article 39), there is
also a rule, within the Rules of Procedure, defining more precise that general recommendations are based
on information received through the reports and that they should be included in Committees reports to the
General Assembly (Rule 46).

Rules of Procedure recognize yet another working method on behalf of the Committee. In the Rule 47,
under the title General comments and reporting obligations, a new working method, that Convention do
not recognize, is created. According to the rules of Procedure general comments are “based on the articles
and provisions of the Convention, with a view to promoting its further implementation and assisting States
Parties in fulfilling their reporting obligations” General comments are also included in the report to the UN
General Assembly.

General comments present most interesting form of work of all treaty based committees. They are usu-
ally prescribed within the Rules of Procedure, with no ground whatsoever in the conventions, yet they are
favorite method of work. Up to now the Committee on Persons with Disabilities has adopted two general
comments - General comment No. 1 (2014), Article 12: Equal recognition before the law (April 2014) and
General comment No. 2 (2014), Article 9: Accessibility (April 2014). Both general comments do interpret
substantive law that has been prescribed within convention. Both are kind of essays, theoretical treaties,
exposed at about 15 pages. Committee thoroughly explores the right, as it was prescribed in other conven-
tions, explores point of view of other committees, before reaching its conclusion. Obviously there is huge
difference between these two general comments as first general comments delivered by the Disabilities
Conventions and first general comments adopted by committees that already have history of deliberation.
Originally general comments were short notes, just clarifying procedural matters. Nowadays all general
comments have grown into the powerful tools of convention interpretation. They can be at the same time
welcomed and not welcomed. They do contain a portion of non-legality, since they can change nature of
the original rule stipulated within a convention. Thus general comments do deserve special attention, from
the point of the Committee members, but also from the side of persons with disabilities, non-governmental
organizations and national institutions.

29 Tijana Surlan, Univerzalna medjunarodna ljudska prava — mehanizmi zastite, Beograd, 2014, pp.152-156.

- 86 -



THE ROLE OF THE COMMITTEE ON THE PROMOTION OF RIGHTS OF PEOPLE WITH DISABILITES

Bearing in mind other committees experience, the Committee on the Persons with Disabilities, has
adopted certain rules, within the Rules of Procedure, that precise Convention's wording and provide work-
ing methods in more operative and more effective manner. For example, while the Convention stipulates
submission of report as such, Rules of Procedure identify it in specific. Committee is to formulate in ad-
vance a list of issues in relation to initial reports and periodic reports submitted by States Parties. Simpli-
fication of the submission procedure prescribes that the Committee should set a limit on the number of
questions posed, define focus of questions, while states should provide brief and concrete replies in no more
than 30 pages.®

There is yet another novelty designed by Committee in the Rules of Procedure. It is another working
method defined in the Rules of Procedure, modeled on other committee's experience, although not rooted
in the Convention itself. The follow-up procedure relies on the state's report, Committee's suggestions and
recommendations and state's implementation of suggestions and recommendations. Follow-up procedure
is created as the model of super-supervision over the procedure of report submission. It is entrusted to one
Committee's member to serve as rapporteur to follow up whether and to what extent a state is fulfilling its
duties (Rule 75).

PROCEDURE UNDER THE OPTIONAL PROTOCOL

There is strong argumentation that success of the Convention on the Rights of Persons with Disabilities
rests on system of reports submission — as the only working method of the Committee. All other methods,
well known to other treaty based committees, are incorporated within the Optional Protocol. As previously
said this legal act gained significantly less support then the Convention itself. It is not difficult to come with
the conclusion that character of duties and scope of Committee's powers are the main reason for such an
outcome.

Optional Protocol does not provide with new substantive rights or duties on behalf of the States Parties.
It is formulated solely with improvement of working methods and competences of the Committee. Thus
Committee's supervision remains focused on the Convention.

Main competence of the Committee, according to the Optional Protocol “is to receive and consider
communications from or on behalf of individuals or groups of individuals subject to its jurisdiction who
claim to be victims of a violation by that State Party of the provisions of the Convention” (Article 1).

Who is entitled to submit a communication proves to be of the utmost importance for the implemen-
tation of the Convention. While at the first glance it may look as a pure procedural issue, in practice it turns
to be of quite an importance. Yet, there is a history of the entitlement. At the very beginning of individual
communications recognized before the Committee on Human Rights, only the individual whose right has
been violated was entitled to submit a communication. Neither the Committee on Human Rights itself, nor
the International Covenant on Civil and Political Rights recognized any kind of relationship with NGO's,
or cooperation whatsoever.* It didn 't recognize them as equal partners in the promotion and protection of
human rights. Gradually that relationship changed, starting cooperation. Why is this important? If the in-
dividual is not willing to submit a communication, while he is the only one entitled, there is no mechanism
to react to the violation of the Convention and the system cannot be improved. The function and task of
each communication is twofold - to compensate the individual whose right is harmed and to provide more
general conclusion, and through each communication to improve implementation of the Convention.

In that light, the Optional Protocol on the Rights of Persons with Disabilities provides entitlement both
to individuals and to groups of individuals. A group of individuals is not defined, but in practice it would
most likely be an NGO's. Raison d'etre of all NGO's is promotion and protection of individual rights.
Through the communication procedure there is a room for them to act either toward protection of a right
of an individual or toward more appropriate implementation or interpretation of the norms.

Principles governing communication procedure are similar to the judicial procedure. Thus, it is usu-
ally described as quasi-judicial. After communication has been submitted the Committee should consider
its admissibility. The Optional Protocol lists inadmissibility criteria such as anonymous communication,
abuse of rights on the submission of communication, incompatibility with the provisions of the Conven-
tion, subject matter already examined by the Committee, domestic remedies not exhausted, manifestly
ill-founded communication or non-compatible time frame (moment of rights violation and moment of
entry into force Convention or Protocol).

Similarly as in the judicial procedure, a state that is subject of the communications is to be informed by
the Committee on the circumstances of the communication, with the duty of explanation, clarification and

30 See: Wouter Vandenhole, The Procedures Before the UN Human Rights Treaty Bodies: Divergence or Convergence, Intersentia,
2004.
31 Tijana Surlan, Univerzalna medjunarodna ljudska prava — mehanizmi zastite, Beograd, 2014, pp.75-76.
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potentially remedy. A state has period of six months to undertake appropriate measures. On the other hand,
the Committee has the right and the power to urge a state to take an interim measure if it finds it necessary
to avoid irreparable damage.

After a state has expressed its views on the communication, the Committee examines communication
and formulates its findings, accompanied with suggestions and recommendations if any. Findings are not
judgments and they are not legally binding. But, there is a presumption that a state will take it seriously and
actaccordingly to the recommendation. The presumption is grounded on the duty for a State Party to imply
the Convention and the Optional Protocol in whole, which means that a State Party is also obliged to accept
and imply instruction issued by the Committee. Thus, acting accordingly to the Committee's finding is an
obligation that a state has obliged itself to at the moment of the ratification (accession) of the Convention
and the Optional Protocol.

Yet, there is an overwhelming understanding that a communication procedure and its outcome should
not be, in any terms, understood as a kind of a judicial procedure. The idea that the Committee is not
replacement for a court is underlined in the terminology. An individual submits a communication, the
commiittee delivers findings, not a complaint and a judgment. Duty to respect the findings and act accord-
ingly comes as the legal obligation deriving from the pacta sund servanda principle. Duty to respect and act
accordingly to the judgment of a court of law stems from the court's authority and its legal position.

The Committee on the Rights of Persons with Disabilities is empowered with one another competence.
The Committee may, when informed with reliable information indicating grave or systematic violations
by a State Party of rights set forth in the Convention, open a procedure of examination of the information.
The Committee should invite that state to cooperate in the process of examination and clarification of the
situation. Procedure of examination of allegations may be entrusted to a member of the Committee in the
form of inquiry and urgent report to the Committee. If the state cooperates inquiry may include a visit to its
territory. The outcome of this procedure is also elaborated in the form of findings, supplied with comments
and recommendations.

In such a case, when a violation is gross, powers of the Committee are strengthened with one more tool.
A state is usually given a period of six months to react and submit its observations to the Committee. If a
state is not cooperating, the Committee may invite it to inform the Committee of the measures undertaken
according to the findings.

While the procedure in the case of gross violation of the Convention has not yet gone through the test
of practice, procedure on the individual communication has already been applied. Up to now several proce-
dures has been completed. Subject matters were various, such as refusal to grant building permission for the
construction of a hydrotherapy pool for the rehabilitation of a person with a physical disability on grounds
of incompatibility of the extension in question with the city development plan*, redundancy procedure of
the author as an employee with diabetes mellitus (type 1 diabetes)®, failure by the State party’s authorities
to eliminate discrimination on the ground of disability by a private credit institution and to ensure that
persons with visual impairments have an unimpeded access to the services provided by ATMs on an equal
basis with other clients™, failure by the State party to eliminate discrimination on the basis of disability, and
to respect the obligation to guarantee to persons with disabilities political rights, including the right to vote,
on an equal basis with other citizens®, denial of house arrest, detention conditions, access to medical care
and timely, suitable rehabilitation services™.

As the general assessment it can be stated that Committee's performance in the procedures on indi-
vidual communication has been successful. Individuals do recognize the committee as the functional body.
Such a score, no doubt, is to be attributed to all other committees that have been prior to this one already
performing and educated international community on its functionality and successfulness in individual
procedures. Yet again, future of this Committee will also be connected with the future position and organ-
ization of all other committees.

32 Communication No. 3/2011 from 6 December 2010, Individual against Sweden, Views adopted by the Committee at its 7th
session, 16 to 27 April 2012.

33 Communication No. 6/2011 from 25 May 2011, Individual against United Kingdom of Great Britain and Northern Ireland, Deci-
sion adopted by the Committee at its eighth session, 17 to 28 September 2012

34 Communication No.1/2012 from 11 March 2010, Individuals against Hungary, Views adopted by the Committee at its ninth
session, 15-19 April 2013.

35 Communication No.4/2011 from 22 June 2012, Individuals against Hungary, Views adopted by the Committee at its tenth session
2-13 September 2013.

36 Communication No. 8/2012 from 22 June 2012, Individual against Argentina, Views adopted by the Committee at its elenth
session 31 March — 11 April 2014.

- 88 -



THE ROLE OF THE COMMITTEE ON THE PROMOTION OF RIGHTS OF PEOPLE WITH DISABILITES

APPRAISAL OF THE COMMITTEE S ROLE ON THE PROMOTION
OF RIGHTS OF PERSONS WITH DISABILITIES

Committee's main task and raison d'etre is promotion of rights stipulated in the Convention.”” Al-
though such a task, duty or rights have not been formulated as such in the Convention, each entitlement is
directed exactly in that direction. Main manner for accomplishment of such a task is not vague or self-de-
fined. It is very precise and it finds its framework in the duties of states parties to implement the Con-
vention. Thus, although the Committee is independent body created within the Convention it is deeply
connected to the acts of States Parties. From the other point of view, same thought can be formulated
somewhat differently. Success of the Committee rests entirely on the cooperation of states parties with it. If
States Parties are cooperative, the Committee would be able to promote rights of persons with disabilities.
If they are not, the Committee is not empowered to force them or to undertake some individual gestures
directed toward promotion.*

Such a position of the Committee is understandable, since States Parties did not intend to create a body
that would be authorized to act against states. Plus, the Committee on the Rights of Persons with Disabilities
has been organized and entitled completely in the manner of the prevailing committee ‘s~ competences
and powers. System of the report submissions has been proved as non-successful, in general. It turned to
be burden for States Parties, especially if we keep in mind that, at the moment, states are about to submit
reports to ten committees. Bad experience nevertheless influenced simplification of the report submission
procedure, longer terms between two reports and informing only on novelties in consecutive reports. The
biggest failure of report submission procedure happened to be states unconcern for suggestions and recom-
mendations formulated in findings.”

Thus, criticism of such a system and awareness that deep and systematic reorganization is needed did
influence the structure of the Committees powers and its working methods.

But, as already underlined, there is one method that has emerged in the meanwhile.”* To repeat once
again, general comments were not stipulated within the Convention, but only within the Rules of Proce-
dure. Thus, the Committee itself has created new working method and provided itself with a powerful tool.
It is completely in the Commiittee's power to use it whenever it want to and to design it according to its un-
derstanding. It is the only method of Committee's work that is not following either motion of a state or an
individual (a group of individual). Subject-matter of general comments is the Convention, crystallization
on how to apply, understand or interpret a norm stipulated in the Convention."

Described in critical manner, general recommendations are double sided.** They can truly contribute
to better understanding of the rights of disabled persons and promote application of convention, when ap-
plied bona fide. On the other side, there is open space for arbitrariness and misuse of competences. Legality
and real power of general comments, applied by all human rights committees is yet to be examined.*

The most powerful tool for promoting rights of disabled persons is through the procedure of individual
communications. Very close to judicial procedure, the Committee has the opportunity to influence on how
to apply, how to interpret and what is to be improved within the national system. Thus, an individual com-
munication solves one violation of a right in particular, but also addresses in findings toward the state with
suggestions and recommendations for improvement. Individual communications, as part of the Optional
Protocol, could be employed to limited extent, but yet again suggestions and recommendations could be
directed toward all state parties to the Convention.* Findings elaborated through communication proce-
dures have the potential to create specific kind of “jurisprudence” in terms of human rights committees,
strengthening the role in promotion of the rights of disabled persons.

37 See: Ramcharan Bertrand G., Preventive Human Rights Strategies, Routledge, 2010.

38 Rodley Nigel, The Role and Impact of Treaty Bodies, u: Dinah Shelton (ed.), The Oxford Handbook of International Human
Rights Law, Oxford University Press, 2013, pp. 621-648.

39 Kalin Walter, Examination of state reports, u: Helen Keller, Geir Ulfstein (eds.), UN Human Rights Treaty bodies: Law and Legit-
imacy, Cambridge University Press, 2012, pp. 16-72.

40 Bertrand G. Ramcharan, The Fundamentals of International Human Rights Treaty Law, Martinus Nijhoff Publishers, 2011,
pp.61-65.

41 Tijana Surlan, Univerzalna medjunarodna ljudska prava — mehanizmi zastite, Beograd, 2014, pp.129 - 130.

42 Tijana Surlan, Rad Komiteta za eliminaciju svih oblika diskriminacije Zena — nadzorne ili kvazi sudske funkcije, NBP Zurnal za
kriminalistiku I pravo, Vol. XIX, No. 2, 2014, pp. 57-74.

43 Blake Conway, Normative Instruments in International Human Rights Law: Locating the General Comment, Centre for Human
Rights and Global Justice Working Paper, No 17, 2008, str. 2-38; Hellen Keller, Leona Grover, General Comments of the Human
Rights Committee and their legitimacy, u: Helen Keller, Geir Ulfstein (eds.), UN Human Rights Trety bodies: Law and Legitimacy,
Cambridge University Press, 2012, pp. 116-198.

44 Geir Ulfstein, Individual Complaints, u: Helen Keller, Geir Ulfstein (eds.), UN Human Rights Treaty bodies: Law and Legitimacy,
Cambridge University Press, 2012, pp. 73-115.
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CONCLUSION

The Committee is structured in the usual manner, but monitoring methods are designed upon the
experience that international society already has drawn from previous treaty-based committees. An ad hoc
committee, while preparing the Convention on the Rights of Persons with Disabilities, did bear in mind
obstacles already recognized. Its goal was to provide a Committee that would be efficient, proactive, acces-
sible, and consistent.

Although a pattern to organize a committee to monitor implementation of a single human right treaty
was common, throughout the negotiating process for the Convention on the Rights of Disabled Persons,
NGO's and some states favored that model, while others were of opinion that it would be better if an al-
ready existing body undertakes monitoring of the new convention as well. Ground for deliberating such a
basic issue was general need to reform the monitoring system in human rights law area.

What do we not know at the moment is how the reporting procedure will be fulfilled. It is structured in
the usual and well known manner. We also know that the reporting system has proved not to be successful
— in general terms. The Committee for persons with disabilities is still new; there is not enough experience
for conclusions on success. It has just entered into force; 4 years ago — for 60 states, and there are at the mo-
ment 150 states members. This means that there is a huge amount of reports in front of the Committee to
consider, with just two regular sessions per year and the Committee consisting of 18 persons.

At the very end of this analysis, it is worth mentioning once again that true respect and promotion of all
human rights and especially rights of persons with disabilities, rests on true will of states parties and their
devotion to the ideas and values stipulated within the Convention.
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DIGITAL IMAGE FORGERY IDENTIFICATION
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Abstract: Digital image forgery does not differ significantly in its nature compared to ordinary image
forgery. Instead of using photograph, digital image forgery refers to digital graphics technology. The process
of creating fake image has become easier with the use of appropriate graphics editing software such as Ado-
be Photoshop, GIMP and Corel Paint Shop, some of which are available for free. There are many different
forms of digital image manipulation. All of these forms can be categorized into several basic groups, based
on the process involved in creating fake image. This paper aims to discuss general approaches of digital
image forgery identification and point out their most important characteristics.

Keywords: digital image forgery, classification, image tampering, identification.

INTRODUCTION

Images are intrinsically different from text, and as such, they serve as an efficient and straight-forward
form of communication between humans, since their content is easy to comprehend. Both in historical,
as well as traditional terms, visual data is seen as having integrity, e.g. images published in the newspaper
columns are generally taken to be standing for the reliability of the given news, or in a similar instance,
recordings made by video surveillance are suggested as probationary material in front of a court of law.

Today there is an array of instruments available for the easy capturing of visual material, which gives
people a cheap and simple way of recording, storing, and sharing a great number of digital images. It is
also to be pointed out that there are numerous image editing software tools that make it easy to modify the
image contents, create new images, which in turn means that it is no longer only experts who can tamper
with or counterfeit visual material. Moreover, technology today has enabled the creation of photorealistic
computer graphics which are barely distinguishable for viewers from original photographic material as well
as the generation of hybrid generated visual content.

To sum up, currently a visual digital object can make its way through a number of processing stages
during its lifetime, starting from when it is taken up to its full fruition, with the aim of improving the quality,
creating new content by mixing preexisting material, or even tampering with the content. The consequence
of the previously listed facts is that there is an increasing number of images emerging which have been tam-
pered with in various fields of application, leading to the erosion of trust in images made by today’s digital
technology. The ever-growing sophistication of the processing tools will only worsen the current condition.

This situation underlines the necessity for methods enabling experts to reconstruct the history of a
digital image so as to confirm the reliability and evaluate its quality. There are two issues to be addressed
in connection with the history and credibility of an image: Can we confirm the device, which the image is
claimed to have been taken with? Does the image still show the photographed original scene? The initial
question is crucial in terms of what the source is when the image becomes evidence, e.g. the device the
image was made with or the person it was made by; the second question is more of general interest type.
The answers to these two questions are easy to come by when the original image is known. However, in
practical cases, there is hardly any initial information available regarding the original image. Thus, the task
of the investigators is the blind authentication of the image history.

To achieve appropriate solutions, the researchers interested in multimedia content security have pro-
posed several approaches that can be in general classified into active and passive technologies. By “active”
we mean that for the assessment of reliability, some information that has been computed at the source side
(ie. in the camera), during the acquisition step, is exploited, whereas with the term “passive;” a solution
which tries to make an assessment only having the digital content at disposal is to be intended (Piva A
(2013)).

1 petar.cisar@kpa.edu.rs
2 fodor@uni-obuda.hu
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IMAGE FORGERY CLASSIFICATION

Three types of forgery can be identified (Messina G (2009)):
— Forgery created using graphical software

— The content has been altered - Duping the recipient into believing that the objects in an image are
something else from what they really are. The image itself is not altered, and if examined will be
proven as so. Example: In November 1997, after 58 tourists were killed in a terrorist attack at the
temple of Hatshepsut in Luxor Egypt, the Swiss tabloid Blick digitally altered a puddle of water to
appear as blood flowing from the temple.

— The context has been altered - Objects are to be removed or added, e.g. a person can be added or
removed (Figure 1.).

The easiest way is to cut an object from one image and insert it into another image — copy & paste. By
manipulating the content of an image the message can drastically change its meaning.
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Figure 1 Image forgery - altered context

Altering images — The concepts have moved into the digital world by virtue of digital cameras and the
availability of digital image editing software. The ease of the use of digital image editing software, which
does not require any special skills, makes image manipulation easy to achieve.

JPEG STANDARD

JPEG (Joint Photographic Experts Group) is an international compression standard for continu-
ous-tone still image, both grayscale and color. This standard is designed to support a wide variety of appli-
cations for continuous-tone images. Because of the distinct requirement for each of the applications, the
JPEG standard has two basic compression methods. The DCT (Discrete Cosine Transform)-based method
is specified for lossy compression, and the predictive method is specified for lossless compression. A simple
lossy technique called baseline, which is a DCT-based methods, has been widely used today and is suffi-
cient for a large number of applications (Huang JD (2008)).

JFIF (JPEG File Interchange Format) stands for a standard which defines:

» Component sample registration

« Resolution and aspect ratio

« Color space

ExIF (Exchangeable Image File Format) allows integrating further information into the file.

The information usually contained into a standard EXIF are (Figure 2.): dimensions of the image, date
and time of acquisition, features about acquisition (exposure-time, exposure bias, F-number, aperture, ISO,
focal length, GPS coordinates etc.), thumbnail preview (a small picture which would be equal to the original
picture). The ExIF information check has demonstrated the possibility of immediate forgery detection. In
effect, if the constructor is known, several EXIF data must match the fixed values (Messina G (2009)).
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Figure 2 ExIF information

Using the available image the thumbnail can be extracted through simple ExiF tools, web sites or open
source codes, like: JPEGSnoop, Jhead, Camera Summary and Jeffrey’s Exif Viewer. These tools permit the
identification of the data that have not been removed by inexpert users.

JPEG COMPRESSION

According to Figure 3 converting an image into JPEG is a six-step process (Messina G (2009)):

1) The image is converted from raw RGB data into YCbCr - The Y component represents the brightness
of a pixel, the Cb and Cr components represent the chrominance (split into blue and red compo-
nents).

2) A downsampling is performed on chrominance channels.

3) The channels are split into 8x8 blocks.

4) A DCT is applied.

5) The DCT coefficients are quantized using fixed tables (the main lossy operation in the JPEG process).
6) An entropy coding (lossless compression) is applied and the image is said to be JPEG compressed.

JPEG Comgression
Color Dowm- Forward _—
r Transform sampling DcT Quantization Encoding
Raw
Image JPEG-Compressed
Data Image Data
Calor Up- Inverse De- .
Transform sampling ocT quantization Decoding
JPEG Decompression

Figure 3 JPEG (de)compression
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CLASSIFICATION OF IMAGE FORGERY
DETECTION TECHNIQUES

There are two categories of digital image forgery detection techniques: the active and passive approach
(Figure 4). In the case of the active approach, there is a need for some pre-processing with digital images,
e.g. watermark embedding or signature generation at the time of creating the image, thus limiting their
practical application. Further, the Internet contains a lot of digital images that have no digital signature or
watermark. Given such a situation, it is not possible to use the active approach in order to determine the
authentication of an image. As opposed to the watermark-based and signature-based method, the passive
approach requires no digital signature generated or watermark embedded in advance.

Passive techniques for image forensics operate in the absence of any watermark or signature. These
techniques work on the assumption that although digital forgeries may leave no visual clues that indicate
tampering, they may alter the underlying statistics of an image (Gomase PG, Wankhade NR (2014)).

1]

Image | Image Copy-
splicing | | Retouching | | Move

Figure 4 Classification of image forgery detection techniques

Almost all state-of-the-art tampering detection techniques aim at compositing operation. With an ad-
equate image editing tool (e.g. Photoshop), compositing tampered images is much easier and can result
in much more realistic images. It always involves the selection, transformation, composition of the image
fragments and the retouching of the final image (Ng T T, Chang SE, Lin C Y & Sun Q, 2006). It is important
to emphasize that a tampered image means that part of the content of a real image is altered. This concept
does not include those wholly synthesized images - images completely rendered by computer graphics or by
texture synthesis. In other words, an image is tampered implies that it must contain two parts: the authentic
part and the tampered part (He J, Lin Z, Wang L & Tang X (2006)).

The past few years have seen the growth of research on passive digital image tampering detection which
can be categorized at three levels (Wang W, Dong ] & Tan T (2009)):

1) Low level - Methods at this level use statistical characteristics of digital image pixels or DCT coef-
ficients. For example, demosaicing or gamma correction during the image acquiring process will
bring consistent correlations of adjacent pixels, whereas tampering will break up this consistency.
Investigating double JPEG compression for tampering detection is an example of using statistical
characteristics of DCT coefficients. Using a model of authentic images which tampered images do
not satisfy for tampering detection also belongs to this level. In short, no semantic information is
employed at this level.

2) Middle level - At this level,we detect the trace of tampering operation which has some simple seman-
tic information, like splicingl caused sharp edges, blur operation after splicing and inconsistencies
of lighting direction, etc.

3) High level, i.e. semantic level. Actually, it is very hard for a computer to use semantic information to
do tampering detection because the aim of tampering is changing the meaning of image content it
originally conveyed. But, sometimes it still works.

The set of image forensic tools can be roughly categorized into five categories (Farid H, 2009):
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« Pixel-based techniques detect statistical anomalies introduced at the pixel level. This category includes
the following techniques: cloning (copy/paste portions of the image to conceal a person or object in
the scene), re-sampling (re-size, rotate or stretch portions of an image), splicing (digital splicing of two
or more images into a single composite) and statistical (exploit statistical regularities in natural images
to detect various types of image manipulations).

« Format-based techniques leverage the statistical correlations introduced by a specific lossy compres-
sion scheme. This category includes the following techniques: JPEG quantization (standard JPEG
compression scheme), double JPEG (the manipulated image is compressed twice) and JPEG blocking
(Because each 8 x 8 pixel image block is individually transformed and quantized, artifacts appear at
the border of neighboring blocks in the form of horizontal and vertical edges. When an image is ma-
nipulated, these blocking artifacts may be disturbed).

« Camera-based techniques exploit artifacts introduced by the camera lens, sensor or on-chip post-pro-
cessing. This category includes the following techniques: chromatic aberration (light passes through
the lens and is focused to a single point on the sensor), color filter array (capturing color images using
a color filter array (CFA), camera response (differences in the response function across the image are
used to detect tampering) and sensor noise (modeling of processing (quantization, white balancing,
demosaicking, color correction, gamma correction, filtering and JPEG compression) with a generic
additive noise model, and use statistics from the estimated noise for image forensics).

« Physically-based techniques explicitly model and detect anomalies in the three dimensional interac-
tion between physical objects, light, and the camera. This category includes the following techniques:
light direction (2-D), light direction (3-D) and light environment (the lighting of a scene can be com-
plex — any number of lights can be placed in any number of positions, creating different lighting en-
vironments).

» Geometric-based techniques make measurements of objects in the world and their positions relative
to the camera. This category includes the following techniques: principal point - In authentic images,
the principal point (the projection of the camera center onto the image plane) is near the center of the
image. When a person or object is translated in the image, the principal point is moved proportionally.
Differences in the estimated principal point across the image can therefore be used as evidence of tam-
pering. Metric measurements (several tools from projective geometry that allow for the rectification
of planar surfaces).

The copy move forgery is one of the difficult forgeries. This is the most common kind of image tamper-
ing technique used, where one needs to cover a part of the image in order to add or remove information.
Copy-Move is a special type of image manipulation technique in which a part of the image itself is copied
and pasted into another part of the same image. Image-splicing is defined as a paste-up produced by stick-
ing together photographic images. In a copy-move attack, parts of the original image is copied, moved to
a desired location, and pasted. Detecting copy-move in an image indulges broad search of local pattern or
region matches (Gupta A, Saxena N & Vasistha SK, 2013).

DIGITAL IMAGE FORENSIC TOOLS

Sometimes forensic investigators need to process digital images as evidence. There are different tools
available; however it is difficult to deal with forensic analysis with a lot of images involved. Images contain a
great number of information. A digital image forensic tool extracts this information from provided images
and displays them in the form of practical report.

The majority of the available software for the analysis of digital image forgery identification has the
capabilities as listed below?:

— File digest (a short digital summary of a file) - During evidence evaluation, an analyst needs a method
for the confirmation of the correct data. This ensures that the correct file is analyzed and not some,
possibly modified file variant. A file can be summarized in various ways. The methods most often
used are based on meta properties (the type of file e.g. PNG or JPEG, file size, and picture dimen-
sions) and cryptographic checksums (A single file will always generate the same hash value. Any
minor change to the file will cause a significantly different result).

— Error Level Analysis (ELA) - ELA identifies areas within an image that are at different compression
levels. With JPEG images, the entire picture should be at roughly the same level. If a section of the
image is at a significantly different error level, then it likely indicates a digital modification.

3 FotoForensics. http://fotoforensics.com/, November 2014
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— Estimate JPEG quality - JPEG images use a variable quality level to control the amount of compres-
sion. The JPEG quality is typically not stored in the metadata. There are ways to estimate the JPEG
quality level last used to save the image.

— MIME Information - Multipurpose Internet Mail Extensions (MIME) is a standard to describe con-
tent type of a file. MIME is detected using magic number inside the image. Magic numbers imple-
ment strongly typed data and are a form of in-band signaling to the controlling program that reads
the data type(s) at program run-time. Many files have such constants that identify the contained
data. Detecting such constants in files is a simple and effective way of distinguishing between many
file formats and can yield further run-time information. The image MIME type is detected to know
the image type dealing with, in both contacted (example: image/jpeg) and extended form®.

— Metadata Analysis - Most image files are not composed of solely a picture. Information (metadata)
about the picture is also included. Metadata provides information about the pedigree of a picture,
including the type of camera used, color space information, and application notes. Although meta-
data fails to identify the exact changes made to the picture, it can be used to identify attributes, in-
consistencies, additional sources, edits, timelines, and a rough sense of how the image was managed.
There are many different types of metadata. Some types are only generated by cameras. Other types
are created by specific applications. The most common types of metadata: File, EXIE, Maker Notes,
IPTC, ICC Profiles, XMP, PrintIM.

— GPS Localization - Embedded in the image metadata sometimes there is a geotag, a bit of GPS data
providing the longitude and latitude of where the photo was taken, it is read and the position is dis-
played on a map.

Image analysis: dSbe4

® Download

Dashboard Static EXIF XMP Thumb ELA Signatures
Analysis results Signature results

Figure 5 User interface - example

CONCLUSION

Digital image tampering detection is increasingly becoming a necessity. There are numerous tech-
niques, this paper presents but a few of them, which portray the difference facets of digital image tampering
detection. This overview shows how the majority of tampering detection methods intends to detect incon-
sistencies in an image. While a number of these techniques prove to be highly promising and innovative,
there are certain limitations and neither of them provides a definitive solution.

This paper discusses the various techniques and classification of different image forgery detection. The
main goal of the research in this field is the development of a tool, which has to be a combination of differ-
ent techniques, enabling the detection of forgeries, considering the sum of the collected information. The
developed methods have proved to be promising, though further research in this area is still called for.
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Abstract: The paper represents a predictive analytics concept with all its features, phases in concept
implementation, resource, advantages as well as benefits of applying concepts in police work and its reali-
zation. At the time when available funds in public budgets are drastically decreasing and requests set upon
state administration are increasing, governments of many countries are forced to find new decision making
models and use them to reform traditional point of view of the manner on which public sector provides ser-
vices to its citizens. State authorities are seeking solutions to decrease operational costs and simultaneously
relieve itself of a large number of requests and cases in process, achieving better productivity and efficiency.
Nowadays it is a basic task set upon contemporary and well organized police.

On the other hand, the speed of modern technology is constantly increasing, growing the risks that
kind of development entails. The manner that data are being stored and exchanged nowadays, among state
authorities, by using modern informatics solutions, also represents a great risk to state’s available data se-
curity. Additionally, data is daily exponentially increasing, making it hard for traditional tools to gather
useful information out of plenty unnecessary details. The amount and variety of unstructured and raw data
represent a huge problem, unless the state provides a strong technological infrastructure for manipulating
those data, as well as come up with a plan and purpose for their precise usage. The amount of data used in
investigations and in process of proving a criminal act overcomes human analytical possibilities. Therefore,
the analyses of all possible data of a certain criminal act with software tools that are now at disposal to police
officers represent a great challenge to both program designers and end users. Results obtained at making in-
quiry to the system during the investigation phase and gathering evidence phase are useful from the aspect
of efficiency in police acting preventive and operational.

Keywords: statistics, crime, police, predictive analytics, data.

INTRODUCTION

Predictive analytics is an area of analytics based on the selection and creation of useful information
from existing data in order to identify the causes of certain phenomena, and thus anticipate future events
and detect certain tendencies. Predictive models are used in a multitude of statistical techniques and they
serve to describe future events or events on which otherwise there is no reliable knowledge. Such describing
is performed by software for “data mining” which via loaded algorithms and data about events that have
already occurred gives a prediction of what will happen in the future.

As an extremely fast and reliable way to detect risks and opportunities, predictive analytics is being
widely used in the modern world. It has become almost indispensable in certain areas of applied mathe-
matics, marketing, services in finance, insurance, telecommunications, real estate market, healthcare and
pharmaceutical industries. Today, it is increasingly conquering field of state administration, especially that
part which deals with security. Predictive analytics has become a modern policing tool in the fight against
crime. “Predicting and preventing” instead of solving already committed offence has become an eftective
way of nowadays police to respond to their main task - increasing public safety and protecting citizens.

1 slavisa.djukanovic@mup.gov.rs
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PREDICTIVE ANALYTICS - ANTICIPATE AND ACT

The main objectives of predictive analytics are predicting potential criminal acts by using existing data,
resulting in a reduction of crime rate, time-saving and cost reduction. The objectives of predictive analytics
are based on the following:

o predict an event that could turn into a criminal offence
« provide information to the right place at the right time

« take advantage of data sources on crime and incidents, including reports of events, witnesses’ state-
ments, emails and social media

« improve the budget allocation and planning by predicting safety of interesting events that could follow
next day, next week or next month.

Several cities in Canada, Northern Ireland and the United States, known for their developed intelligence
and security systems, entrusted the work to computer software that, based on the analysis of the provided
data, inter alia, from previous experiences, enables identification of hot spots or potential crime scenes to
which police patrols are sent, thus preventing the commission of an offence.

Data analysis is the brain of public security. The aim of the intelligence activity is for security threats to
be detected on time in order to take action to prevent their realization. Models of these threats are hidden in
the “forest” of data. Predictive analytical solutions use statistical data (Data exploration and machine learn-
ing) about previous events which help find hidden models and trends in criminal activity. Using predictive
analytics, it is easier and more reliable to determine which type of intervention will be required and in what
place. In a word, it opens up the possibility of planning instead of reacting and accordingly the optimal use
of resources.

ADVANTAGES OF PREDICTIVE ANALYTICS

1) More successful spotting of the phenomena

2) Defining priorities

3) Monitoring progress

4) Disclosure of forms

5) Pairing data and making connections between them

6) Optimization of work processes and modes of action

7) Creating a better understanding of the types and relationships of the observed phenomenon
8) Identifying tendencies that can lead to damage before it occurs

9) Achieving improvements in cooperation and control

10) Applying the logic of the system of case management

PHASES OF PREDICTIVE ANALYTICS

1. Gathering and connecting data

The first and most important step is to collect all relevant data. A large number of data could be classi-
fied among disorganized or unstructured data because they do not exist in the established (standardized)
model. Nevertheless, these data are very important. Non standardized data are considered to be emails, text
messages, audio and video files, newspapers and the like. One of the advantages of predictive analytics is
the ability to standardize such data and incorporate them into the analysis program as part of the mosaic.

2. Converting unstructured data into insight
As a next step a “normal” or habitual behavior must be defined. The definition of “normal” behavior
helps to identify behaviors that deviate from it. It can be accessed in three ways:

a) prediction reveals the possible relationships and patterns from previous data, determines causes,
behavior and characteristics that could affect their recurrence

b) connection / associating identifies events that occur in synergy and by displaying a series of events,
determines / predicts what kind of action could be followed

v) grouping brings together the events that have similar features.
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3. Presentation of insight in the form of the action

Insight gained through predictive analytics is useful only if it is understandable and user-friendly to
those who act upon it. Solutions presented by graphs, statistical models and mapping produce results in a
way that is clear and cost-effective and takes place in real time.

Predictive analytics can identify unusual behavior, even if there are small differences hardly noticeable
by using other methods. Using the technique of predictive analytics it is possible to explore and learn from
all dimensions of data, which allows the analyst to combine knowledge, experience and intuition directly in
the application of analytical techniques.

Predictive analytics has the ability to combine a wide range of data which contributes to reliable and
rapid identification and detection of reckless actions of perpetrators of criminal acts.

By centralizing information and analyzing crime in the past and the present, studying the data and
model, the police have a better view of where crime is increasing, which allows directorates to deploy police
officers in these areas and prevent the commission of criminal acts.

For example, burglars often commit criminal acts at certain time and certain place, some of these per-
petrators have predictable patterns of commiting criminal offences, and events usually happen near homes
of these perpetrators or locations in which their families live. In addition, property crimes do not fall into
events that are relocated outside a certain place, which means that criminals will not simply go to another
location to commit a criminal offence. From this simple example it can be concluded that based on the pro-
cessed and collected data about them, potential hot spots for carrying out burglaries can clearly be spotted.

HIGH [———_

-
Simulari\h».\

What will
likely happen?

Prediction \\

What might
happen?

Complexity

Low =
Low Business Value HIGH

Figurel Concept of predictive analytics in phases

POLICE EXPERIENCE IN USA

In 2006 the US Company IBM first used the software for predictive analytics (Blue CRUSH - Criminal
Reduction Utilizing Statistical History) for the purposes of Memphis Police, in the US state of Tennessee.
Today, that software is used in ten cities of the United States and in Great Britain.

Practical case no. 1 - Memphis, Tennessee

Memphis Police use IBM SPSS predictive analytics?/ software to improve their overall functioning and
achieve a reduction in crime rates and the expansion of the territory in their jurisdiction without increasing
the number of employees. Blue CRUSH integrates statistical models and analysis with Geographic Infor-
mation System — GIS enabling police officers to obtain important information for further acting.

The program reduced the crime rate by 30%, in Memphis from 2006 to 2010 and investment recovery
was performed on annual level for 863%, including direct and indirect benefits.

Practical case no.2 - Richmond, Virginia

Using IBM SPSS in the period from 2006 to 2007, police in Richmond had reduction in homicides by
32%, rape by 20% and bullying by 18%. Unsolved murder cases from 1989 were resolved in just a few days
by using IBM (Crime Information Warehouse Solution).

2 / Software packet of IBM Company is used for statistical analysis; actual versions of this software packet are officially called IBM
SPSS STATISTICS
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The Police Department in Richmond was faced with a number of problems, such as: oversupply of
information and cuts in the budget and number of employees. The fight against terrorism has imposed
additional commitment in the form of demands for collecting, analyzing and consolidating the new data,
along with those that were already difficult to process within the mainstream of current activities.

None of the analysts or analytical teams in this directorate has not been able to scan collected data
quickly and precisely and reveal patterns that might indicate the manner they can best deploy police patrols
to complete the prevention of crime and to reveal where the sources of potential threats to public safety are.

Looking for the best solution, the police in Richmond began to use “data mining,” a powerful and in-
expensive tool that allows the analyst to identify effective patterns and make the right decisions using huge
data sets. They chose SPSS Inc’s Clementine solution (IBM software package services), because it does not
require any specialization of employed nor advanced statistical training. The police officers who used the
program in the final outcome made better analytical, operational, and more controlled decisions.

As a result of the application of this kind of predictive analytics the following is obtained:
« Police units were deployed at locations where needed most

« Discovered offences that could turn into criminal acts with elements of violence

« The investigation process of criminal act is accelerated.

Most actions and behaviors that lead to committing crimes, like all forms of human behavior, are fortu-
nately predictable. Thus, for example, some perpetrators have certain geographic areas where they feel safe
or have a propensity to commit criminal acts only at certain times of the day. These preferences of theirs
may be disclosed by the technique of “data mining”

The Police Department in Richmond has two types of police units: patrol and tactical. While patrol
units usually respond to calls from citizens, tactical units can be deployed proactively and mobilized for
rapid reaction to any part of the city.

By analyzing the data obtained from police dispatchers, police officials from Richmond took advantage
of the Clementine system to study extremely large set of factors such as: the time of received complaints,
day of the week, the degree and location of their priorities and locations, which separated locations that
pose a security risk. This by far exceeded everything that an individual analyst, and even an entire team of
analysts, are able to view with great accuracy. As a result, the police directorate in Richmond could have
their tactical units, as one of their rare and expensive resources, scheduled where they are really needed,
thus increasing the level of public safety, and simultaneously enabling savings in budget administration.

Using SPSS and Clementine system for analyzing a database of perpetrators of Virginia State, the police
department officials in Richmond found a strong correlation between certain criminal acts against proper-
ty and sexual assault. It is particularly interesting that this correlation was higher than the one that existed
between persons who had already been convicted of sexual assaults and new sexual assault. This conclu-
sion is supported by consideration of older cases, including the strangling case from Southside committed
by an offender who began his criminal activities with burglaries in Northern Virginia. The comparative
use of Clementine at sets of gathered data and the analyses of old cases, made it possible to determine
the motivation for committing certain offences and thus identify and arrest suspects in cases which may
become obsolescent.

Practical case No.3 - New York

A leader in innovation in the fight against crime, the police of New York (NYPD) had a need for better
and more efficient management of large amounts of data, different forms and shapes (from manually kept
records of the events to the court transcripts) in order to provide police officers and investigators with rel-
evant and current information. Therefore, the NYPD required from IBM to design a unique database on
criminal offences in order to centralize and sort the mentioned data in the right way.

EXPANDING THE CONCEPT IN EUROPE:
VIDEO MONITORING AND PREDICTIVE ANALYTICS
IN THE FIGHT AGAINST CRIME

Aware of the important results which the police in the United States using predictive analytics to suc-
cessfully oppose crime have achieved, experts in the UK have pointed out the shortcomings of video sur-
veillance (CCTV: Closed-Circuit Television), both in security and economic terms. In times of crisis it is
hard to expect police officers to monitor all information obtained from a security camera in which the
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United Kingdom so far invested several hundred million pounds. The terrorist bombings in London in
2005 in which 52 people were killed is used as an example for the confirmation of this assertion.

Britain, however, is not alone in mapping hotspots using CCTV security cameras. According to a study
by researchers RNCOS?/, around $ 23 billion (14 billion pounds) will globally be spent on video surveil-
lance by the end of 2014.

Some European countries plan to use a predictive analytics technology as an addition to the surveil-
lance system used to protect public safety. The central problem of the police of European Union countries
are difficulties in the effective analysis of material obtained by video surveillance.

The research project of the European Union Indect seeks to improve the way of analyzing already ex-
isting images obtained by video surveillance in order to identify security related events and behaviors. The
goal is to get the computer program to’sieve” (make selection) of a large amount of video images in real
time and to indicate the potential place of the crime. It could for instance, be the place where large public
gatherings are happening such as concerts or sports matches where potentially dangerous items may be
thrown from the audience.

Predictive analytics does not only save time but it saves money as well. In a time of austerity and budget
control (while crime is becoming increasingly sophisticated) crime prevention and the deployment of po-
lice officers in the city where criminal offences may be committed not only reduces the criminal rate, but
also the costs. Using predictive analytics, it is easier and more reliable to determine which type of interven-
tion will be required and in what place. In a word, it opens the possibility of planning instead of reacting,
and accordingly the optimal use of resources. The experience of countries where software of predictive
analytics is used by the police proved successful.

Memphis Police calculated that predictive analytics software on average annually costs less than $
400,000. The benefit is greater, considering that in the first four years they managed to reduce the crime
rate by 30% and regained investment annually by 863%.

FUTURE AND IMPORTANCE OF PREDICTIVE ANALYTICS

Acceptance of technologies that enable applying the concept of predictive analytics in the future will
become imperative because saving time can save lives and make the community safer for living. While the
previous way of combating crime was reduced to improve the ability of reactions to crime - a faster arrival
to the scene, following the clues in the investigation and arrest of suspects, today’s proactive approach to
crime is active. Police acts before an event even occurs. Examples of countries in the region, such as Slove-
nia and Croatia, show that instead of post-delict activities of analytical services, an increasingly important
role begins to perform pre - delict activity, in which the concept of predictive analytics up to this moment
is unsurpassed.

It is believed that predictive analytics will not be limited to the fight against crime, but will expand to
other areas of public safety, including fire, ambulance, police, education, health and social organizations.

ONE APPROACH TO THE PREDICTIVE ANALYTICS CONCEPT
IN THE MINISTRY OF INTERIOR OF THE REPUBLIC OF SERBIA

Mol is expecting intensive modernization in business during the next couple of years. This moderniza-
tion is impossible without modernization of IT software infrastructure. The current situation is such that
all available data and statistics are found in a wide variety of applications and memory locations. In order
to get information about security occurrence, it now requires hiring of a higher number of police officers
from various lines of work in the Ministry, and the data is being collected from different applications and
manual records.

Mol in its analysis and estimates relies on a few large sources of data, but each of them has independ-
ent business and data models. This fact points out the need to consolidate the mentioned models in one
common model, and then approaches the implementation of unified data warehouse (Data Warehouse -
DWH). According to Gartner, by 2020, 90% of organizations with more than 5,000 employees will in their
analytical services systematically analyze the content from the Internet, an especially social network, which
also stresses the need for a central DWH.

3/ British consulting company
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CONCEPT AND REQUIREMENTS FOR FUTURE SYSTEM

« Such DWH should be realized so that it is:

o Always available for search,

« Easy (understandable) for use and handling,

o Effective because it displays data transparently and meaningfully,
 Complete because it includes all data management,

 Complete because it includes more than 12 months of history (!) and more.
« Exact because it provides “a single version of the truth” regardless of the views and approach,
o Detailed because it contains all the levels of necessary details,

« Easy to expand by changing or adding new analyses,

« Easy to expand by adding the old / new IT systems,

o Independent of technologies, tools, approaches,

« Agile so it avoids waiting for the reports and analyses several hours / days....

The objectives of the concept are to promote and integrate a system of data processing and reporting
which contributes to the achievement of the strategic directions of the Ministry of Interior and the func-
tions of crime prevention. Furthermore, it is building a unified analytical database, with functions of ad hoc
reporting and applying of the principle of predictive analytics.

Data Warehouse through the transaction processes periodically or on-line in real time “pulls” the data
from the source database that already exist within the Mol such as, records on criminal offenders, records of
daily events, records from transport and traffic field, records of work in the field of public order and peace,
records of work in the field of fire and explosions, and many others. In addition, the DW environment
would include an internal database in Excel formats that exist in the records, and which are not being pro-
duced adequately, due to their complexity and inability to update cross data. In this manner with the “right”
and pooled data necessary for the functioning of software tools to model a system for predictive analytics
would be at disposal. Then all historical data and information would be found in one place what is actually
currently happening. Integrating these data, it is only possible to predict the occurrence in the future, which
is essentially based on the concept of predictive analytics.
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Figure 2 Graphics representing goal of modernization of business functions.

The modern solution consists of subsystems DWH, BI subsystems and subsystems for extracting and
manipulating data.
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Figure 3 Architecture of predictive analytics concept
Bearing in mind the function, human resource management and territorial dispersion, we have chosen
the following steps in introducing a central DWH:
1) Evaluation of modelling DWH,
2) Modelling DWH, which will include three to five most important sources of information,
3) The training of personnel for further work on the modelling and implementation of DWH,
4) Implementation of the first phase of DWH with support of selected partners during implementation,

5) Further expansion of the system by the centers of expertise that will be established during the first
phase of implementation,

6) Maintenance of the system to the fullest extent its own personnel capacity of the Center Expertise
In order to achieve quick visible results we decided to start and establish front-end systems for the pro-

duction of the results of the analytical work based on the so-called “BusinessInteligence” (BI) technologies
parallel with the DWH modelling.

BI platform that they use should have the following tools:
o A tool for creating predefined reports (statical reporting)

« A tool to create ad-hoc reports on multidimensional cubes that will be implemented in the DWH
system (ad-hoc reporting)

« OLAP analytics tool, which allows the processing of data to the level of basic dimensions of data
(individual data) and synthetics of such data to the highest level (OLAP analitycs, OLAP data
insight)

« A tool for free search data from the above mentioned multidimensional cubes in a manner similar
to web search engines (Google like search)

« A tool to create complex graphicly polished reports on key indicators of work, which include the
possibility of “WHAT IF” analysis (dashboard - example dashboard BOB])

Furthermore, in order to achieve the function of predictions based on the facts it is necessary to pur-
chase tools for predictive analysis of structured and unstructured data (data mining, predictive workbench).

Defining the same hardware infrastructure includes modernization of the central DataCenter, as well
as peripheral centers to access a central DataCenter through the purchase of server infrastructure, storage
systems and client side (desktop plus mobile access).
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Abstract: Alternative drug courts in the United States are designed as a form of state response to crim-
inal offenses committed by non-violent, drug-addicted offenders in order to expose them to a particular
treatment and rigorous judicial monitoring. The aim is to encourage them not to use drugs and not to
commit any other criminal offense. This kind of treatment leads to coordination and mutual cooperation
of prosecutors, defence attorneys, education providers, social services and drug courts themselves. In the
paper the authors analyze the organization, the way of functioning and the conditions that the offender
has to fulfil in order to participate in the treatment before drug court. Also, the authors analyze the results
obtained through the treatment before this kind of courts, related to repeated use of drugs by offenders and
their recidivism.

Keywords: alternative courts, drug, treatment, monitoring, recidivism.

INTRODUCTION

During the 1980s large-scale increase in drug-related arrests and prosecutions overloaded the criminal
justice system and prisons were overcrowded by drug offenders. Realizing the fact that imprisonment does
not break the cycle of drugs and crimes and that some kind of drug treatment is needed in order to reduce
drug abuse and criminal activity, many jurisdictions in the US have developed drug treatment courts to
process drug and alcohol addicted offenders.” Thus, drug courts emerged as a diversionary alternative to
traditional case processing due to frustration with ineffective law enforcement in the 1980s which was do-
ing little to break the cycle of drugs and crimes.

Drug courts originate from court initiative developed in Miami, Florida in 1989, and the idea was to in-
clude non-violent, drug-addicted offenders in court supervised drug treatment and rigorous judicial mon-
itoring.* Namely, in response to a crack epidemic, the jurists in Miami emphasized that something has to
be done in order to break the revolving relation between addiction and recidivism with the aim of reducing
drug use and drug-related crimes. The basic concept of drug courts means intense intervention by the court
in cooperation and coordination with an entire team including the defence, prosecution, treatment, educa-
tion and law enforcement.” In return for a promise of a reduced sentence, appropriate non-violent drug-ad-
dicted offenders are given a chance to enter voluntarily the court-supervised treatment. All conditions and
rules of the treatment are stated in contracts. As the results were very positive, the drug courts were estab-
lished all over the country.* Comparing with other methods that existed in justice system, it can be said
that the aim of the drug court model is less punitive and more healing and restorative in nature.” Namely,
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drug court system offers an integrated, systematic approach in dealing with a broad range of drug-using
offenders, because the emphasis is on using a team approach to negotiate win-win solutions for all parties.”

New York State led the nation in the expansion and institutionalization of drug courts into daily court
operation. Today, there are more than 2,800 drug courts in the United States, of which half are adult treat-
ment drug courts.” Drug courts have become also widespread in other countries such as Canada, the
United Kingdom, New Zealand, Australia, South Africa, Bermuda, Jamaica, etc.'

DRUG COURTS CONCEPT

In the traditional adversarial legal system defendants through their attorneys and the state through
prosecutors follow an objective set of rules. This means that defendant and the state represent and defend
their positions and interests through the proceedings and the outcome is determined by a neutral judge
who bases his judgment on the facts presented by the parties. On the other hand, drug treatment courts
are based on the understanding of physiological, psychological and behavioural realities of drug abuse.!' In
drug courts, while representing their clients, attorneys work within the structure of the drug treat-
ment court in order to achieve the optimal recovery plan. The whole process management is in the
hands of the judges, while prosecutors have got the right to exclude selected cases (‘high-risk’ offend-
ers, cases with high public interest, etc.) in order to protect public safety interest.'? At the same time,
defendants are considered to be accountable for participating in the treatment and complying with a
known set of rules. Most drug court treatments are based on the belief that treatment can be useful
and successful if the participant can somehow stay in the treatment and that the longer participant is
in the treatment, the chance of achieving a successful outcome is greater.”

It must be emphasized that drug courts are not separate courts but, rather, a special section within
court’s criminal division. Cases assigned to the drug court section are those involving non-violent defend-
ants charged with drug possession or related offences committed as a result of their drug use and/or addic-
tion." There are many kinds of drug courts. At first, drug courts were local courts for adult offenders with
illicit substance abuse problems, but in recent years many other kinds of drug courts were established, for
example, drug courts for juvenile offenders and offenders charged with driving while under the influence.”
Although there are different kinds of drug courts, most of them are designed to achieve two primary goals
- areduction in drug use and a reduction in criminal activity among drug-abused offenders."®

As noted, although drug treatment courts are not all the same, they share a number of common charac-
teristics. There are ten essential key components of the drug court model: 1. Drug courts integrate alcohol
and other drug treatment services with justice system case processing; 2. Using non-adversarial approach,
prosecution and defence counsel promote public safety while protecting participants’ due process rights;
3. Eligible participants are identified early and promptly placed within the drug court program; 4. Drug
courts provide access to a continuum of alcohol, drug and other related treatment and rehabilitation ser-
vices; 5. Abstinence is monitored by frequent alcohol and other drug testing; 6. A coordinated strategy
governs drug court responses to participants’ compliance; 7. Ongoing judicial interaction with each drug
court participant is essential; 8. Monitoring and evaluation measure the achievement of program goals and
gauge effectiveness; 9. Continuing interdisciplinary education promotes effective drug court planning, im-
plementation and operations; 10. Forging partnership among drug courts, public agencies and communi-
ty-based organizations generates local support and enhances drug court program effectiveness.'” Generally
speaking, in comparison with traditional court sections, drug court offenders: 1. Appear more frequently
in front of judges; 2. Are required to enter into an intensive treatment program; 3. Undergo frequent, ran-
dom urinalysis, undergo sanctions for failure to comply with program requirements; 4. Are encouraged to
become drug-free, develop vocational and other skills to promote re-entry into community.'®

8 J. Tauber, Development and Implementation of Drug Court Systems, National Drug Court Institute, 1999, p.1-3, available at: http://
ndcre.org/sites/default/files/mono2.systems.pdf, access: December 2014

9 Drug courts, US Department of Justice, available at: https://www.ncjrs.gov/pdffiles1/nij/238527.pdf, access: December 2014

10 O. Mitchell, D. B. Wilson, A. Eggers, D. L. MacKenzie, Assessing the effectiveness of drug courts on recidivism: A meta-analytic
review of traditional and non-traditional drug courts, Journal of Criminal Justice, no. 40, 2012, p. 61.

11 S.Turner etal, A decade of drug treatment court research, Substance use & misuse, vol. 37, no. 12-13, 2002, p. 1491

12 Ibid.

13 E. Piper Deschenes et al, Drug Courts, in: J. L. Sorensen et al, Drug abuse treatment through collaboration practice and research
partnership that work, 2000, p. 87, available at: http://psycnet.apa.org/books/10491/, Access: December 2014.

14 C.S. Cooper, Drug Courts: Current Issues and Future Perspectives, Substance use & misuse, vol. 38, no. 11-13, 2003, p. 1673.

15 O. Mitchell, D. B. Wilson, A. Eggers, D. L. MacKenzie, op.cit., p. 61.

16 C. Spohn, R.K. Piper, T. Martin, E. D. Frenzel, Drug Courts and Recidivism: The Results of an Evaluation Using Two Comparison
Groups and Multiple Indicators of Recidivism, Journal of Drug Issues, vol. 31, no. 149, 2001, p. 152.

17 D. B. Marlowe, Painting the Current Picture: A National Report on Drug Courts and Other Problem-Solving Court Programs
in the United States, National Drug Court Institute, 2011, p. 14-15., available at: http://ndci.org/sites/default/files/ndci/PCPII1_
web%5B1%5D.pdf, access: December 2014.

18 S. Turner et al, op.cit., p. 1492.
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SOME KINDS OF DRUG TREATMENT COURTS

Family Dependency Treatment Courts are program models designed for alcohol and other drug-abuse
parents. These courts include regular court hearings, intensive judicial monitoring, substance abuse treat-
ment, frequent drug testing, and rewards or sanctions related to treatment compliance. During the program
parents get clear messages about what they need to do in order to reunify with their children."”

Juvenile Drug Courts are courts for eligible alcohol and other drug-abuse offenders aged 10 to 18 years
who are charged with petty misdemeanour and felony offences. These courts are not designed for juveniles
who are merely experimenting with alcohol or other drugs. They do not accept violent offenders, sex of-
fenders or offenders involved in selling drugs for profit.*

Driving While Impaired (DWI) Courts are designed for repeat and/or high blood alcohol content of-
fenders charged with driving under the influence (DUI) or driving while impaired (DWI), in order to in-
clude them in substance abuse treatment and other condition of community supervision and refrain them
from further DWI behaviour.”!

Re-entry Drug Courts target alcohol and other drug-abuse parolees (probationers) or inmates condi-
tionally released from custody. They are designed as means by which offenders could be reintegrated into
communities after release from correctional facilities. Re-entry drug courts facilitate, monitor, supervise
and rehabilitate offenders after they are released and accepted back into the community.*

Campus Drug Courts are designed for alcohol and other drug-involved college students who are facing
exclusion.”

Veterans Treatment Courts work with local authorities with the aim to include offending veterans with
addiction and/or mental illness in treatment which means counselling, drug and alcohol programs, job
placement programs that contemplate veterans’ specific physical and emotional needs. These courts gener-
ally target non-violent offenders, but some of them accept violent offenders, too.**

DRUG COURTS TARGET POPULATION

Drug courts can differ with respect to their target populations, treatment methods and monitoring
process. Despite these differences, they target non-violent, drug-abusing offenders. With respect to target
population, treatment regimes are designed with three primary goals: first, the elimination of offenders’
physical dependence on drugs through a period of detoxification; second, treatment of psychological ‘crav-
ing for drugs’ through medication, individual and group counselling, or drug education programs; third,
drug courts seek to increase offenders’ educational levels and employment status.”®

One research showed that almost all drug courts are targeting individuals with at least moderate sub-
stance abuse and 90% indicate they are targeting the individuals diagnosed with severe substance use. This
includes the participants with alcohol dependency or the participants who use any chemical substance,
illegal or legal, including prescription drugs and inhalants. But, neither program deals with nicotine ad-
diction.”® Further, research showed that significantly more males than females take part in drug court pro-
grams; most drug court participants have been using drug for at least 10 years, or much longer; most used
multiple drugs, including alcohol; over one-third of participants do not have a high school degree and a
small percentage have postsecondary education; a significant number is unemployed or employed on a
sporadic basis.”

As target populations vary from country to country, we will mention only some of these solutions. In

Denver, Colorado, only ‘pure’ drug cases are assigned to the drug court, and the court handles felony drug
cases which include a broad spectrum of criminal activity - from possession of small amounts of illicit

19 B.L. Green et al, How Effective are Family Treatment Drug Courts? Outcomes from a Four-Site National Study, Child Maltreat,vol.
12, no. 43, 2007, p. 43-44, available at: http://cmx.sagepub.com/content/12/1/43.short, access: December 2014.

20 C.L. Asmus, D. E. Colombini, Juvenile Drug Courts, Springer New York, 2007, p. 263, available at: http://link springer.com/chap-
ter/10.1007/978-0-387-71433-2_18#page-2, access: December 2014.

21 D. B. Marlowe, Introductory Handbook for DWI Court Program Evaluations, The National Center for DWI Courts, 2010, p. 8,
available at: http://jpo.wrlc.org/bitstream/handle/11204/2119/3369.pdf?sequence=1, access: December 2014.

22 ]. Tauber, Reentry Drug Courts, National Drug Courts Institute, 1999, p. 1., available at: http://www.reentrycourtsolutions.com/
wp-content/uploads/2009/10/Reentrypdfl.pdf, access: December 2014.

23 D. B. Marlowe, Painting the..., p. 8.

24 J. M. Cavanaugh, Helping Those Who Serve: Veterans Treatment Court Foster Rehabilitation and Reduce Recidivism for Offending
Combat Veterans, New England Law Review, vol. 45, 2010, p. 465-466., available at: https://d3gqux9sl0z33u.cloudfront.net/AA/AT/
gambillingonjustice-com/downloads/206783/Cavanaugh.pdf, access: December 2014.

25 D. C. Gottfredson, M. Lyn Exum, op.cit., p. 339.

26 C.S. Cooper, op.cit., p. 1680-1681.

27 Ibid., p. 1688-1690.
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drugs by defendants with no prior felony record to large scale cases.”® The Hennepin County Drug Court in
Minneapolis, Minnesota, also targets all persons arrested on felony drug charges, except those who are also
charged with the felony ‘person’ crime or those who are on felony probation at the time of new felony drug
arrest. The drug court in San Bernardino County, California, targets all felony and misdemeanour drug
cases, including those with minor non-drug charges, but excluding persons who have prior prison record
or violent background.”

PROCEEDINGS BEFORE DRUG TREATMENT COURTS

Beside the mentioned differences, a generic description of drug court process looks as follows.

When a defendant is arrested for drug possession, the arrest is immediately followed by the review by
a prosecutor for drug court eligibility, based on the charge and the defendant’s past criminal history. In this
phase it is essential to carry out screening and assessment. Screening determines eligibility and appropri-
ateness for participation in drug court, while the assessment helps to identify specific types of services and
determines the intensity of treatment needed. Screening and assessment activities enable the court and the
treatment provider to become familiar with the participant, and also enable the participant to become fa-
miliar with the goals and expectations of the program.” Drug courts screening consists of justice system
screening — to decide if the potential participant meets the predetermined eligibility requirements re-
lated to criminal history, current charge(s), circumstances of the current offences, offences type and
severity, etc., and clinical screening — to determine if the potential participant has a substance abuse
problem that can be addressed by available treatment services, and if there are some other clinical
features, for example serious mental health disorders, that could interfere with an individuals in-
volvement in the treatment.’ In pre-trial drug court programs, justice system screening is usually in
jurisdiction of the prosecutor and pre-trial service or other drug court staff, while in post-conviction
programs justice system screening is usually conducted by the prosecutor and probation officer.”
When the justice system screening is completed, the clinical screening begins. After screening the
completion assessment follows if it is determined that the participant is detoxified and sober. The
purpose of the assessment is to develop a treatment plan and to decide the timing and application of
services and programs. Assessment is an ongoing process and must adapt continually to new issues
that arise and new information obtained during the treatment.”

If he is eligible, the defendant will be offered the option to enter the drug court. If the defendant is
interested, an expeditious appointment will be scheduled with the public defender, who will review the
defendant’s charges, explain the drug court program and merits of the process before drug courts with re-
gard to traditional proceeding.* Drug courts recognize that immediacy is a key factor of the treatment
process, because an arrest creates an immediate crisis for the substance abuser, and that is why the of-
tfender would be taken quickly before a judge.” If the defendant agrees to enter the drug court, he or
she will appear at the next drug court hearing, probably the following day, when the court judge will
again explain the drug court program to the defendant. If the defendant is still interested in entering
the program, he or she will sign a participation agreement (contract).*® The rules of participation are
defined clearly in the contract agreed upon by the defendant, the defendant’s attorney, the district
attorney and the court. When signing the contract, the defendant becomes a fully enrolled partici-
pant in the drug court program which lasts mostly from 12 to 18 months in duration, although some
participants may need more time to satisfy the conditions for program completion.”

On becoming a participant, during the period of participation, the defendant will be required to: at-
tend outpatient treatment 4-5 times per week during the first phase of the program, but this number will
decrease as he or she progresses; submit to random urine testing 2-3 times per week initially; attend indi-
vidual or group meeting 3-4 or more times per week; obtain a mentor in the community; and, the most

28 J. Tauber, Development..., p.11.

29 Ibid.

30 R.H.Peters, E. Peyton, Guideline for drug courts on screening and assessment, The Authors, 1998, p. 3-7., available at: http://treval-
uation.com/wp-content/uploads/2013/08/Drug-Court-Screening-and-Assessment-Guidlines.pdf, access: December 2014.

31 Ibid, p. 3.

32 Ibid.

33 Ibid, p.21

34 C.S. Cooper, op.cit., p. 1673.

35 P.E Hora, W. G. Schma, ]. T.A. Rosenthal, Therapeutic Jurisprudence and the Drug Treatment Court Movement: Revolutionizing the
Criminal Justice System s Response to Drug Abuse and Crime in America, Notre Dame Law Review, vol. 74, issue 2, 1999, p. 472-473,
available at: http://scholarship.law.nd.edu/cgi/viewcontent.cgi?article=1629&context=ndlr&sei-redir=1&referer=http%3A%2F%2F-
scholar.google.com%2Fscholar%3Fq%3Dcampus%2Bdrug%2Bcourts%26btnG%3D%26h1%3Dsr%26as_sdt%3D0%252C5#-
search=%22campus%20drug%20courts%22, access: December 2014.

36 C.S. Cooper, op.cit., p. 1673.

37 D.B. Marlowe, Painting the..., p. 7.
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important, appear at regular court hearings, often weekly initially.*® During the hearing the judge reviews
their progress in treatment and compliance with the program conditions. The main indicator of
the defendant’s improvement is usually his or her drug tests results and attendance at treatment
sessions.” Based on participants’ progress the judge may impose them some consequences. These
consequences may include rewards (e.g. verbal praise, reduced supervision, promotion to the next
phase, reduced frequency of court status hearing, reduced frequency of urinalysis, early termination
from the program, etc.), modification of the treatment plan (e.g. transfer to a more intensive model
of care - increased frequency of court hearings and urinalysis) and punitive sanctions (e.g. writing
assignments, community service, brief jail detention).” Each participant has a different treatment
plan according to his individual clinical needs. Besides substance abuse treatment, the services of-
ten include mental health treatment, family counselling, educational assistance, housing assistance.”
Drug treatment court understands that the return to drug use is an expected and accepted part of a
drug offender’s treatment process. So, instead of immediately revoking a drug offender’s probation
and putting him or her in jail for a positive urinalysis, judges will use ‘smart punishments’ - therapeu-
tic response to the behaviour of drug offenders.* If the defendant shows progress in the drug court
program, some additional requirements can be imposed, for example, to find a job, obtain a high
school degree, pay regular child support payments, etc.*® Generally speaking, the treatment includes
three to four phases — detoxification, stabilization, aftercare, and/or educational counselling.*

The treatment before the drug court can be finalized in two ways, depending on the fact whether the
defendant fulfilled all contract requirements or not. In order to graduate, participants must demonstrate
continuous abstinence from drugs and alcohol for a substantial period of time (often six months or longer),
satisfy treatment and supervision conditions, pay applicable fines or fees and complete community service
or make restitution to victims.** Participants who complete treatment through the drug court and comply
with the court orders could earn a dismissal of their charges or a reduction of sentence. Those who fail to
complete the program may have their charges reinstated by the court.* Generally, the sentence the defend-
ant receives after the termination is the same as if he had never been the participant in the drug court. Most
frequent reasons for unsuccessful termination of drug court participants are repetition of drug use, missed
court appearances, missed treatment appointments, recommendation of treatment provider, new arrest,
alcohol use, etc.”

ROLES OF SOME ACTORS BEFORE DRUG COURTS

A great number of actors in the drug court system increase the need for coordination and cooperation,
as well as team meetings and interdisciplinary education.

It can be noticed that the drug court is understood as a therapeutic program with the judge at the centre
leading the treatment process. The role of the judge serves to stimulate the treatment process into a more
powerful and accountable form of rehabilitation than previously available in the criminal justice system.
The drug court model incorporates a more proactive role for the judge, who in addition to presiding over
legal and procedural issues of the case, also functions as a reinforcer of positive client behaviour. Drug court
programs require the judges who understand the disease of addiction and drug abuse behaviour patterns.
Without the knowledge of addiction and the effects of drugs, the judges cannot act successfully and apply
the ‘smart punishment’ necessary to keep the offender on the path to recovery.* Through frequent court
hearings judges establish honest relationship with offenders, in order to become powerful motivators
for offenders’ rehabilitation. Without judicial leadership involving active monitoring of an offender’s
recovery, the drug treatment court would not work. The role of treatment providers is very important,
because they keep the court informed of each participant’s progress so the rewards and sanctions can
be provided.” Although the judge is the central figure in the program, most drug courts function
as a team in which prosecutors, defence attorneys and counsellors work together in order to help
offenders to recover and solve other problems related to family, work and finances.

38 C.S. Cooper, op.cit., p. 1676.
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40 D.B. Marlowe, Painting the..., p. 7.

41 Ibid.

42 P E Hora, W. G. Schma, ].T.A. Rosenthal, op.cit., p.469- 470.
43 C.S. Cooper, op.cit., p. 1677.

44 P E Hora, W. G. Schma, J.T.A. Rosenthal, op.cit,, p. 475.
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Drug court prosecutor also has to behave as a therapeutic team member, but he still enforces public
safety by ensuring that each candidate complies with all drug court requirements. This also means that the
prosecutor will not file additional charges against the offender who has fulfilled all the requirements. The
prosecutor has the most important role in judicial screening through determination of offender’s initial
eligibility.®

Defence counsel has an important role before drug courts. Defence counsel ensures that before entering
drug court program, the offender understands the requirements of the program, the nature of his legal
rights and the consequences of successful and unsuccessful termination of the program. During the screen-
ing process defence counsel reviews the defendants criminal history and estimates with the prosecutor
whether the defendant meets program requirements. Further, the defence attorney tries to ensure that the
defendant stays in the treatment program until graduation.”

In drug court process many substance user treatment services take part. Their role is to support drug
court programs by providing detoxification, counselling, drug education, therapy, medical screening, hous-
ing services, acupuncture, job training, educational development and other life skills. There are also public
health services for participants with possible infectious disease and other medical conditions, and services
for special populations related to participants who have mental health problems, female participants, preg-
nant or postpartum participants, foreign-speaking participants, victims of domestic violence, participants
dealing with childhood trauma, etc.*?

EFFECTIVENESS AND LIMITATIONS

In the literature it is stated that the effectiveness of drug courts is a product of more than two decades
of exhaustive scientific research. One research has shown that drug courts significantly reduce the use of
incarceration from a base rate of 50% to roughly 42% for jail, 38% for prison and 32% for overall incarcer-
ation. Positive side of this is that drug courts eliminate the experience of incarceration for many drug-in-
volved offenders.” A great number of research and meta-analysis® have shown that adult drug courts
are more effective than traditional community-based interventions at reducing the criminal activity
of drug-involved offenders. Most recent meta-analysis indicates that drug court participants have
lower recidivism than non-participants and the size of this effect varies by type of the drug court.
Considering adult drug courts, the average effect of participation is equivalent to a reduction in
general recidivism from 50% to approximately 38% (12% reduction) and reduction in drug-related
recidivism from 50% to approximately 37% (13% reduction). Also, these reductions in recidivism
preserve for at least three years after program entry.® The effects of DWI courts on recidivism are
similar to those of the adult drug courts. But, with respect to juvenile drug courts, it can be stated
that they have relatively small impact on recidivism. The average impact of juvenile drug court par-
ticipation is equivalent to a reduction in recidivism from 50% to approximately 43.5% (6.5% reduc-
tion).* Two factors have influence on this: 1. Juvenile drug courts generally target relatively high-risk
offenders, while other drug courts mostly exclude high-risk offenders; 2. Juvenile drug courts use less
demanding interventions than adult drug courts, for example, drug testing and courts hearings are
less frequent.””

Further, one of the important questions concerning drug courts is whether the costs of this type of pro-
gram are lower or higher than costs of the traditional criminal procedure? The answer is that drug courts
have also proven highly cost-effective. Some meta-analysis has shown that drug courts produce an average
of 2.21$ in direct benefits to the criminal justice system for every 1.00$ invested. Also, when they target
higher-risk offenders, the average return on investment was determined to be higher — 3.36$ for every 1.00$
invested. All these savings, which are enormously useful for criminal justice system, derive from reduced
re-arrests, law enforcement contacts, court hearings and use of jail or prison beds.”® Savings are also seen

50 Ibid., p. 477-479.

51 Ibid., p.479.

52 C.S. Cooper, op.cit., p. 1681-1683.

53 E. L. Sevigny, B. K. Fuleihan. E. V. Ferdik, Do drug courts reduce the use of incarceration?: A meta-analysis, Journal of Criminal
Justice, no. 41, 2013, p. 423.

54 ‘Meta-analysis is an advanced statistical procedure that yields a rigorous and conservative estimate of the average effects of an
intervention. Independent scientists systematically review the research literature, select only those studies that are scientifically defen-
sible according to standardized criteria, and statistically average the effects of the intervention across the good-quality studies, referred
to: D. B. Marlowe, Painting the..., p. 9, footnote

55 O. Mitchell, D. B. Wilson, A. Eggers, D. L. MacKenzie, op.cit., p. 69.
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57 Ibid.
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- 116 -



ALTERNATIVE DRUG COURTS IN THE UNITED STATES - FUNCTIONING, SCOPE AND LIMITATIONS

in the activity field of prosecutors and law enforcement agencies, particularly in regard to preparation time
and court appearance costs for attorneys and witnesses.”

There is a wide range of additional areas where drug court programs brought benefits including educa-
tional achievements, employment, the birth of drug-free babies and family unification.®

Before drug courts, problems are mostly related to conflicts between prosecutors and defence attorneys
about relapse or treatment compliance. Also, sometimes there are problems between treatment providers
and drug court judges or drug court staff. These problems come from different opinions on treatment de-
cisions, such as moving a client to the next treatment phase or response to poor treatment progress.' This
is also one of the situations where the role of the judge is crucial in resolving disputes and conflicts between
various drug courts actors. Also, problems are noted in the lack of a stable funding base for drug court ser-
vices and the lack of a cadre of judges willing to assume oversight of the program.®

CONCLUSION

Drug courts were developed in the US as consequence of the apprehension that in order to break the
cycle between drug abuse and crimes, the new approach, different from traditional court process, is need-
ed. The basic setting of drug courts is the effort to reduce drug-related crimes by placing drug offenders in
treatment. Namely; after a voluntary entrance in the drug court program, eligible non-violent addicted of-
fenders become part of a monitoring process which requires the coordination and cooperation among drug
court judges, prosecutors, defence attorneys, law enforcement, educational provider and many different
social services. All actors included in the treatment have to possess some knowledge about drug addiction
and to recognize it as a problem, because the aim is to help drug-abuse offenders to recover and quit their
criminal activities. As it was seen that drug courts can achieve this aim, because research showed that these
courts are effective in reducing the rate of recidivism, they spread all over the US.

Drug courts are based on the idea that rehabilitative treatment of drug-involved offenders will improve
their chances to recover and return into the society as law-abiding citizens. The rehabilitative treatment in-
cludes all-time monitoring, frequent court hearings, frequent drug tests, individual and team meetings, or
some special program, and all these methods are harmonized with individual condition and needs of each
participant. The result of fulfilment of all program requirements can be a dismissal of all charges against the
offender or a reduction of sentence.

Based on all these facts we can conclude that a constructive use of judicial authority together with reha-
bilitative treatment and involvement of many different services can contribute to the change of lives of those
who were drug-addicted for many years, reduce crimes and recidivism, and free judicial, prosecutorial and
public defence resources for adjudicating non-drug cases.
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Abstract: The evidence as a fact is always a change in the objective reality that is associated with the
crime, the perpetrator and the victim, which is detected and collected in a manner and in a form that is con-
sistent with the applicable criminal procedural regulations. The process of proving covers the procedural
actions taken by the court to form its own opinion on the existence of legally relevant facts that may affect
its decision. They are required for implementing the law and applying the law to the facts. The fact is that
fraction, fragment of reality as reflected in human consciousness and represents cognitive (gnoseological)
phenomenon. In criminal proceedings the facts should be interpreted based on the fair relationship that
exists between them and in their totality, not arbitrary and torn away from the system of crime.

Version represents one of many possible explanations (presumption, thought working assumptions and
ad hoc hypotheses) of the crime or event, and is imperative for successful discovery and proof of the crimes
and their perpetrators.

In this sense, through this paper first are elaborated theoretical aspects of evidence and proof, and then
the process of planning versions is emphasized through criminal activity in understanding the function of
objective truth and establish the relevant facts and evidence in criminal proceedings.

Keywords: criminal procedure, facts, evidences, clues, versions.

GENERAL NOTES

Criminality manifested through numerous and diverse manifestations, unfortunately, in modern con-
ditions of life represents one of the more serious social adverse events, trends and evil, which threatens the
vital human rights, freedom, social values and civilization progressive development in general.

In the whole complex of various organized preventive and repressive measures and actions taken by
the competent state bodies and institutions - law enforcement agencies, as well as subjective forces in the
fight against crime and its perpetrators, revealing has a central place. The discovery of the crimes and their
perpetrators, as a specific form of the search for truth in this area, should be in a function of social progress,
because it removes one part of the obstacles which legally/illegally occur in the whole set of social develop-
ment and progress, and therefore, it also enriches the freedom of human and the freedom of society as well*.

Basically, detecting crimes and their perpetrators in operational terms represents a process of human
knowing that consists in determining the facts, evidences, conditions, and circumstances that indicate and
confirm that some criminal offense was committed. That means that the perpetrator is revealed by facts
and evidences provided through criminal-trial proceedings, and after that he is brought to the judicial
authorities.

These relevant facts and circumstances that always exist in objective reality, whereby proving the ex-

istence of the crime and the offender, are subject to the study of the criminal procedural law, criminology,
criminalistics and many other scientific disciplines.

1 bmurgoski@yahoo.com; bmurgoski@fb.uklo.edu.mk

2 kbabanoski@gmail.com

3 vmurgoski@yahoo.com

4 Cmaceck, J., “OcTBapyBameTo Ha OIIITECTBEHATa CAMO3AIITITA KAKO e(DMKACeH MHCTPYMEHT BO OTKPUBAETO HA KPUBIYHNTE
JieIa ¥ HUBHITE CTOPUTEIN ¥ IPO6/IEMOT Ha JI0KasuTe U JOKaKyBambeTo , IIpaBHa MIIC/Ta — CIMCaHMe 3a IPABHY U OMIITECTBEHN
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Boris Murgoski, Kire Babanoski, Vladimir Murgoski

GENERAL DISCUSSION OF FACT, ACTUAL SITUATION,
EVIDENCE AND PROOF IN THE CRIMINAL PROCEDURE

For the term fact (lat. factum) in philosophical, methodological and criminal procedural literature,
there are still different and sometimes contradictory interpretations. In a broader philosophical sense, the
fact is experientially determined objectively existing relationship between objects. Thus, according to Bog-
dan Sheshic® fact is thought-sensory activity, determined objectively-real existence of a particular thing,
appearance, process, event, feature or relationship. In that sense, he succinctly writes: “We cannot conclude
any, even the simplest fact situation without or beyond the basic factors of cognitive process, and they are
sensuous activity and theory as thought part of the whole activity”. Vladimir Vodinelic® indicates that the
fact is that section, part, or fragment of the reality that human diverged from the system of the overall
relationship between conditions and events, reflecting into his own awareness. This means that any condi-
tion, event, occurrence, feature, become a fact, only when human perceived and treated it some meaning
(interpretation). Thus, the term fact underlines its dialectical contradiction: it indeed, exists as an objective
reality, but not complete and all. According to this, we can call the fact only that fragment of reality which is
reflected in human consciousness. Therefore, it is gnoseological term, which means contradictory unity of
objective and subjective. The fact is always a moment of realization, which directs towards the existing situ-
ation or event independent of human consciousness, but it becomes a fact even in the process of knowing.

According to the Dictionary of the Macedonian language’, the term fact means: 1) something that is
known to be true, that occurred, or exists: strong facts; the facts speak for themselves; the fact is that.
2) verified information or knowledge, 3) true, reality.

In this paper, in the first place, we are interested in the fact as a legal category and its determination in le-
gal, criminalistics and forensic context. So in terms of criminal procedural law and criminal procedure facts
are defined as phenomena that appear in reality, in which there are conditions for application of substantive
law for the application of criminal sanctions in some case and conditions of procedural law for performing
of criminal procedure and formal activities.® In terms of proof law, the term and the content of the facts
are identified with the notion of proof that means that the main court activity in criminal proceedings is
establishing of the actual situation according to the evidences (unless it is not unnecessarily) that needs to
match the (material) true. The fact situation is understood as complex, or a set of specific facts that must
be established in the criminal proceedings for the adoption of a final decision, or as a set of facts that are
directly based on the application of the material or formal criminal law in a certain criminal case.’ In the
literature it is defined as the entirety of the material-legal and procedural legally relevant facts.”®

The criminal proceeding, as any other litigation, seeks to determine the actual state of facts that are
important for specific criminal event and for establishing the truth of a certain quality (whether material,
absolute, real, objective or any other). In other words, only those facts are determined that are relevant to
the proceedings by the cognitive aspect. According to a criminal - process theory, criminology and crimi-
nalistics, as specific facts that must be established in this procedure are those who will give us the answer to
the following questions: 1. Was a crime committed in the concrete case?, 2. Is the person against whom it
is raised request for initiation of criminal proceedings the perpetrator of the crime?, 3. Is the person guilty
or not guilty for the offense he is charged?, 4. Whether in terms of substantive law criminal sanction can
be applied?"

Also, for the term of proof (also evidence, lat. probatio, argumentatio, ger. Beweis, fr. evidence) in the
criminal process literature, there have been personal discrepancies and inequality for a long time in the
labeling of its contents. It is emphasized that in the former practice existed identification of the terms proof
and fact.'” According to theoreticians (Markovi¢, Dimitrijevi¢, Milosevi¢, Stevanovi¢, Bejatovic, Ili¢, Modly,
Korajli¢, Krapac, Simonovi¢) of criminal and procedural law, evidence is defined as: a set of bases or expla-
nations which tells us about the veracity or reliability of certain important facts in the procedure; facts about
the truth or falseness of the disputed factual state; facts on the basis of which the existence or non-existence
of disputed legally relevant or other facts is determined which are identified in a criminal procedure; facts
on the basis of which the relevant authority determines the existence or non-existence of facts whose iden-
tification in the criminal procedure is necessary; every form which speaks in favour of the authenticity of

5 More of this in: Sheshic, B., Logika, Beograd, 1962, p. 620, Illeumx, b., Omura merogonoruja, Hayuna kesura, Beorpag, 1974, p.
273, IpaiikoBuk, [I., Metonornoruja Ha McTpaxkyBarbe Ha GesbegHocHuTe 10jasu, CKorje, 1984, p. 77

6 Bommmemuk, B., KpumnnamicTiika, oTKpuBame I JokaxyBame, Tom-1, Ckorje, 1985, pp. 110-125

7 Myprocky, 3., PeqHrK Ha MaKefJOHCKIOT jasuk, Putonomikn paxysret, Ckomje, 2005, p. 863

8 Bayer, V., Kazneno procesno pravo — odbrana poglavlja, Knjiga I, Uvod u teoriju kaznenog procesnog prava, Ministarstvo
unutarnjih poslova Republike Hrvatske, Zagreb, 1955, p. 165

9 Grubisa, M., Cinjeni¢no stanje u kriviécnom postupku, Informator, Zagreb, 1980, p. 1-4

10 Krapac, D., Kazneno procesno pravo, Prva knjiga: Institucije, Narodne novine, Zagreb, 2003, p. 304

11 Sijerci¢-Coli¢, H., Krivi¢no procesno pravo, Knjiga 1, Krivi¢no-procesni subjekti i krivi¢no procesne radnje, Pravni fakultet Uni-
verziteta u Sarajevu, Sarajevo, 2005, p. 257

12 Grubi$a, M., Cinjeni¢no stanje u krivi¢nom postupku, 1980, p. 2
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an important fact in the procedure; it is criminal law relevant information contained in persons and objects,
which is obtained in the process prescribed manner with the use of process allocations; it is a source of
information on important facts which in criminal proceedings cannot be determined by personal observa-
tion, so the processes body refers to its determination to bring the contents of the statement of the persons,
technical documents or photos with a locking of the existence or non-existence of fact; proof represents
found, relevant link between the processes that directly or indirectly affect the occurrence of the crime,
traces, objects and people. Finally, evidence in criminal proceedings is nothing but such a change in the
criminal event and its relics (objects and traces of criminal procedure) that show as the criminal-relevant,
and therefore it is necessary to notice that change in particular, but not such later change, which has no
meaning and can not be proof®.

In criminalistics theory it is stressed that evidence represents an identified, established, relevant relation
between the processes, which directly or indirectly influenced the occurrence of the crime, the traces, the
objects and the persons. Seen from gnoseological aspect, evidence refers to all the changes in the environ-
ment of the preparation, commission, concealment and enjoyment of the fruits of the crime, which are in
relevant relationship with the act.™

All stated before are different definitions of the so-called intermediaries in the determination of the
facts in the criminal proceedings, therefore, evidence. As the evidence in criminal proceedings are consid-
ered: statement of the suspect or defendant, witness testimony and the testimony of the expert for the facts
set out in the criminal proceedings, and then the documents and photos obtained by technical registration
containing facts as determined in criminal proceedings."®

Evidence is comprised of two elements: probative basis and probative media. Probative basis (pro-
bation, argumentum, reason), is an already known, identified fact on the basis of which is deter-
mined the veracity of the other fact which is about to be determined in the specific case and which is
an object of proof's; Probative media (media probandi, instrumentum) are sources from which during
the criminal procedure data or facts are collected which are considered as probative basis". Probative
media are actually forms which contain probative bases.

According to Vodineli¢'® “evidence tool” is a term that is different from the term “source of evidence”
For example, crime scene investigation (insight) is the source of any evidence or proof, because with the
crime scene investigation is not proven anything, but only with its results. It is not difficult to agree with
the previous statement that insight really proves nothing, but with its results directly or indirectly is proved
facts. It is a process form to ensure that samples of some traces from the place of occurrence of the crime
as possible source evidence (and thus the information they provide) are found, collected and provided in a
legal manner and in proper procedure be admissible in any subsequent proceedings as evidence. Similarly
is the case with testimony. A person can have a significantly wider range of relevant information in respect
of the offense, and in terms of the perpetrator or all circumstances relating to the criminal event and as such
they are of great importance for the criminal proceedings. But such information, although very valuable
for trial and adoption of correct judicial decisions, is not important to the proceedings, if it is not put in
adequate formal context, in other words, when such person is called in the proceedings as a witness. Thus
as a result of the application of adequate standards for interrogation of a witness provided in the criminal
procedural law, is a statement of a witness and with that something is proved.

In this sense, the insight and questioning of the witness are essentially only ways of getting evidence,
and they are some kind of means of proving. It should be borne in mind that the insight as was mentioned
ahead despite the fact it represents one of the ways to gather evidence for the criminal proceedings and the
kind of immediate-personal observation of the subjects of the criminal proceedings. So, the process activity
that allows the subjects of the criminal proceedings knowing the relevant facts for the criminal proceedings
based on their own observations.

With reference to the above said, it is emphasized that the court can collect, obtain or verify evidence.
This can sometimes be carried out by other subjects as well, but only the court can present the evidence.
The court should be convinced that the facts are true, based on some bases which correspond to the laws of
reasoning. The reliability of a certain fact which should be proven is determined by the court on the basis of
other already proven facts or the facts which are related to the fact which is to be proven.'” Taking into con-
sideration the fact that numerous physical evidence are obtained by using all contemporary methods

13 Vodineli¢, V,, Kriminalistika, Savremena administracija, Beograd, 1984, p. 62

14 ibid., p.293

15 Bayer, V., Kazneno procesno pravo — odbrana poglavlja, Knjiga I, Uvod u teoriju kaznenog procesnog prava, Ministarstvo unu-
tarnjih poslova Republike Hrvatske, Zagreb, 1955, p. 177

16 MapuHa, I1., Maroscku, H., Kasneno mpaso, 1972, p. 190

17 Maroscku, H., By>xaposcka, I, Kanajimes, I, KasueHo-nporjecHo nipaso, [Ipasen ¢akynrer — Jycrunnjau [Ipsu, Ckorje,
2009, p. 184

18 B(I))HMHean, B., KpumyHanicTyka, OTKpiBame 11 JOKaKyBarbe, TEOPETCKI U MPAKTUYHI KPYMIHAIVICTIYKY ¥ OKA3HI TPO-
6remu, Tom 2, Ilentap 3a o6pasoBaHue Ha Kazipyt 3a 6e30€JHOCT U OIIITeCTBeHa camosalrnTa, Ckorje, 1985, p. 1099

19 Maroscku, H., By>xaposcka, I, Kanajines, I, Kasneno-mporecno npaso, pp. 190-198
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and techniques of fundamental and applied sciences, these types of evidence are often referred to as
scientific evidence.

The process of proof encompasses the actions taken by the court for forming its belief about the exist-
ence or non-existence of facts which can affect its decision. The court’s action consists of identification of
facts necessary for the application of the law and the application of the law on relevant facts whose veracity
is proven. The process of proof encompasses all facts that the court considers important for making a prop-
er judgment (art. 314, par. 2, Law on Criminal Procedure).

VERSIONS AND PLANNING THE INVESTIGATIVE
AND CRIMINAL PROCEDURE

Criminal procedure (lat. processus criminalis, fra. procedure penale, ger. Strafprozess, ital. procedura pe-
nale) represents a set of procedural actions taken by procedural subjects in case of reasonable doubt that a
particular person has committed a certain crime®. As a complex and dynamic process, in the criminal
proceedings the procedural actions are undertaken in a manner specified in the Code of Criminal
Procedure (CCP)?, by the authorized entity and only if the prescribed conditions are fulfilled. In addition,
in the criminal procedure a number and variety of procedural actions are taken between which there is
mutual connection and continuity. Criminal procedure in the Republic of Macedonia consists of the fol-
lowing stages which are linked to each other and constitute a systematic whole: 1) pre-trial (investigation);
2) accusation (indictment and evaluation of the indictment); 3) trial and judgment, and 4) procedure for
legal remedies.

Pre-trial procedure is the first stadium and the initial stage of the procedure that is undertaken with
the aim to provide material to the Public prosecutor to assess whether the reasonable grounds to suspect
as initial knowledge transferred in reasonable doubt as a higher degree of suspicion based on collected
evidence that suggests conclusion that a person has committed a crime. The Public prosecutor after that
will submit to the court act for starting the process of accusation and trial. This procedure is still appointed
as criminalistics proceedings or police investigations. It essentially is realized through the process of crim-
inalistics-operational activity (within the systematic activities through criminalistics control and criminal-
istics processing), by the competent authorities from the Ministry of interior and judicial police. Its object
consists of: detecting crime; finding the perpetrator; discovering and securing traces of the crime and the
objects that can be used as evidence; collecting all information that could be used for successtul procedure,
as well as taking certain investigative actions for which there is a danger of delay. From a procedural point
for commencement of pre-trial procedure there is not a rule for adopting any formal decision. As a reason
for starting a pre-trial procedure is the moment when the Public prosecutor and the judicial police will
hear that some crime is committed by direct observation, rumours or crime report (art. 272 CCP). That
is initial information and signals at the level of reasonable grounds to suspect (clues) as the lowest degree
of probability that alert for a crime and its perpetrator. In that sense, the reasonable grounds to suspect are
findings which on the basis of criminalistics knowledge and experience may be considered as evidence of
acrime (art. 21 p. 14 of the CCP).

The investigative procedure is the other stadium of the first stage in the procedure that is initiated
against a person whenever is a reasonable doubt that he committed a crime that is prosecuted ex officio
or upon the proposal (art. 291 par. 1 CCP). Reasonable doubt is a higher degree of suspicion based on
collected evidence pointing to the conclusion that a person has committed a crime (art. 21 p. 15 CCP). The
process of investigation is conducted by the Public prosecutor, who gives instructions to the judicial police.
As part of the investigation is gathering evidence and information which needs to the Public prosecutor for
taking decision whether to press charges or drop the criminal charges. During the investigation the Public
prosecutor is obliged to collect evidence which is against and in favour of the suspect.

The main subject of the criminal procedure in research terms is the thesis that in the procedure should
be clarified. This is achieved through research and exposure which achieves the purpose of criminal proce-
dure - true for the subject of the criminal procedure as a research problem. Criminalistics actions include
things which are not directly aimed at the research problem, but are related to procedure. Criminalistics re-
search includes examination of the factual circumstances in three main interrelated objectives: the offense,
the blame and the punishment (sanction).”?

Regardless of possible specifications, each crime scene processing contents: securing the crime scene,
collecting information on the place of the criminal event, insight and making a record. Activity outside the

20 ibid, p. 16
21 Official Gazette of the Republic of Macedonia nr. 150/10, 51/11, 100/12
22 Pavisi¢, B, Uvod u kriminalistiku, Zagreb, 2002, p. 47
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place of the criminal event, which refers to the questioning the witnesses or suspects, examinations in labs
and similar procedures, also belongs to the broader concept of criminal processing.

Generally, the term version means one of many possible interpretations (explanations, assumptions,
hypotheses, variants) of one case, event, or occurrence in the real world. From the criminalistics aspect
observed, however, such a plurality of variants of possible explanations or assumptions will be directed on
the interpretation of any criminal event that according to the actual situation points to the possible existence
of a crime. Through planning and checking versions, as a kind of special method or tactical means for es-
tablishing the truth in operational activity and criminal proceedings is expected to discover and clarify the
important features of the criminal event.® If these characteristics indicate a crime and its perpetrator
(mostly unknown in the beginning of the procedure), the discovery and proof of the crime and the
phenomenal form of the method of its execution go through the process of planning all feasible gen-
eral (typical), special versions by the activity in the crime, that through assessment and verification,
through their gradual exclusion or elimination, leading to detection and cleanup of the agents and
other relevant facts and circumstances that contributed to the preparation, performance and con-
cealment (masking, staging) of a criminal attack. “Ideally request is from all set and tested versions,
at least one to match the reality of the criminal event. By eliminating all but one version would have
to obtain a high probability that this one remaining version corresponds to the reality of the criminal
event”

Planning, checking and general operation with criminalistics versions in searching for objective
truth through clarification of the relationship of facts of the criminal event has significant criminal
practical significance for each of the methods of detection, evidence and clarification of any group
of crimes.”

Versions as probable, uncertain, presumptive forms of knowledge based on hitherto insufficiently clari-
fied criminalistics and criminal procedural information and explanations or interpretations of known facts.
Their study in criminal literature in the West is totally neglected, while in the eastern criminal theory some
authors retain the issue, stressing the role of the development versions of heuristic criminalistics. All of
them?, with similar or different approach, determine the essence of the concept of the version in criminal-
istics science such as hypothesis; a special type of hypothesis; assumption of the investigative judge; working
hypothesis; explained lock or guessing, etc., emphasizing its logical and psychological component.

Based on inductive-deductive method or by analogy as typical logical means, starting from the collect-
ed initial clues for the alleged crime that looms from the system-structural integrity of the criminal event,
at the same time, relying on basic and initial facts for the possible perpetrator, criminalist still in the initial
stage of the procedure creates mental structures as for the whole of the criminal event, also for the certain
parts (for one or a group of reasonable doubt or circumstances). In addition, such a logical conclusion and
interpreting he directly builds on his own criminal experience and on the basic rules and settings of crim-
inalistics science, as well as those sciences and scientific disciplines with that it (criminalistics) is closely
related and for its goals used, adjusts and improves their academic achievements (criminal law, chemistry,
physics, forensic psychology and psychopathology, forensic and other).

The discovery, evidence, clarifying and preventing crime is based on the planned takeover and use
of general criminalistics rules, tools and methods tailored to the specific requirements of each individ-
ual criminalistics methodology, which covers individual groups of crimes related by similar methods of
committing.”” Otherwise, these groups of crimes whose criminal characteristics determine the nature and
substance of any criminal methodology, often do not match the criminal legal classifications of crimes.

From the moment of knowing for the existence of a possible crime or possible potential perpetrator (or
together for both criminal-tactical situations), through the final clarification of the criminal event which
indicates the existence of a crime and its particular phenomenal form, until the determination of the com-
mitted crime and its perpetrator, the search for truth in the discovery phase, as well as while the prosecution
and adjudication must be conceptualized and lead the way in order to achieve the purpose of pre-trial and
trial procedure. This will be achieved if the criminal procedure from its start is based on a methodical and
systematic planning.

The investigation is the only process where one thing results from another. The high quality of the detec-
tion and the examination of evidence necessary for clarifying the crimes and finding the perpetrator is only
possible when unity of the investigative procedure — expediency of the procedure is achieved. The detection
process in the prior (pre-trial) procedure and criminal procedure is actually a systematic and fundamental
approach in discovering latent and potential information and their decoding (deciphering).

23 CumoHOBUK, b., Kpnmmuamictnka, Kparyjesar, 2012, pp. 57-63

24 Bopmunenmx, B., KpuMunamicTuka, OTKpuBabe 1 JOKaXXyBambe, p. 182

25 Amnrenecku, M., Kpuvnnamicriraku reopun, Cxomje, 2014, pp. 28-36

26 P.C.DBenkun, A. A. Crapuenxo, A. J. Bun6epr, P. K. Paxynos, A. H. Bacunes, T. H. Mygjyrun, H. A. Jaky6osuy, B. E. Illepe6xun,
J. M. Jlysrum, B. J. Tep6uios, A. H. Konecunuaenko, A. M. Jlapum, I. B. Apuyescku, T. H. Aniekcanapos u fip.

27 Awnrenecku, M., Kpumunamctuaku Teopu, pp. 24-27
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The success of the fulfilment of the investigation plan depends considerably on its timely preparation, as
well as the elasticity in the process of its implementation, i.e. timely introduction of changes in the plan. The
basic task of every crime scene investigation plan, as a thinking and creative process, given its specificity in
every concrete criminal case, actually consists of the following coherent elements: 1) identifying the scope
of circumstances and facts which have to be discovered, clarified and proven (in accordance with the main
issues of criminalistics — the object of proof; 2) identifying versions of the main issues of criminalistics; 3)
identifying and defining operative-tactical measures and investigative actions which should be taken for
determining criminal-legal relevant facts; 4) identifying the sequence and timing of operational and tacti-
cal measures and investigative actions; and 5) prior evaluation of the collected evidence and reflection on
the circumstances which are discovered and determined, and the ones which still need to be discovered,
investigated and clarified.*®

Setting up the plan begins by comparing all discovered and caused facts (of material and personal
nature), which are identified during the first intervention, and developing such versions (hypotheses,
working assumptions, presumptions), which should be based on actual (objective) and verified facts.
The versions are marked as one of the possible interpretations of a particular event and their number
and diversity (plurality) is an important element of the notion itself, and they actually represent a
kind of an “embryo” of the system of general and specific versions. In the course of the overall inves-
tigation, the general versions are assumptions about the object of proof (thema probandi), the other
versions are versions about the subject (subjective side - component) and the object (objective side -
component) of the crime, while the specific/special versions are assumptions (hypotheses) about the
probative facts. Namely, in the whole system of all established versions - general versions play the role of a
kind of “armature” (for example, general version about accusation - culpability, general version about de-
fence — innocence). Assumptions about direct and indirect evidence which are called special versions need
to be in accordance with the object of proof (general versions). The versions about the subject of the crime
(who committed the crime?), the subjective side of the crime (commission with intent or out of negligence
— what happened?), the motive for the crime - why?), the object of the crime (when or what?), the objective
side of the crime (the manner and the method of commission - how? using what?) as well as the way of hid-
ing the crime, have the task of being a kind of a binding tissue between general and specific/special versions.

In criminalistics and tactical action (through full application of the three methods: system of accu-
mulation of evidence, method of defunding - in relation with negative facts and method of elimination
- exclusion), the relationship between indications and direct evidence is established, above all, when they,
each for itself and all together, complement each other in reaching the conclusion, i.e. they either confirm or
eliminate a specific version (hypothesis) while, independent of each other, point out to the same fact (object
of proof — thema probandi). The object of proof is the key fact through which all indications and direct ev-
idence are mutually interrelated. For instance, the fire and the smoke after electricity short-cut are not in a
mutual direct relationship, but through their common cause (reason) - the short-cut, as two consequences
from the same cause. Or, the threat and the escape are mutually related as rings of the single system of the
crime, but only when that specific person really committed the crime. The process of unifying the evidence
is referred to as a complex of accumulation of evidence.”

One object, if taken in isolation, per se, does not have the quality of evidence, and in order to be consid-
ered as relevant evidence it is necessary to take into consideration the following two elements:

1) For an object to be considered as physical evidence, it is necessary to identify its relation to the crime
or to the perpetrator and the victim. Only then can such an object serve as evidence. Therefore, in
finding such objects it is necessary to make a written record of them, in a manner prescribed by the
Law on criminal procedure, to collect and describe the object, the place where it was found and its
relation to the specific case;

2) It should be taken into consideration that all things/objects change, which implies that their qual-
ity also changes. In such cases measures should necessarily be taken to obtain that object/thing as
evidence, and to take all necessary conservation measures. But, there are objects which cannot be
conserved and kept in their initial state. In such cases, the objects should be described in detail, pho-
tographed, sketched, or provided as evidence in some other adequate way. We think that physical
evidence should not be viewed as probative media which has advantage (prevalence) and greater
probative value compared to other evidence. In our legal system there is no such thing as classifi-
cation of evidence according to their probative value, but all the evidence is approached with equal
attention by the court and is appropriately evaluated.

28 Bopunenux, B., KpumunamicTika, OTKp1Babe 1 JOKaKyBatbe, pp. 29-38; Aurenecku, M., Kpumunamicriraky reopun, Ckorje,
2014, pp. 28-33; Myprockn, b., KpumuHamicTtidka o6paborka Ha coobpakajuure Hecpekn, lopmiank va Qakynreror 3a 6e36er-
Hocr, Ckomje, 2009, pp. 53-58

29 Bopunenuk, B., KpuMunamicTuka, OTKpuBame U JOKaXyBaibe, pp. 191-194
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DETECTION, COLLECTION AND ROLE OF PHYSICAL EVIDENCE

Detection, collection and provision of physical evidence are carried out according to the general views
on the burden of proof, but there are also certain specificities. Physical evidence may be given by the parties
themselves, and also by third parties, but it is specific that in practice they are often revealed by the court
or law enforcement ofticers. If physical evidence is not disclosed voluntarily, the court and the law enforce-
ment organs are obliged to obtain them by force, namely, via crime scene inspection, searches, physical
searches of persons and the application of appropriate methods and instruments in criminalistics technique
— forensics. Fixation of the situation as it was established at the crime scene is carried out with the appli-
cation of the verbal method, the method of photographing and video recording, memo-graphical method
and the method of picking up objects and traces from the crime scene for further processing — carrying out
the analysis. The basic precondition for a successful crime scene investigation is the engagement of profes-
sionals with appropriate technique for carrying out the investigation. The quality of the investigation which
is carried out depends on several factors, among which, we will single out the following: the level of training
and competence of the members of the investigative team (various profiles of experts), meteorological con-
ditions, security of the crime scene, and also the equipment of the investigative team (how sophisticated it
is, its quality, adequacy etc.).

The advancement of technology enables availability of advanced possibilities for fast collection of a
great amount of data, which were not available in the past, and which can be used by analysts in the analysis
of events in the court procedure. With the application of contemporary devices possibilities are created for
forming a multimedia investigative documentation with a great scope of information and possibilities for
carrying out a greater number of further analyses, which should lead to better analyses and a great number
of evidence. Fixation of the crime scene in the virtual world makes it easier to reconstruct to crime scene, to
check the statements of eye-witnesses and to test the hypotheses of the event.*

Provision of physical evidence in the procedure is carried out with specific procedural actions,
such as: inspection, reconstruction, expertise and recognition of persons and objects. These actions
help in the collection of the data which are provided by the physical evidence for clarification of important
facts in the criminal case. The probative value of physical evidence in the criminal procedure is evaluated
on the grounds of the general rules for evidence evaluation. However, generally speaking, in addition to the
value of this evidence, also called as “mute witnesses of the crime act’} it can be stressed that they themselves
are objective and unbiased.

STANDARDIZATION OF THE PROCEDURE FOR THE
PROVISION OF EXPERT ANALYSIS MATERIAL
AND THE PROCESS OF EXPERT ANALYSIS

For an object to serve as evidence, it should necessarily be preserved and kept intact (uncontaminated)
and adequately transported. In the course of the criminal investigation the evidence substance should not
be changed, the place where the evidence was found should be precisely recorded, as well as its relation with
the object of proof.

1) Standardization of the procedure for obtaining the material® for expert analysis refers to the opti-
mization of the procedure with physical traces during: securing the crime scene, carrying out
on-spot inspection, collecting physical traces from the spot for further lab processing (expert
analysis), packaging, transportation and keeping, as well as collecting materials for compara-
tive expert analysis. When doing this, the following should be defined: the qualifications of the
forensic expert for conducting inspection, the necessary equipment with adequate documents
proving the equipment’s functionality, the procedures for acting at the crime scene related to
the situation found at the scene and the fixation of the traces found there, the procedure for
writing the adequate documents (records, reports, crime scene reports etc.) the procedure
regarding the packaging and keeping the traces during the transportation to the forensic lab-
oratories, as well as the lab equipment with appropriate documents proving the equipment’s
functionality and the required qualifications of the persons, procedures relating to the conduct
of the persons when dealing with the submitted samples and the equipment, application of
adequate methods for investigation and interpretation, and the form in which the results will
be presented.

30 Lipovac, K., Bjelovuk, I, Nesi¢, M., Zbornik radova, Pravo i forenzika u kriminalistici, Kragujevac, 2010, p. 36
31 Zarkovi¢, M., Bjelovuk, I, Nesi¢, M., Zbornik radova, Suzbijanje kriminaliteta i evropske integracije, Kriminalisticko policijska
akademija, Beograd, 2010, p. 242
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2) Standardization of the procedure for expert analysis refers to standards for keeping the ma-
terial subjected to expert analysis in laboratory conditions - the places where the analysis is
carried out, standardization of the methods which are used in specific types of expert analysis,
standardization of the form of presenting the results of the expert analysis process (documen-
tation about the completed analysis should contain a written part which consists of introduc-
tion, findings and opinion, and also appropriate annexes in the form of photographs, sketches,
calculations, diagnosis, schemes etc.), and standardization of the ways of presenting the results
from the expert analysis before the court.

3) Talking about the procedure with physical traces taken from the crime scene to the laborato-
ries for expert analysis, the following standards are particularly important: before and after
unpacking the parcel where the specimen are transported, the delivered materials are pho-
tographed (special care should be taken that the parcels are unpacked on a clean lab table so
that the traces do not get contaminated); after completing the processing of the traces, the
remaining part is taken back to its original package (the material which is submitted for expert
analysis should never be wasted in its entirety); care should be taken that the traces taken for
expert analysis which refer to different court cases are processed, so as not to make uninten-
tional errors and mix the findings and opinions referring to different expert analyses.

CONCLUDING REMARKS

The fact is always a moment of realization, which directs towards the existing situation or event and is
independent of human consciousness, but it becomes a fact even in the process of knowing. Proof repre-
sents established, found, relevant link between the processes that directly or indirectly affects the occur-
rence of the crime, traces, objects and people. From gnoseological aspect, evidence posing any changes in
the field of preparing, executing, concealment and enjoying the fruits of the crime, which are relevant in
connection with the crime.

In the course of the criminalistics and forensic processing of the crime scene by authorized and com-
petent persons and investigative teams, it is necessary to fundamentally and thoroughly investigate and
provide all relevant facts and evidence, and to transfer them to forensic labs for adequate expert analysis
in accordance with the stated standards. During the investigation information should also be obtained
about all specific conditions and circumstances which contributed to the occurrence of the crime through
criminalistics and victimological analysis (relationship: perpetrator-victim). This should be accompanied
by equally attentive and careful investigation of all facts, circumstances and evidence, both in favor of the
defence and the prosecution.

In building the evidence during the pre-investigative and criminal procedure, we think that the only
correct strategic principle, whenever necessary, is to turn towards combined evidence, which consists of per-
sonal and real (physical), direct and indirect evidence. By doing so, individual types of evidence mutually
complement, assess, prove or contradict each other. Thus, the worth of the combined evidence is naturally
equal to the importance of its elements.

During the investigation, apart from positive facts and circumstances, equal attention should be paid to
the so called negative “facts”, which mean not only absence of something, but also existing traces and objects
from the crime, if they contradict the usual course of the event.

In the future, we think that it is necessary to apply an interdisciplinary and coordinated approach in the
investigation of crime events for the prevention of crime, with constant use of contemporary methods and
investigation techniques. Within this context we advocate a dully continuation and intensification of a con-
temporary and continuous process of trainings in the area of forensics for competent organs and subjects.
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ORGANIZED ENVIRONMENTAL CRIME!

Tatjana Bugarski’
University of Novi Sad, Faculty of Law

INTRODUCTORY NOTES

The term organized crime is nowadays considered to be generally known and is used in everyday life
not only in the academic and professional framework, but also among the general public, whereby there is
no unique definition of it. In a way that is understandable because it is a dynamic category, as indeed society
itself is, susceptible to constant changes. Therefore, it is difficult to give a universal definition of organized
crime, a definition which would be neither too restrictive nor too extensive, and yet it is a necessary pre-
condition for the fight against it. Today is considered to be no longer adequate the approach of defining the
concept of organized crime as a special manifestation of the crime, but it is better viewed as a continuum
in which certain forms of serious crime are more organized than others.* Organized criminal groups are
continually searching for new sources of illegal income i.e. for new illegal activities, which will enable them
to quickly acquire extremely high profits and power. In that sense, organized criminal groups have shown
special interest in the environment in the past few decades. As the totality of natural and man-made values
and their mutual relations, the environment is in its entirety in the spotlight of the attention of the general,
professional and academic world, and is subject of regulation of a number of regulations at the national
and international level. The most severe forms of threats to the environment represent criminal offenses.
Environmental crime is a complex, growing activity which is “(...) often transnational in nature and involves
organized crime activities such as trafficking in natural resources, the illegal trade in wildlife, illegal, unreg-
ulated and unreported fishing and illegal exploitation of and trafficking in minerals and precious stones.
The most prominent environmental crimes featuring the involvement of organized crime in the EU are the
trafficking in illicit waste and the trafficking in endangered species.®

Yet, the great danger arising from the organized environmental crime has been pointed out during the
nineties of the last century. For example, in 1998 at the G8 Summit in Birmingham “(...) stressed the impor-
tance of joint law enforcement action against organized environmental crime in order to protect the global
environment, the health and livelihoods of people in developed and developing countries alike and last but
not least to enforce multilateral environmental agreements.“

Organized environmental crime is in the scientific and professional literature considered in three ways.
The majority opinion is that it is a type of economic crime, the second standpoint considers this type of
crime as a phenomenon per se, and according to the third standpoint, it is an intersectoral form of crime -
professional, environmental and economic. 7 Organized environmental crime represents the security risk.?
These phenomena fuel corruption and money-laundering, and undermine the rule of law, ultimately af-
fecting the public twice: first, by putting at risk citizens’ health and safety; and second, by diverting resources
that would otherwise be allocated to services other than crime.’ This danger may be included in the fact

1 This paperwork is a result of a research on the Project “Biosensing technology and global system for continuous research and
integrated management of ecosystems’, the number 43002 in 2014.. Funds for realization of this Project are provided by the Ministry
of Education and Science of Republic of Serbia.

2 tbugarski@pf.uns.ac.rs

3 European Parliament, Directorate general for Internal Policies, How does organized crime misuse EU funds - Study, 2011, http://
www.europarl.europa.eu/meetdocs/2009_2014/documents/cont/dv/crime_misuse_/crime_misuse_en.pdf, p. 3.

4 UNODC, What does environmental crime have in common with organized crime?, http://www.unodc.org/unodc/en/frontpage/
what-does-environmental-crime-have-in-common-with-organised-crime.html.

5 EUROPOL, Environmental crime is an Emerging Threat in the EU, https://www.europol.europa.eu/content/Newsletter-environ-
mental-crime-emerging-threat-eu.

6 Gallas A., Werner J., Transboundary Environmental Crimes: German experiences and approaches, http://www.inece.org/5thvol1/
gallas.pdf, p.375.

7 Frohlich T, Final Report Organised environmental crime in the EU Member States, http://ec.europa.eu/environment/legal/crime/
pdf/organised_member_states.pdf, p. 212.

8 Today, more people talk about ecological security as a new modern form of security arising from the need to prevent jeopardiz-
ing the environment and it protects the basic components of the environment and without it there is no survival. V. Marujaruesuh
O6paposnh J., O6pagosuh A., YrpoxkaBare 6e30€JHOCTI CaBPEMEHOT [IPYIITBA y CBETIY YIPOKaBarba eKOJIOMIKe 6e30eHOCT,
Kynrypa nomuca, No. 23/2014, http://kpolisa.com/KP23/kp23-V-1-MatijasevicObradovic.pdf, p. 264.

9 UNICRI, Transnational threat of Environmental Crimes, http://www.unicri.it/topics/environmental/
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that illegal activities of organized criminal groups, within the sphere of the environment, directly influence
the loss of biodiversity, as well as certain plant and animal species and therefore affect the survival of hu-
manity. For this reason it is considered to be not only a matter of the environment, but criminal protection
of the society and that it is necessary to act urgently and coherently by all means. *° The factual background
clearly indicates endangering the basic human right to a healthy environment, which is also in our country
guaranteed by the Constitution (Article 74, paragraph 1) as the highest legal act. ' On the other hand it is
necessary to point out that around 500 international and other agreements relating to the environment have
been signed, 300 of which were passed in the last 30 years."?

CHARACTERISTICS AND FACTORS OF ORGANIZED
ENVIRONMENTAL CRIME

The most severe form of environmental crime is organized environmental crime, which has been char-
acterized as extremely profitable," with low risk of detection and provability, and with low penal rate. Or-
ganized environmental crime besides characteristics that are at the same time also characteristics of envi-
ronmental crime such as: “(...) expansion, dark figure, organization, white collar crime, and especially inter-
esting characteristic in victimological aspects, where everyone is a victim, thus providing the surroundings
that no one is a victim,"*“ also has specific characteristics such as: “(...) high expertise and professionalism
in realization of criminal activity, protection of large capital, the participation of larger number of persons
involved in taking part in committing this type of crime, high level of cross-border mobility, connection
with terrorism, locating in those areas where there is a possibility of making profit in a short period of time,
the skill to adapt to new socio-economic and political relations, continuously generating new forms of (or-

ganized environmental crime).”®

The emergence of organized environmental crime is influenced by numerous factors. Factors as com-
ponents that in any way affect the emergence of this type of crime, or on it as an individual act are: “(...)
incomplete legal framework, the fragmentation of competence and powers over a large number of different
authorities, incompetence of the environmental issues staff, insufficient technical equipment of the author-
ities, unsatisfactory preventive and repressive activities of the authorities, as well as various influences and
pressures by political and economic entities without legal basis,'® minimal investments, high profits, low
risks, mild sanctions. In addition, the factors of organized environmental crime also include:'” low level of
environmental awareness; delay in the implementation of adequate regulations that are often imprecise
and insufficient, therefore arises the possibility of acting in so-called gray area; strong territorial control by
certain organized crime groups.

SPECIALIZED AUTHORITIES FOR THE FIGHT
AGAINST ENVIRONMENTAL CRIME

In some European countries there are specialized police and prosecutorial authorities for the fight
against environmental crime on the grounds of the specifics of this type of crime.’® With the emergence
of organized environmental crime, arose the question of validity of forming special authorities specialized
in organized form of environmental crime taking into account the specifics of the offenders and extreme

10 The Global Initiative Against Transnational Organized Crime, Organized Environmental Crime: Act Now or We Will Lose, http://
www.globalinitiative.net/organized-environmental-crime-act-now-or-we-will-lose/

11 Official Gazette of the Republic of Serbia No 98/2006.

12 Mastny L, French H., Crimes of (a) Global Nature, Excerpted from September/October 2002 World Watch magazine, http://www.
worldwatch.org/system/files/EP155A.pdf , p. 13.

13 According to estimation 23 millions of dollars is annually made from illegal fishing (The Global Initiative Against Transnational
Organized Crime, Organized Environmental Crime: Act Now or We Will Lose, http://www.globalinitiative.net/organized-environ-
mental-crime-act-now-or-we-will-lose/ ).

14 Matijevi¢ M., Specifi¢nosti suzbijanja ekoloskog kriminaliteta, 1#International Conference Ecological safety in post-modern envi-
ronment 2009, Banja Luka, http://apeironsrbija.edu.rs/icama2009/011-Mile%20MAtijevic%20Knjiga.pdf , p.1.

15 Milosavljevi¢ M.,Ekoloski kriminalitet — aktuelna situacija i BiH nao (ne)argumentovana kritika, 1* International Conferenece
Ecological safety in post-modern environment 2009, Banja Luka, http://apeironsrbija.edu.rs/icama2009/005_MIladen%20Milosavlje-
vic%20-%20Ekoloski%20kriminalitet.pdf , p. 2.

16 Amuh I, Rynym [T, Kpujymuaperse 11 mierajHo yHOILIeIbe HyKIeapHOT MaTepyjaia i PaAMOaKTHBHOL OTMafia Kao 06/mK
yrpoxkaBama exosorike 6esbenrocTy, Iommmja - Ipahann, roguna IX, 6poj 3-4/13, p.150.

17 V.Massari M., Ecomafias and Waste Entrepreneurs in the Italian Market, This paper was presented at the 6 th Cross Cross- border
Crime Colloquium, held in Berlin, Germany 2004 ,http://www.cross-border-crime.net/pdf/ CCC-2004-Massari.pdf, p. 6.,

18 V. Luki¢ T., Otkrivanje i istrazivanje ekoloskog kriminaliteta, Revija za kriminologiju i krivi¢no pravo 1-2/2012, pp.219-234.;
Jyxuh T, Incapuh M., Criermjasaniyja mpaBoCyHIX U APYTHX OpraHa y 60p6u mpoTus eKOJOMIKOT KPYMMIHAINTETA, 300PHIK
papnosa ITpasuor daxynrera y Hoom Camy 4/2012, pp. 219-239.
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danger and serious consequences. Obviously it is not yet clearly recognized the need for such authorities in
comparative law, and the existing authorities of the police and prosecution who specialize in environmen-
tal, as well as in organized crime, along with numerous difficulties they are facing, they meet challenges and
demands that are placed before them.

In France' for example, there is no authority which is specialized in fighting organized environmental
crime. Within the gendarmerie, although there is no centralized unit for environmental crime, 500 em-
ployees (formateurs relais environnement ecologie - FREE) have completed special training regarding the
environmental issue and they are, inter alia, responsible for crimes against the environment. Police closely
cooperate in discovering and proving environmental crimes with Customs, Ministry of Environment, the
agencies for environmental protection and other competent authorities. The investigative methods used
by the gendarmerie and customs when it comes to detecting and proving criminal offenses against the
environment are: ”(...) initiative investigation for clarification of an initial suspicion; co-operation for clari-
fication of an initial suspicion; use of electronic devices, event-related and random controls; monitoring of
monetary flow in order to detect illegal profits; monitoring of trade and commerce in order to detect the
transport of illegal substances and their precursors”

There are authorities in Germany specialized in environmental crime, but not in organized environ-
mental crime. The preliminary investigations are conducted and coordinated chiefly by a number of police
forces and other authorities, Laender police forces doing the bulk of the investigation, federal police forces
concentrating especially on coordinating activities:

« Police stations/headquarters (Laender authorities): investigation with specialized departments for en-
vironmental crimes, and sometimes additional tasks, e.g., monitoring of waste shipments.

« Laender Bureaux of Investigation: mainly coordinating activities.

o Federal Bureau of Investigation (Bundeskriminalamt): focal point for national and international inves-
tigations concerning environmental crime, intelligence work/exchange of information; coordination
and support in foreign criminal investigations, investigations in cases of special interest, development
of counteractive measures, partner of EUROPOL and INTERPOL, membership in INTERPOL
Working Parties.

o Customs (federal authority): monitoring the import and export of goods, including related criminal
investigations.

« Water Police (Laender authority): investigations on larger rivers and in harbors.

o Federal Border Police: investigations at territorial seas and within the Exclusive Economic Zone, in-
vestigations on sites owned by the Federal Railway.

o Mining Authorities (Laender authority): investigations on mining sites.!

o Each Criminal Police Office has one department for environmental and/or economic crime, which is
also responsible for handling organized crime.?? Cases of serious environmental crime and there-
by also those termed organized environmental crime fall under authority of the criminal po-
lice and are transferred to this office after initial investigation by the uniformed police force.”

The department for organized and general crime exists within the Federal Criminal Police (Bundeskrim-
inalamt BKA) and it is also competent for organized environmental crime. ** This department also exists
within the Customs Criminal Office. * In reference to Police Forces, there are very often overlapping
areas of activities and in case of environmental crime, this is particularly common with cases
involving cross-border waste trafficking, as these trans-frontier crimes generally involve illegal
transport/relocation of waste inland, or other connected preparatory crime, and so are not simply
limited to the border location.*

The Federal Public Prosecutor is competent for the prosecution in case of crimes against the envi-
ronment committed by an organized criminal group and he also may appoint a coordinator for cases of
organized crime, but not a single public prosecutor’s office in Germany contains the section for organized
environmental crime.?”’

19 Frohlich T, op.cit., pp. 460-481.

20 Ibidem, p.469 and p. 475.

21 Gallas A., Werner J., Transboundary Environmental Crimes: German experiences and approaches, P.376,377., http://www.inece.
org/5thvoll/gallas.pdf

22 Frohlich T., op.cit., p.490.

23 Ibidem, p.487.

24 Ibidem, p.492.

25 Ibidem, p.506.

26 Ibidem, p. 509.

27 Ibidem, p.515 and p.516.
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In Italy*® there are a number of state authorities competent for organized environmental crimes: the Di-
rezione Investigativa Antimafia (DIA) (special anti-mafia investigation directorate) as a joint force of Polizia
di Stato, Carabinieri and Guardia di Finanza. In addition to this, crimes against the environment lie under
jurisdiction of some police and customs authorities: Corpo Forestale (forest police, Carabinieri — Nucleo
Operativo Ecologico (NOE) (operative environment group of paramilitary police), Guardia di Finanza (rev-
enue police), Polizia di Stato (state police), and Agenzia Doganale (customs).

In Spain there are no special enforcement agencies/bodies exclusively in charge for organised environ-
mental crime (as separated from environmental or organised crime in general), but the vital role is played
by the Guardia Civil division Grupo de Consumo in Medio Ambiente (GCOMA) which is in charge of any
organised crime with explicit competence also for environmental issues and - at the initial stage - the
Guardia Civil department SEPRONA.?

POLICE COOPERATION IN THE FIGHT AGAINST
ORGANIZED ENVIRONMENTAL CRIME

In the context of police cooperation in the fight against organized environmental crime Interpol plays
an important role. Interpol has a special programme relating to crime against the environment (The IN-
TERPOL Environmental Crime Programme) in which it:*

o Leads global and regional operations to dismantle the criminal networks behind environmental crime
using intelligence-driven policing;

« Coordinates and develops international law enforcement best practice manuals, guides and other re-
sources;

« Provides environmental law enforcement agencies with access to our services by enhancing their links
with INTERPOL National Central Bureaus;

» Works with the Environmental Compliance and Enforcement Committee to shape the Programme’s
strategy and direction.

As an effective way to combat this type of crime is related to the activities that takes place from the point
of view of international and multi-agency approach. This multi-agency approach means that criminals can
be attacked from all angles - from on-the-ground wildlife poaching or dumping waste to investigations into
their financial and tax affairs - so that all avenues of escape and evasion are closed.* The organized nature
of these activities makes it difficult to detect without equally sophisticated response of the competent au-
thority, which must be based on cooperation and needs to be coordinated. Exactly in this sense there is a
recommendation of Interpol to member states to form the National task force for environmental security
(National Environmental Security Task Forces (NESTs) * that would be able to provide a response to organ-
ized transnational environmental crime which would be composed of the representatives: of the police, cus-
toms, agencies for environmental protection, other specialized agencies, prosecutors, NGOs and intergov-
ernmental partners. ** The basis of any form of cooperation is the exchange of information and therefore it
is important to foresee all the ways (channels) for the exchange of information. At an international level, the
National Central Bureau - NCBs provides a fast, secure and efficient electronic communications network
and offers direct access to I-24/7, INTERPOLS secure global police communications system ensuring direct
and instant access to information. If the NEST is located outside of the NCB, I-24/7 should be extended to
the NEST agencies as a matter of priority.*

In addition to Interpol and Europol, an important role in fighting environmental crime is given to a
number of organizations such as: the World Customs Organization, International Maritime Organization,
Eurojust, UNEP, UNICRI and others.

Cooperation in fighting cross-border environmental crime is primarily related to the control of trans-
port, and when it comes to cross-border pollution it is extremely significant to form organizational struc-
tures that are efficient. An example of this is realized through the so-called Augias project whose initiators
were Belgium and Hungary, and which was executed with the support of Interpol and Europol. The pur-
pose of this project was to provide the police services with the necessary practical resources that will facil-
itate the transport control on the roads (on the land, on the water and in the air). All data collected in this

28 Ibidem, p.544.

29 Ibidem, p.582.

30 INTERPOL, Environmental Crime, http://www.interpol.int/Crime-areas/Environmental-crime/Environmental-crime

31 INTERPOL, Environmental Security Sub-Directorate, National Environmental Security Task Force Bringing Compliance and
Enforcement Agencies Together to Maintain Environmental Security, Februar 2014, p.7.

32 Ibidem, p. 3.

33 http://www.interpol.int/Crime-areas/Environmental-crime/Task-forces

34 INTERPOL, Environmental Security Sub-Directorate, op.cit, p. 24.
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way will be subject to analytical processing, which aims to gain a true perspective of the movement of waste
across Europe. Cooperation between the criminal police, traffic police and other relevant police services is
particularly important here, because success in the work is directly dependent on the information obtained
through transport checks performed by the aforementioned services, thus creating a significant database
that police services may use well in their intelligence work.*

A new form of cooperation is a cooperation achieved within the European Network for Environmental
Crime - ENVICRIMENET?® which was established in 2011 and the legal base was EU Council resolution
10291/11. ENVICRIMENET is informal network facilitated by Europol and utilizing existing legal frame-
work. The members are: environmental crime investigation services or competent authorities responsible
for fighting environmental crime in the framework of the statement of Intent and Public prosecutors or
their networks in European states. Member states are obliged to undertake objectives /functions detailed
within the Statement of Intent and designate an National Contact Point for each country with direct access
to practitioners in this area.

The meeting of experts on the environment, held within the framework of Europol on December 1,
2014, was particularly significant. Apart from several presentations, mainly by law enforcement members,
an introduction to the environmental application (app) of the Dutch National Police was given to the 43
delegates, who ranged from specialized investigators to specialized prosecutors and this app helps police
officers to take the initial steps in combating environmental crime.”” These guidelines are related to: waste,
asbestos, soil, felling trees, animals, flora and fauna, noise nuisance, facade cleaning, crop protection, ma-
nure, fishing, scrap vehicles, fireworks, water.*®

ENVICRIMENET is aiming to improve the results of the fight against environmental crime by, for
example:

« Ensuring that member states become aware of the fight against environmental crime at the strategic

level;

« Mutual sharing of expertise;

« Establishing relevant risk assessments that can be exchanged amongst the participants;

« Learning from one another in the fields of risk assessments and intervention strategies;

« Establishing tactical analyses of particular forms of environmental crime;

« Establishing joint investigations into environmental crime;

« Exchanging investigation methods;

« Exchanging information prior to initiating the operational phase;

« To create the right training and schooling possibilities in cooperation with Cepol.”

In addition to inter-police cooperation, it is extremely important for the police to cooperate with state
authorities that are in charge of monitoring the environment, and this exchange of information is especially
important primarily in the detecting and proving crimes. That is why it is important to mention the rele-
vance of biosensing technologies - primarily biosensors which are used in environmental monitoring, and
which timely and accurately detect the presence of prohibited substances and other indicators of threats to
the environment (this is particularly important, for example for waste disposal, solid as well as hazardous).
In criminal proceedings, the biosensors are used for the purposes of forensic analysis, which is an essential
part of the evidentiary proceedings in criminal proceedings for criminal offenses against the environment.

Because of their exceptional capabilities, including high specificity and sensitivity, rapid response, low
cost, relatively compact size and user-friendly operation, biosensors have become an important tool for
detection of chemical and biological components for clinical, food, law and environmental monitoring.*
Biosensors play an important role in enhancing the procedures of crime detection. The field of forensic
sciences will have a new way to detect and find out the criminal in a more efficient and accurate manner

35 V. Luki¢ T, Otkrivanje i istrazivanje ekoloskog kriminaliteta, op.cit, p. 226.

36 http://www.basel.int/Default.aspx?tabid=2939

37 https://www.europol.europa.eu/latest_news/experts-environmental-crime-met-europol

38 https://webapps.politieacademie.nl/naslagwerk/environment; As an example for Guidelines for water: https://webapps.politiea-
cademie.nl/naslagwerk/environment#boekdeel-4086 Water: Safety-Think of your own safety, for example if dangerous substances
are present. Dumping, tipping and discharging on banks, shores, forelands, et cetera are also covered by the regime of the Water Act.
Hazardous waste -Alert the environmental police officer or consult RMT (regional environmental team). Responsibility - The owner
of the substances and the party that dumps the substances. Not caught red-handed - Examine the substances for traces of the owner.
Possibly allow a specialist take samples in connection with gathering evidence. With more serious forms of water pollution - Alert the
water quality manager (the Water Board or Directorate General for Public Works and Water Management). The water quality manag-
er makes sure that samples are taken and analyzed. The water quality manager can recoup the costs of the pollution from the offender.
39 http://envicrimenet.eu/EN/

40 Singh V,, Kamthania M., Pavan R, Singh S., Kumar N., Biosensor Developments: application in crime detection, National Confer-
ence on Synergetic Trends in engineering and Technology (STET-2014), International Journal of Engineering and Technical Research,
Special Issue, www.erpublication.org, p.163.
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and the use of various different biosensors for detecting different types of biological components generally
found at crime scenes will help to get good results in less time.*!

CONCLUDING OBSERVATIONS

Environmental crime and its links with other forms of crime, in particular organized crime, constitute
a serious threat to sustainable development, peace and security.* The belief that environmental crime is
phenomenological form of victimless crime is wrong, because everyone is the victim, and the consequences
of threats to the environment are often not visible immediately after the crime is committed, but they are
“distant in time - allocated” in relation to committing the offence. It is widely known and confirmed that
the long-term effects of offenses against the environment are manifested in the loss of irreplaceable ecosys-
tems, the negative impact on biodiversity, loss of endangered species, harmful effects in the atmosphere and
more. Organized environmental crime today undoubtedly represents a growing factor of (in)security and
a new phenomenological form of transnational crime that necessarily imposes requirement for a proactive
approach by all competent authorities and the application of harmonized and coordinated measures and
actions to be undertaken at all levels. The basic prerequisites for successful fight against organized environ-
mental crime are:*

« monitoring and intelligence

o harmonization of environmental criminal law and integration of environmental criminal law into
organized crime legislation

« similar approaches for the specialization on environmental organized crime

« in the various subsystems of criminal justice respectively links between traditional organized crime
units and units that specialize on economic and organized crime.

« establishment of a system of liaison officers which could be established in
o administrative bodies and law enforcement agencies to efficiently organize
» cooperation on national and international level.

« harmonization of environmental administrative laws and methods by developing concepts of use of
shaming strategies towards companies and organizations backed up by the adaptation of codes of
ethics and conduct of best practices.

« introduction or further development of internal monitoring schemes in corporations and organiza-
tions to increase sensitiveness towards environmental problems.

Environmental crime, unlike other forms of crime, is often revealed as a result of targeted investigations,
rather than reports on an environmental offence committed.* As for the prosecution, when it comes to cas-
es of crimes against the environment, regardless of whether the perpetrator is an individual or an organized
criminal group, the difficulties are consisted in the lack of expertise of the public prosecutor in relation to
the issue of the environment, which is mostly manifested in an action of collecting evidence, contributed
by factors such as insufficient number of controls, a lack of specialized police units and the impossibility of
intelligence-led policing due to a lack of data. In addition, in certain cases it is very difficult to make a clear
distinction between legal and illegal activities, which is especially the case when it comes to waste-traffick-
ing, because in some cases, which are not rare, companies are doing business with regular documentation
and approvals, while at the same time performing illegal activities. The purpose of the investigation re-
garding crimes against the environment, regardless of whether it is about one suspected perpetrator or an
organized criminal group, is to collect key data relating to the location of the scene, the date and time of
the crime, the data (facts) about the crime, the parties involved; as well as the consequences. In the process
of discovering and taking evidentiary actions, forensic laboratories for the environment have an extremely
important role. These laboratories apply subscribed standards related to: proficiency testing, facility im-
provement, management information systems etc. However, given the complexity of forms of environ-
mental crime, there are requirements for the establishment of other standards relating to the collection of
evidence outside forensic laboratories. Elements such as field sampling, evidence custody and preservation,
and proper documentation can affect the prosecution of the criminal case and should be included in the

41 Ibidem, p.165.

42 International Conference Environmental Crime — Current and Emerging Threats, Organized by the United Nations Interregional
Crime and Justice Research Institute (UNICRI) and the United Nations Environment Programme (UNEP), in collaboration with the
Ministry for the Environment and Ministry of Justice of Italy, Rome, 29-30 October 2012, Action Plan on Combating Environmental
Crime, http://www.unicri.it/topics/environmental/conference/Plan%200f%20action.pdf , p.2.

43 Frohlich T, op.cit., p. IIL p. IV.

44 http://envicrimenet.eu/EN/ .
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quality management provided by properly designed accreditation standard.*® Preserving and controlling
evidence are crucial to the integrity and credibility of the investigation in order to prevent its alteration or
loss and to establish the accuracy and validity of all evidence, which are collected.

Based on all the aforementioned in connection with the fight against organized environmental crime,
a conclusion can be drawn that it is better and more appropriate to work on improving cooperation within
and between judicial authorities, rather than implement institutional reforms. It is also necessary to pro-
mote multi-agency approach to prevent and combat environmental crime (as for example National Envi-
ronmental Security Taskforces (NEST). Cooperation should be achieved with EUROPOL, Eurojust, the
European Network of Prosecutors for the Environment (ENPE), the EU Forum of Judges for the Environ-
ment (EUFJE), and the European Network for the Implementation and Enforcement of Environmental
Law (IMPEL).
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Abstract: The purpose of this paper is to explain the criminal characteristics of violent behaviour
among youth during sports matches. To do so, we will try to describe why there is hooliganism, which are
the factors that contribute to its presence and which are the negative consequences of this phenomenon. Vi-
olence among youth and hooliganism represent criminal behaviour, which often have severe consequences
for the life and physical integrity of the person who is a victim, can lead to serious property damage and
serious disruption of public order and peace, also destruction of material goods and objects of public and
social interest etc. Violence among youth can take many forms in society, while hooliganism as a product
of an escalation of this violence, which is done by young people, is typical during public meetings, rallies,
especially during sports matches.

This paper will elaborate the subject of interest by analyzing the literature in this area, interpretation
and discussion of the pros and cons of the measures and actions that are applying by the law enforcement
agencies in fight against hooliganism. Also, it gives comparative analysis of the legal framework for com-
bating hooliganism in some countries and the Republic of Macedonia. This paper should find the real deep
reasons for hooliganism and assess whether and how existing measures and activities help to prevent this
phenomenon. In this way, it will contribute and offer an appropriate strategy on national level for reducing
and preventing youth violence during sporting events.

The originality is seen in the assessment and evaluation of existing measures and actions for combating
this phenomenon, which will be conducted by counting and analyzing the seriousness of the acts of vio-
lence among young people during sports matches in the Republic of Macedonia in last few years.

Keywords: violent behavior, violent crime, criminal act, sporting events, hooliganism.

INTRODUCTORY REMARKS

What is worrying today is the rising trend of a specific type of crime- the violent crime. The violent
crime, broadly speaking is a crime characterized by aggression, aggressive behavior and violence by its per-
petrators. The violence is expressed in different variations and different scope and intensity.

Every civilized society in its development tends to reduce and eliminate the violence and the aggression.
But, unfortunately we witness that more people are resorting to violence, which is one of the worst and
heaviest events of today. Thereby, the abusers leave deep mark on people and nobody can tell if that will ever
stop. At the end the victims remain deeply hurt from those events with endangered rights, freedom and life.

However, we should mention that the violence is not a new and modern phenomenon, but it has fol-
lowed the man from their originally being, from their primeval community. Therefore, we can say that the
violence has its anthropological basis, actually its violent basis. The violence from young people is one of the
most visible forms of violence. Fatal and nonfatal attacks, including young people, significantly contribute
to the global number of premature deaths, injuries and disabilities. The violence among youth hurts deeply
not only the victims but also their families, friends and communities.

There is a close bond between youth and other forms of violence. The violent young people often
perform a number of crimes and show other social and psychological problems. According to the World
Health Organization (WHO) every day 556 children and youth aged 10 to 29 years old lose their life as
victims of violence. Homicide rates of young people vary by region or state, and death rates among women
almost everywhere are significantly less than men.

Youth violence and hooliganism as its heavier form, unfortunately is a problem with constant trend of
increasing in our society and requires a multidimensional approach and attention. This is a sensitive topic

1 zdimovski@fb.uklo.edu.mk
2 iilijevski@hotmail.com



Zlate Dimovski, Ice Iijevski

that requires attention from various agencies and individuals who are professionally concerned with this
issue, mainly because as perpetrators we mainly identify the minors. To repress this negative social phe-
nomenon we should work on prevention but when the events escalate we need a repression from the leg-
islative-executive organs. As organs that directly deal with this issue and identify juvenile offenders police
stations (police officers and juvenile delinquency prevention), organs for social work and care of minors, ju-
dicial institutes that are serving juvenile jail, penal provisions governing offenses and crimes committed by
minors, non-governmental organizations working in the field of education of young people, social groups
for self-protection (where applicable) etc. Also as important factors we should mention the psychologists
(even though the minors appear in the role of perpetrators they also appear in the role of victims too), ped-
agogues, educational workers (the teaching staff in the primary and secondary schools) and of course the
family which should provide the basis of the individual in their integration into the society.

FACTORS FOR VIOLENCE AMONG YOUTH

Youth violence and hooliganism as its heavier form, unfortunately is a problem with constant trend of
increasing in our society and requires a multidimensional approach and attention.

It is indisputable that today’s children grow and develop at a time when violence is present and com-
mon in all spheres of social life and when it appears, at least seemingly, that violence, not learning, is paid.
The family, the academic and wider social tolerance towards violence correlated with exposure to violence
through the media, the Internet, and all that supported by use of drugs, alcohol and weapons create condi-
tions and reasons for the more severe forms of violence among young people - hooliganism.

The answer to the question “Why do children behave in this way?” gives more reasons. The first reason,
which should be taken into consideration, is the lack of education, i.e. bad family experience. In the litera-
ture, it is well known that the child learns from the model, and if the model is incorrect, the taught behavior
will be incorrect, too. Those children who have been exposed to violent behavior by its parents and who
have not received warmth and parental care have started to treat their friends the same way because they
think that their behavior is acceptable.

Furthermore, another reason can be the omissions of education and the socialization of different actors
(the family, the school, the society) as well as the elemental, negative education that lead to spontaneous
factors of socialization through which many negative models of behavior are learnt and acquainted.

The school can also be one of the many reasons for violent behavior. If the child is not accepted into
the class among its peers and, if not controlled, it is likely that it can develop an urge for violent behavior.

Violence between peers happens in primary schools, secondary schools, institutes, youth homes and
other facilities for care and education of young people. Violence does not happen only in the institutions
themselves, but also in their surroundings.

As additional reasons for such behavior, some authors emphasize the industrialization and urbaniza-
tion, ecological environment, society, political views and motives, cultural backwardness and so on.

For example, some studies have shown that over a long period of industrialization and urbanization the
trend of delinquency grows as well. There were migrations from the countryside to the city, accompanied
by instability in families, the disappearance of the traditional form of control and gradual introduction of a
new form of control where the family loses the traditional authority to the person. As a basic problem from
this aspect we can detach the process of adaptation in the new environment and new living conditions,
performed with difficulty because of disorganization, deviance and change the properties of the individuals
themselves and their sphere of mental and emotional habits.

There is an evident fact that the number of young people who commit violence is much higher in urban
areas than the number of their peers who commit violence and live in rural areas.

Social factors are also very important reason why young people commit violence. These include alco-
holism, prostitution, drugs, and the negative impact from the street - the neighborhood, the impact of mass
- media: literature, press, television, radio, the internet, etc.

By living in a modern society, young people have developed communication and have access to impar-
tial information and excessive expansion of media for such violence. Also, at preadolescence stage, many
teenagers are looking for their own identity; and through movies they identity themselves with “heroes”
with symptomatic behavior which they later as teenagers adopt.

Youth violence can be direct and indirect. Direct violence includes: humiliation, insults, criticism, or-
dering and request for subordination, hitting, etc. Indirect is difficult to see (girls are prone to it), such as
deliberate exclusion of a child from the group games, gossip, etc. These forms of violence among young
people occur at an early age, outside the control of teachers, parents and other adults in the school toilets,
corridors, playgrounds, etc.
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The problem becomes serious when the young people go through the phase of bio-social development
(younger towards older minor), where we can detect that young people start with organized and heavier
forms of violence, organized in groups with highly expressed degree of self-confidence and the violence is
conducted over those who are not part of the group or other rival groups. The violence then is moved from
the classrooms to the streets, meetings, sport events and matches etc.

As factors commonly mentioned for the occurrence of violence among young people are mentioned:*
o Influences of family and peers;

o Alcohol, drugs;

o The impact of violence in movies and television;

o Lack of parental love;

« Discontinuity of family, school and company;

« Disturbed system of values, which are based on easy enrichment;

« Insufficient attention in the family to the proper development of children;
« Existential needs;

» Poor financial condition and

o Lack of prospects.

As stated above, the factors and the sources, like socialization and youth violence, should be looked
among the socio-economic, political, criminal-legal, family and educational conditions of the person. The
environmental factors (the family, the peers, the school, the media, the internet) as well as the characteristics
(physical, intellectual, emotional and social) may together affect the creation or elimination of preventive
measures for youth violence®.

Minors’ criminality in phenomenal view® differs from adults’ crime, among other things, in the fact
that minors were significantly more likely than adults to commit crimes in smaller or larger groups. Such
criminal activities are closely related and can in good part be understood on the basis of bio - social and
psychological characteristics of the youth.

The concept of violence among young people appears on the expressed influence of personality, with
all its biological, psychological, physical and intellectual abilities and characteristics correlated with social
conditions and social environment, in which the individual or the minor lives, grows and develops. Two
factors have an important role- the first factor gives the juvenile personality characterized by a wide range
of desires and needs, defined and undefined, which if not realized causes frustrations that are overcome
through excessive behavior and second, that suggests that juveniles are persons who are unable to define
their wishes and are not able to delay their fulfillment, so they emphasize the frustrating conditions that
result with uncontrollable delinquent and deviant behaviors - as a way of overcoming the frustrations®.
Furthermore, it is considered that the minor seeks certainty in terms of its continuous development, safety
in developing and maturing, for influencing their destiny, life and development, and the fact is that in our
society, these social elements are missing gone, and the minors seek solutions through criminal behavior.

SOME SOCIOLOGICAL ASPECTS OF VIOLENCE IN SPORT

The views and the divisions about sport range between emphasizing the different positive and neg-
ative attitudes’. As positive attitudes we can highlight the following: sport is the most important cultural
phenomenon of the present time; sport is an “aesthetic element”; sport is a mechanism for personal and
social affirmation; sport is a space where people psychologically enrich themselves; sport is a mechanism
of community’s fulfillment; sport is an area where the special style of youth is manifested; sport is an area
where the relationship between the spontaneous and the organized is manifested; sport is a mechanism
for absorbing and spending the excess energy collected - prevents stress; sport is a body culture, the indi-
vidual energy and the group spirit; sport is a mean for overcoming the low value complex; sport is an area
of compensation- especially for people with insufficiently integrated personality and character; sport is a
mean for setting an interpersonal relationship - through sport as something mutual people successfully
set interpersonal, friendly interactions, connections and relations. On the other hand, negative attitudes

3 Vlajkovi, J., Nasilje mladih odraz neuredjenog drustva, Glas javnosti: Beograd, 2005

4 Savic, M, Knezhic, B., Nasilje medju vrshnjacima u shkoli, NBP, Kriminalisticko-policijska akademija: Beograd, 1996

5 Vrmwarosuk, I., Ernonoruja Ha MaofeTHUYKM KPUMUHA/MTET, 300PHMK 3a MaJIOIETHMYKA MPABJA — Off MJieja [I0 IPAKTHKa,
Daxynrer 3a 6e3benHoct: Crormje, 2008

6 Yauena, B., DeHOMEHOMOIIKN KapaKTePUCTUKN Ha Ma/ONIETHIYKIOT KpUMIHAINTET BO Perry6nyka Maxemonnja, 3060pHuK 3a
MaJIo/leTHMYKA IIpaBfia — Off Miieja jo mpakTuka, Pakynrer 3a 6esbennoct: Ckorje, 2008

7 Kosauesny, b., [IpymTso, Hacube u ciopry, bama JIyka, 2011
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concerning sport are the following: an area of high risk; meaningless and trivial; an area for gathering the
world fans; militarization of the fans’ behavior (militarization of the aggression, violence, history, irrational
competitions etc.); an area of opposed attitude; an area where the criminal instinct manifests; not a game,
or a medium for the development of a collective spirit, communication and other needs, but a means of
achieving profit, material goods and social status; deformed capitalist form of play or surrogate of the game,
he is alienated, as is life itself - part of the “entertainment industry” and “industrial consciousness”; area for
manipulation with the “free time”, for control of the behavior; a space for tolerated violence, a sport event is
a place for “stress relief”; it stops being pleasure, joy; art and game and becomes a profession. As an expres-
sion of the contemporary social relations, sport today has the following properties®: sport loses the leisure
and the characteristic of game for those who practice it as their profession; sport is a technique, because
is an experts’ job; sport is being institutionalized, commercialized and becomes a business, a profession,
profitable job with huge incomes; sport becomes bureaucratic because certain forces run it; sport creates
stars and idols; sport is a high risk area by its expressed aggression and violence. Numerous data implicate
on sports violence and victims.

Violence in sports, conducted by youth represents a chronological deviation, which distinguishes the
absence of social norms within sport, in terms of sociology. The performance of athletes practically never
runs without fans or spectators. The presence of viewers that support athletes and their relation to the
competition has a major impact on the conduct of the meeting and the final result. The audience is often
mistaken for a social unit, in which individuals are associated with a temporary common interest. The au-
dience is placed according to some order and organization that are caused by the act of sporting event who
wants to participate, but its main feature is its disorganization in terms of functional status or structure. On
the other hand, sport meets the need of the public for strong and passionate excitement.

The fan groups themselves are a form of organization in which the members are much more
tightly bound than in the case of “ordinary” sports audience. Fans are structured, consistent, composed of
individuals who share a common goal and objectives and perform certain roles depending on the rules and
values of the group. Each fan group has its own structure in which certain individuals occupy different po-
sitions. The group has its own interests in a diversified way to participate in something for which the group
is created in the first place. Like the other public events, sport events can attract a substantial audience and
these events are a recognized way to release tension from the members as individuals. For the fans them-
selves, this ritual represents an ideal opportunity to get rid of tension, which is tolerated or where you can
express behavior that deviates from the norm usually tolerated to some degree.

The fact that society does not sanction sufficiently such and similar behavior in sport and around it,
leads to the conclusion that, consciously or not, it helps in stimulation and its further development, al-
though the act of violence is a crime that is punishable under the established legal regulations’.

SAFETY ASPECTS OF HOOLIGANISM

Hooliganism, in theoretical terms, is defined as a behavior that violates the rules of social norms, the
etiquette, the laws, and in general it is a socially destructive behavior.

The term “hooliganism” comes from the Irish surname Hooligan, and sometimes appears as Houlihan.
The modern hooliganism appeared sometime in the late 19th century in the UK and it was initially a term
describing the socially destructive behavior and lifestyle of street gangs and individuals. So today, this term
is accepted and explains the behavior of certain individuals or groups of people who do not fit in the estab-
lished mainstream society and laws with their destructive behavior.

This type of behavior is characteristic for the fan groups from different sports, usually the group sports,
like football, basketball, handball, rugby etc. The characteristics of the sport event that contribute to vio-
lence as factors are the following:

« The structure of the fan groups- it’s not all the same whether on a sport event there are more male or
female visitors, because the probability to come to an aggression and violence is higher if there are
more male visitors, especially among young people because the generation of violence is easier. Also,
the probability for violence is lower if there are not present members of the opposite fan group.

o The importance of the match- the researches have shown that the more important the match is the
higher is the possibility for fan violence. For example, a certain important victory can lead to aggressive
behavior and demolition of the property during the celebration of the victory, or on the other hand
the low results can lead to aggression if the fans are unhappy with the result of the team they support;

8 Bejuosuy, J., Cormjonornja ciopra, bama JIyka, 2006
9 Tpamonubanus, b., Hacube y cropTy ¢ ocBpTOM Ha arpecujy oMIayHe Ha CHOPTCKUM Manudecranujama, Paxynrer sa
TONMUTUYKNUX HayKa: bama JIyka, 2011
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o The quality of the game- every fan comes to a sport event to see e quality game. If their expectations
are not in a favor of the team they support then the discontent grows and they usually express it by
throwing things on the ground, or in more extreme cases even by fights with the players or the judges;

o Availability of alcohol- it's well known that the alcohol affects the judgment and the accountability of
a man. At many sports events in the world and in our country too, the sale of alcohol is forbidden,
during the event, before it and couple of hours after it.

However, the most important prerequisite for violence and hooliganism is the structure of the fan
group. We should know that not every hooligan is a fan, and not every fan is a hooligan.

Fan groups for their structure are relatively stable collective formations with a certain system of values,
awareness of belonging to a group where there are norms that determine the roles of members, the set
forms of behavior, etc. Regarding the inner structure of the fan groups we can say that they function in
a system of hierarchy based on fan experience and intensity of the acting during the group activities. Is it
considered that this hierarchy has weak character unless it is focused on pleasing certain needs and interests
of the group members. The relationship between the fan group members is informal with high degree of
respect between the members of the group. The different motivation significantly affects the behavior of
the fans as part of a fan group.

As part of the conducted researches and monitoring of the fans’ behavior, some authors'® have made
particular division of the fans inside the fan groups:

« Fan-fan - its basic motivation is cheerleading, i.e. creating atmosphere at the stadium, as an expression
of its feeling of commitment and dedication to the club. This type of fan understands the club as their
own city, their own religion. Their attention is focused on coming up with songs, slogans, banners,
flags and other equipment. The fan mainly disagrees with the policy in football and thinks that that is
not healthy for the cheerleading. Also they think that the club’s interests may never come into conflict
with the fan group’s interests, because they consider that the better results the club has, the better the
fan group affirms. A fan participates in violence occasionally and only in case when their team is
damaged at a certain match.

Fashion fan (in trend) - participates in the fan groups activities just to be in trend. They try to adapt
to the group, idealize and try to promote themselves among their peers. They participate in violence
as part of the group, although personally not overly aggressive. Among these fans there are many who
consume alcohol and light drugs so they can feel they're part of cheerleading trend.

Fan-bully- they find the sports events as a place to present aggression. The stadium and city streets
are places where they can express their violent behavior. They do that hidden in the group because in
that way can make trouble and not be caught up easily. They think that by initializing violence they
straighten their affirmation among the peers and often brag about their success. Besides the fights, the
verbal incidents they are prone to thefts and other forms of deviant behavior. Usually this type of fan
is young and lives in bad material, family and other conditions.

Fan-political activist - according to the opinions this type of fan uses the fan group only to promote
their political beliefs. The sport event itself represents a framework where they can express their polit-
ical beliefs because of the mass audience as well as because of the atmosphere. At the sport matches we
can see this type of a fan carrying national flags and other political marks, singing and shouting things
with political connotation. Also, they take part in vandal acts because of extreme political motives.

Fan-beginner - it is a young adolescent attracted by the trigger and the atmosphere at the stadium and
other places where the fan groups appear. They idealize the fan group and its important members.
They follow the behavior of the majority in the group and listens to their orders without objections.
They take part in vandal acts only when it comes to massive events, otherwise he stands back and
observes. They do not have a defined role in the group. They often show courage during vandal acts
in order to show that they want to become a full member of the fan group.

Furthermore, as stated above, there is a certain hierarchy into the fan groups, but not in the classical
meaning of the term. The basic levels of the fan groups’ hierarchy are:'!

1) The headship (the leaders) - the headship is constituted of several older and experienced fans. Those
fans are probably the most active and most prominent members of the group who are most engaged
in group activities. Usually, they organize the trips, they take care for cheerleading paraphernalia
(banners, flags, drums), they schedule meetings for the group etc. We can conclude that the fan
group at the stadium starts to function when the head of the group will start to fulfill its duty. It is
very important to note that the members of the headship are in touch with the management of the
club, the police and other relevant factors, because it’s their duty to represent the group in public;

10 Bejnosuy, [I., Conmjonoruja criopra, bama JIyka, 2006
11 Ibidem
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2) Core - the core members of the group collectively cheer at every game of the club at home, and often
go on tours, attend meetings of the group, assist in acquiring fan accessories etc. Many are prone
to violent behavior. Also, within the core there is a dozen of engaged fans who are the connection
between the headship and the other members of the group;

3) Members-fans - these fans occasionally go the matches at home and sometimes they travel, but never
take part in the preparations of the cheerleading activities. Many of the members-the fans- behave
in accordance with the cheerleading style of the group which is especially evident in the manner of
dressing and high level of knowledge of fans rituals. Their behavior determines the attractiveness of
sports event both in terms of the game itself, and in the part of a group and fan allegiance they create.

About the hooliganism as a criminal act that is a heavier form of physical violence, in the world and in
our country there is generally accepted opinion that it is committed by a group, and not an individual. If
there is no group, mass of people etc., there is no hooliganism. The perpetrators of hooliganism are called
hooligans. In terms of the perpetrator of the criminal act in our country through numerous research is
confirmed the fact that the perpetrators are usually males from younger generation, usually high school
age. They are usually minor- delinquents with previous delinquent behavior, but if they are older it’s inter-
esting to mention that usually hey have primary or secondary education. Those are people with unstable
character, with minimal or without any family education who were educated by the “street”. The most of
them are frequent users of different types of drugs and alcohol. The researches have shown that their IQ is
low or medium. The psychological profile of the hooligans usually point out that they are xenophobic, with
nationalistic ideas and quasi-patriotic. They always, without exception identify with the group and think
that their actions are justified. Usually, they have low status in the society and are accepted only in the circles
in which they exist and interact with each other.

During the gatherings where group violence and hooliganism is present there is a need for quick police
response to prevent physical computing or destruction of public property, as well as a quick evaluation of
the situation in order to be set the right action for the present situation. When doing the evaluation that is
different for every situation, we should take into consideration several elements of the situation:'?

o The number of the participants and which of them is the most aggressive;

» Possible motives and intentions

o The victims of the attack;

o The suitable assets for attack the hooligans have and may reach

« The space where the fight happens and the possibilities for hiding, running etc.

o Whether the intruders have drunk

« Evaluation of the possibilities for intervention, so it can be determined if extra help is needed

During such conflicts and actions, the police officers must keep their calmness and adhere to the re-
ceived orders and instructions. They must not let themselves to be provoked and by unnecessary roughness
upset the mass. It is very important from the very beginning to detect the intruders and to discriminate the
other people who are not part of the incident but who can easily become victims.

The leaders and provocateurs should be identified and isolated at the beginning of the mass gathering
and if that is not possible then they should be followed and in a suitable moment to be taken out which is a
decision of the head police officer.

The foreign experiences suggest on established tactic of liaison officers of police, known as “spotters’,
whose main goal and purpose is to keep track of certain leaders of fan groups at any time and not only at
sports events. From them they get useful information about the possible future riots, so they can work on
the criminal prevention.

From this perspective, it is important to mention that, hooliganism is an offense which is done by the
perpetrators intentionally. Masked in club colors, with striking and the identical symbols, hoodies and
items scarves to hide his face, to be recognizable and identified harder by law enforcement authorities dur-
ing the riots.

Usually victims of this criminal act are the opposite fan groups or fans, sometimes the bystanders, mem-
bers of different religious, national and political groups and of course the public and state property like
busses, traffic signalization, benches, parks etc. that are nearby the sport event, the gathering, the meeting
or demonstrations. We should mention also the fact that the victims as objects of these attacks are chosen
spontaneously without a previous plan so that's way it is hard for the police officers to work on such events.

From all the changes made in this area, the most interesting is the introduction of Article 13 as part
of the Law on the prevention of violence and misconduct of sports fields in the Republic of Macedonia.
Namely, the above mention article says: The person who was imposed a ban on the entry and presence

12 Crojanoscku, T., [Tommiujata BO 1eMOKPaTCKOTO OMIITECTBO, 2-pu ABrycT — C: lTum, 1997
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of all or certain sports is due no later than 2 hours before the match to come and stay in the police station
according to the place where they live or stay during the games and one hour after the game. If the person
who has been imposed a ban on the entry and presence at sport matches can’t come to the police station
then the police officers are due to visit them and check whether they respect the ban. This legal solution
is completely correct in the spirit and tendencies of creating “police service to the citizens” but its use in
practice is often questioned.

COMPARATIVE ANALYSIS OF THE LEGAL REGULATION
OF PROTECTION FROM HOOLIGANISM

Republic of Serbia

The prevention of violence at sporting grounds in the Republic of Serbia is regulated by the Law of
Prevention of Violence at sports fields.' It should be noted that this law is a response to the requirements of
the European Union for harmonization and unification of the Serbian laws in this area with the EU’s laws,
as part of the integration process of the Republic Serbia in the EU. This law was welcomed by the European
public as a step in the fight against vandalism, misconduct and violation of order of sports competitions.
The law has strictly defined behavior that is considered inappropriate and makes a part of the offense or
the penalty area. The most important to mention are: physical attack - an attack on the physical integrity
of any participant at sport events, fights, which is defined as the active calculation of two major groups of
participants at sporting matches, then stated that it is forbidden to cause hatred or intolerance that can lead
to a physical fight, and damage any inventory of sports facilities and the introduction of fireworks.

The following are mentioned as basic obligations of the organizer of the sport manifestation: they
should ensure smooth conduct of the games, as well as the cooperation with regional organizational unit
of the Ministry of Interior, if there is a need for the intervention during and after games. If the sport event
which itself represents a greater risk, the organizer is obliged to take all the necessary measures to prevent
fights between fans through security agency. If this is not possible, again they should refer to the provisions
of the law requesting the assistance of the Ministry of Interior. At least 24 hours before the start of the game
which is rated as a high risk match, members of units of the Ministry of Interior shall conduct a detailed
review of sports facilities and reassess risk.

About the penalties, we should mention that violation of the provisions of the law is a serious offense for
which there are fines and protective measures such as a ban on visiting the matches (permanent and tem-
porary). The perpetrator can be any person, legal entity or superior of a legal entity. There are more serious
fines for the recidivists as prohibition of doing the activities.

Republic of Croatia

The legal framework that regulates this area in Croatia was taken at about the same time as the law in
Serbia. Like the Serbian legislation, the Croatian legislation too was faced with the challenge of bringing
up with a common European framework for this area. Due to certain shortcomings that have emerged in
practical application of criminal provisions, the Act was amended several times.

If we conduct more detailed analysis of the general provisions of the law, we will see that those provi-
sions are completely similar to the provisions of the law in Serbia. The definitions for sport events, sport
objects and participants of sport matches are the same. The only different thing is the definition of protec-
tive security units in the Article 3 which are defined as specially trained persons engaged permanently or
temporarily by the competitions’ organizer. It should be noted that the Croatian law goes one step further in
terms of what constitutes illegal behavior during sport events. Article 4 states that such are:'

« possession or consumption of alcohol and other beverages containing more than 6% alcohol, drugs,
tireworks and other weapons;

« bringing in the sport object some of the above mentioned means;
 Masking of people with hats or other means by which they conceal their identity'*;

13 Zakon o sprecavanju nasilja i nedolicnog ponasanja na sportskim priredbama, Sluzben glasnik RS, br. 67/2003, 101/2005, 90/2007,
72/2009, 111/2009 i 104/2013

14 Zakon o sprecavanju nereda na sportskim natjecanjima, Narodne novine br. 117/03, 71/06, 43/09 i 34/11

15 This attitude is quite interesting, even more, during the last game of the last season of the Champions League and German Cup
there were people with masks and no one took any measures, but according to the European Charter for Sport, this is illegal behavior.
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« lighting and throwing fireworks and;
o burning, destroying or otherwise damaging the fan paraphernalia.

Just like in the Serbian law, it is provided mandatory evaluation of the risk at the sport match as well as
an obligation for the organizer to act according to the instructions of the Ministry of the Interior Affairs. In
case of acting contrary to the order, the organizer can be punished with a fine of 10,000 to 50,000 Croatian
kuna. The Croatian law is interesting because it gives a detailed description of the security units duties.
The basic security unit members’ are: protection of the participants in the match and the property of the
sport object; not letting the fans go to the opposite fan group's gallery; calling the police if their assistance
is needed; checking the clothes of the fans; checking the tickets; checking whether any of the persons who
want to enter the sports facilities are under the influence of alcohol; prohibiting the entry to a person who
is obviously drunk.

The Croatian law has one more specificity and that is prescribing a specific type of misdemeanor offens-
es in their legal beings. They are:

1) Participation in a fight or attack people during a match;
2) Organization of violence during the match and;
3) Destruction of property and other items of sports facilities.

For these offenses, sanctions can be imposed on adult offenders - fines, imprisonment and preventive
and corrective measures for juvenile offenders. The amount of the fines imposed are governed by the gen-
eral rules of tort law, with respect to the specific boundaries of the fine, which for individuals ranged from
10,000 to 50,000 Croatian kuna, if the guards did not meet requirements of 1,000-10,000 Croatian kuna and
legal person from 5,000 to 50,000 Croatian kuna.

Republic of Montenegro

In this country, the Law on Prevention of sports violence was enacted in 2007. This law sets out the
measures that should be taken by the organizers of the match to prevent violence during a sports contest,
and the powers of the other institutions involved in the prevention of this problem, which include the prop-
er application of the provisions of the Law on Public Gatherings Act and the Law for Public Order and the
Law for sports.

The preventive measures taken just before the start of the sport matches are very similar to those pre-
scribed in the Croatian and Serbian law. By those measures the fans are informed about the match, the
coordination of the activities and about the measures that minimize the misconduct. We can conclude that
these provisions leave open a range of measures that can be taken on a case-by-case basis, depending on the
severity of the situation.

Engaging security service unit or security agency stated in the law is an alternative that can be chosen
by the organizer of the match.

What is different from the laws of the neighboring countries is being provided an opportunity to imple-
ment special measures by the police such as:*®

o Determine the direction of the fans before and after the game;

« Exclusion of transport vehicles that carry aggressive banners photos, coats of arms, flags, etc.;
« Stop entering in the sports facilities;

o Keep the fans for 2 hours after the match in the place where the match took place.

The organizer of the match is obliged to inform the police 48 hours before the high risk match and the
police should check the place and write a report 24 hours before the match. There are fines of 2,500-5,000
euro in case of inaction, breach or violation of the obligations that all the participants should take, and the
legal entity will pay 50-550 euro for the same thing. Also, imprisonment is provided in the duration of 60
days.

What's interesting is the fact that a special group of ‘fan violations’ is provided for which the fine is 60
days of imprisonment. Such violations are demolition of the sport objects, causing a fight, unauthorized
entrance in the sport object, and bringing alcohol and other substances. Beside the imprisonment as a fine,
the perpetrator will be banned from all sport matches in a period of 1 month to a year.

The disadvantage of this law is the imprisonment as a fine. Although it is reduced to a minimum period
(up to 60 days), however, it seems more appropriate for the violations be to imposed other sanctions solely
as protective measures and fines. Imprisonment should remain “reserved” only for crimes.

16 Zakon o sprecavanju nasilja i nedolicnog ponasanja na sportskim priredbama, Sluzbeni List RCG, br. 27/2007
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Republic of Macedonia

Dealing with the misconduct at the sports fields in Macedonia has always been a deviant phenom-
enon, which is often present even today. Despite the adoption of the Law on the Prevention of Violence
and discreditable behavior at the sports fields in 2004 and its changes and amendments, it seems that the
inconsistent application of the legal provisions in practice and the lack of coordination of the departments
responsible for dealing with violence are the main problems that still need to be determined.

The standard definitions about sport matches, organizer of a sports events, sports field and masked
person of the neighboring countries are accepted in our legislation too. According to the article 3 of the law,
violence and violent behavior are:'”

« possessing or consuming alcoholic beverages or narcotic drugs;

o possession of fireworks;

« inflicting injury or causing violence by people who come to sport events;

« throwing items at competitive space;

« singing songs or heckling messages that can cause hatred or incite violence;
o Burning fan flags, props, etc.

Our law provides mandatory evaluation of the possibility of occurrence of violence by the organizer of
the contest, and he is obliged to take preventive measures such as appeal to fans of good behavior before and
during the match, to inform the fans about the significance of the match, to coordinate the activities of the
clubs when going with their fans at sport events, to prepare an evacuation plans in case of emergency etc.

With the amendments of 2011, a special criminal act was introduced in the law- Violent behavior at
sport events (Article 12-a). Violent behavior is any act conducted by a person who has an intention to
cause violence, to physically attack the participants of the event, to bring fireworks at the match etc. For this
behavior the punishment is imprisonment of three months to one year. If the act has been conducted by a
group, every member will be punished by imprisonment of six months to a year. The organizer of the group
will be punished by imprisonment of one to five years.

The constitutional weakness of this provision is that it prescribes a crime that does not exist in the
Criminal Code, hence the question of its legitimacy. According to the general rules of the criminal law,
the only source of criminal acts is the Criminal Code, because it represents the codification. On the other
hand, with such standardization, the legal certainty is violated and more and more crimes find their place in
special laws that even though they don't belong there. Our opinion is that if a change of this law is initiated
in future, then that change should be in a direction of moving this act from criminal to misdemeanor area.

In the section concerning the misdemeanor provisions fines ranging from 500 euros — 1.000 euros are
provided for, if the individuals act contrary to the provisions prohibiting illegal acts of violence and miscon-
duct, while the organizer of the competition (legal entity) will get a fine from 1,500 to 5,000 euros.

CONCLUDING RECOMMENDATIONS

The repression of the violence among young people should start from the legislation, as the basis for
taking action, through various agencies of the state, educational institutions, social welfare services, and
family. A success is possible only if we act in a coordinated and harmonized position on all issues that are
unacceptable to any form of violence among young people.

From the comparative analysis of the laws that regulate this area we can conclude that the implemented
acts are very similar. Also, the countries with aspirations to become part of the European Union have ful-
filled the improvement of its legislation.

The structures aimed at stopping this type of crime, must not and should not reduce this phenomenon
only on repression. On the contrary, the police are responsible for taking all the measures in order to pre-
vent any type of violent behavior during the sport events. As such I would especially recommend:

o calling the President of the fan group for an official talk with the police;
« maintenance of educational meetings with the whole fan group;

« taking a written statement by the organizers of the competition that they will take all the measures to
prevent accidents;

« taking reports from the organizer of the competition for possible risks and challenges;
« Providing access of police to the field if required prompt intervention.

17 3aKoH 3a CIpedyBare Ha HaCUICTBOTO 1 HEJOCTOJHOTO OfHECYBarbe Ha crioprckute Tepenn 2004, Cr. Bechnk na PM 6p.
89/2004, 142/2008 n 135/2011
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In the area of prevention a good solution would be a person-spotter as part of the police structure. That
would be an officer who will follow the acts of the fan group and who will be in charge of following the reg-
istered offenders and other persons of concern. In this way, those police officers would deal with keeping re-
cords of the structure of the fan groups, their movements, acting, organization, the places for meetings, etc.
They would work on the plan of prevention, they would have direct contact with those people, would have
the correct indicators about the number of the fans, their readiness, aggression and their behavior. This way
the fans would be more restrained in their actions, especially when they are familiar with the circumstances
that are “supervised” and the Ministry itself, would have a much clearer picture of what is happening there
“down the field”, what is the possibility and what is the mood of mass action in order to achieve a better
plan of action, both in terms of prevention, and in terms of repression. Through these officers we can come
to direct information about individuals under the influence of alcohol, drugs and other psychotropic sub-
stances that can significantly reduce the awareness, in order to stop them from entering the stadium, halls
and playgrounds where the matches take place.

In the other institutions, both public prosecutors and the courts, it would be desirable to have special-
ized judges and prosecutors who will act solely for such crimes and offenses that are directly related to the
violence on the sports fields. This will allow quick and efficient access to the justice, for the perpetrators of
offenses and the victims thereof.

The sports facilities should be constructed in such a way as to allow easy entry and exit from the field
of defense fans that it is desirable to be physically separated from the home in order to avoid incidents. The
organizer of the competition must hire a security service unit which sometimes is very expensive. Namely,
the organizer of the match usually hires security agency, but that doesn't stop the fans from acting violently
but it leads to fines and additional costs for disturbing the public order.

When it comes to violence on the sports fields and misconduct, much more is needed than legal reform
and legal modeling. The base or the frame within all the involved subjects in the process of prevention of
these deviant acts should move is set. The next step is consistent application of legal provisions in practice.
Also, we find it necessary to raise the awareness among the fans through aggressive campaigns that will
primarily emphasize the basic message of the sport - that is fair and honest competition in the field and only
between athletes, and not violence outside the ground between fans.
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Abstract: Very often the criminal investigations end up with conclusions and proposals that are deemed
as too broad and general. These concluding remarks and recommendations, together with the more spec-
ified proposals, are almost unquestionably taken for granted by societies, particularly by bodies and insti-
tutions that are entitled to tap into them and make them more applicable. However, in case of more serious
criminal forms or complex security issues, organizational documents, strategies, plans of action etc. are
drafted, but their implementation hardly ever bears any results. This way, criminologists are faced with the
dilemma: are they fulfilling their mission in the society, or, put in other words, is criminology pursuing its
noble goal?

The author of this work puts forward the assumption that contemporary criminology is, after all, an ac-
ademic science with much stronger dedication to the description of the criminal phenomenon, and signifi-
cantly less focuses on the change of factors and influences that are contributing factors to crime and embed-
ded in its etiology. This is what makes the applicability of criminology particularly limited and questionable.

The goal of the paper is to highlight the indispensability of increased degree of practical applicability of
the “functional” criminology i.e. the applicable criminology. It is only in this way that the scientific founda-
tions can translate into well-grounded regulations, activities and social acts that would work in the opposite
direction of criminal factors, all of which will enable them to grow into real “regulators” of crime.

Keywords: criminology, applicable criminology,criminal factors, “regulators of crime”

“What is criminology? Criminology is what criminologists do! And what do criminologists do? They
only talk, talk and talk at criminological congresses!"”This simple, ironic criminological monologue seems
to hide the full truth of modern criminology. Or, academic criminology still cannot realize its applicative
dimension?! In contrast, civilization registers unprecedented criminal forms, alongside emphasized aggres-
sion and cruelty during the perpetration. Recently, even through live broadcasts, the whole world was ab-
horred by terrorist acts and hostage, and millions of people with their own eyes saw executions of innocent
people and professionals. And as the world is becoming global, crime is becoming global as well. Even the
latest legal and security systems are not effective in the prevention of modern and severe criminal acts i.e.
organized crime and terrorism. If the thesis that every society has the crime it has deserved is generally ac-
cepted, does this mean that the old criminological theory ought to be generalized; and based on this, should
we also assume that civilization consumes the crime it has created?! But then, can criminologists by talking,
talking and only talking root out the growing madness?! On the other hand, however, embedded in the
main discourse is the belief that criminologists must not live and work in the illusion that they will change
the world. They only need to take note on the facts and determine the situation by using well-supported
arguments. However, would there be an audience interested to read their observations?!

ABOUT THE CRIMINOLOGICAL RESEARCH

Criminology has developed a research methodology on criminal phenomena from both individual and
group perspective. It has successfully adapted and applied social sciences methods, alongside a constant
improvement and upgrade of the specific criminological methods. This is the case even when bringing
back to focus the anthropological research, although it has long been described as one-sided and insuffi-
cient to explain the genesis of crime. Clinical criminology is also a strong orientation and certainly most
applied method of research and treatment of crime as an individual phenomenon, where at the core is
the personality of an offender. Research techniques are also an advanced segment of the methodological
instrumentalism.

1 Lode Walgrave, Revue international de criminology et de police technique N.1/93, Genéve 1993
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Subjects of criminological research are

— universities within which framework primarily operate law departments and institutes, then depart-
ments and institutes of the philosophy faculties offering sociology studies, psychology and social
work studies. Certain medical institutes that conduct criminological research, at least in the Balkan
region, are included to a lesser degree.

— professional and qualified associations (in Macedonia, the major one is the Association of Criminal
Law and Criminology), associations of judges, public prosecutors, penal law experts and others.

— monitoring and analysis of crime within the legally determined responsibilities of state law enforce-
ment organs and institutions in charge: Ministry of Interior, PPO, the courts, the Ombudsman, the
penitentiary institutions, establishments and other state-control bodies.

— NGOs, in many areas of activities, especially in the field of human rights and juvenile justice, preven-
tion of deviant behaviour and so on.

In modern scientific theory and practice, criminological research is extensive and interdisciplinary.
When browsing the Internet with the entry “criminological research’, there are results displayed on over
several hundred pages, with hundreds of academic institutions and hundreds of electronic bibliographical
units. Derek et al (2014) are right to conclude that criminological research:

“offers no easy solution to the question of criminal responsibility. It does
provide, however, a way of pulling together many diverse strands of crim-
inological theory and research. It also provides both afresh agenda for
empirical enquiry concerning offenders’ perspectives and, we believe, the
prospect of new light on the likely effects of various crime-control policies™

Although the excerpt generally refers to criminological research, it must be pointed out that all devel-
oped education systems have specialized schools, institutes, colleges and similar institutions. The leading
academic institutions in this field are based in the UK and USA.

The interdisciplinary of the criminological research

The object and purpose of criminological research, or the phenomenology and aetiology of crime and
its prevention and suppression, are the same as, and inseparably connected with, the object and purpose of
related sciences such as: criminal law (substantive and procedural), criminalistics, sociology, etc. and hence,
the research of the criminal phenomenon necessarily includes aspects from criminal law, criminology; so-
ciology and psychology. Therefore, the scientific research in these areas embeds entirely the criminological
aspect. In other words, the research of the criminal phenomenon is multidisciplinary and criminological
research is primarily phenomenological, so the results of these studies only describe the criminal phenom-
enon, and not its aetiology. Unfortunately, the applicable dimension is also absent when it comes to the
sporadically conducted etiologic research which can indeed reveal valid evidence for the causes of crime.
It seems that this is what hinders the success of the mission of criminologists and the criminology per se.
Therefore, the paper starts with the assumption that criminology is by and large academic science whereas
its applicability is somewhat questionable.

Completed criminological research in the Republic of Macedonia

Within the framework of their field of operation, public authorities and institutions are obliged to mon-
itor and analyze crime. Although these tasks do not entail scientific research, the monitoring and analysis
produce regular and periodical reports and data through which the criminal phenomenon is being investi-
gated, generally from the phenomenological aspect. Etiological dimension is mostly represented under the
caption: “General social conditions in which state authority is working” To a greater or lesser extent they
serve to plan and organize future measures and formal activities. Hence, collected data on the crime, per-
petrators and victims of these analytical materials are useful in terms of understanding the scope, structure,
dynamics and other phenomenological characteristics of crime according to official statistics, despite the
fact that these do not take into account the “dark number” of crime. Thus, they do not reflect the real situ-
ation in the worst format of unlawful behaviour, particularly in the new emergent forms of organized and
economic crime. However, they are indispensable for the official, professional statistics. In terms of actions
spurred by an in-depth research, the Ministry of Labour and Social Policy has been the most successful to
use results from extensive criminological research when drafting the already adopted three strategies for

2 Cornish Derek, Clarke Ronald, The Reasoning Criminal, Rational Choice Perspectives on Offending, 2014, p. 8
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prevention of and protection from domestic violence.’ Previously such a strategy was adopted in 2008
and covered the period from 2008 to 2011, also using deepened not only phenomenological, but also
etiological research.*

Criminological researches conducted by professional associations are different in scope and content.
Usually the activity of these professional associations of judges, prosecutors, lawyers, mediators, employees
at the Social Affairs, penologists and others, boil down to training for application of some legal enactment
or stimulation of the enforcement of a new regulation. These activities are further intensified by the dif-
fusion of mandatory training of judges, prosecutors, lawyers and members of other professional groups
involved in the prevention and suppression of crime.

The criminal phenomenon in the Republic of Macedonia is primarily researched by the Association of
Criminal Law and Criminology, and numerous NGOs - Coalition for Fair Trials, Voice against Violence,
Hops and others. The members of the Association are university professors and associates of highest ac-
ademic status, judges and prosecutors from all instances, police officials and practitioners in the field of
social affairs and penitentiary institutions. Every year there is an annual meeting under a current topic,
where authors present research results and in-depth analyses and reviews of the problem in question. The
last meeting was held in 2014, covering a topic on penal policy of the courts in the Republic of Macedonia,
assessment of the sentence in accordance with amendments to the Criminal Code, with particular refer-
ence to the Rulebook on sentencing of the Supreme Court in the Republic of Macedonia. The papers were
published®, including individual and final remarks that have pointed to the unlawfulness in the enforceabil-
ity of this Rulebook, from both material-legal and procedural-legal aspect. Although a general consensus
has been reached that the practical application of the regulations prescribed in the Rulebook is not feasible
and that there is a need for its voiding, yet nothing has changed.

Academic institutions are researching criminality at two levels:

— During research projects of the departments and institutes at universities mostly within the law
schools and independent scientific institutes- Institute for Political and Legal Research at the Uni-
versity “Ss. Cyril and Methodius “

— By mentoring of individual research within specialist, master’s and doctoral degree candidates. Im-
portant to stress here is that the latter have almost no influence in changing the social reality.

An Institute, a school, college or separate specialized institution for criminological research, following
the example of those in Western theory and practice, does not exist in the Republic of Macedonia.

The results of the criminological research are often published in journals, manuals, pamphlets, mono-
graphs and other printed materials. Part of them, as already mentioned, serve as the basis for the adoption
of organizational-planning documents: national strategies on fight against drugs abuse, human traffick-
ing, domestic violence, violence between youth, local and regional action plans, agendas, etc. Despite the
evident implementation of research results, domestic violence for example has not decreased. Quite the
contrary, past months have seen the most cruel multiple murders (in a period of less than one month, there
were two multiple homicides in Kavadarci and Probishtip whose perpetrators were current and former
members of the security forces, committing the murderers with automatic weapons. In 2014 Skopje was
the scene where 2 murders were committed — one of a partner and partner’s sister in the first instance, and a
partner with the suicide of the perpetrator in the second instance). The effects of adoption on the strategies
and action plans for prevention of drugs and human trafficking did not give the expected results. Rather,
the author is of the opinion that crime in Macedonia is gradually becoming more complex, more severe,
and appearing in much harsher forms; which in fact coincides with similar trends at the regional and global
level. Obviously, the problem is not only in the descriptive character of the criminological research, nor
only in insufficient implementation of results of significantly less common etiologic research. Indeed, even
if there is a satisfactory implementation, this is not effective in the prevention and repression of crime. The
question remains how to overcome the evident inefficiency of the of criminological research?! Or, more
specifically, how can the criminological research confront the impact of criminogenic factors by revealing
factors and influences that work in the opposite direction - the so-called “Regulators of crime”” In other
words, the question is how to get into the core of the cause of the criminal phenomenon, both at levels of
individual criminal behaviour and in the criminal phenomenon as a mass phenomenon.

3 In 2012 in the Republic of Macedonia, alongside with BRIMA - Skopje, and supported by UNDP, the first major research on
domestic violence in the state was made, and its results were the basis of the creation of the National Strategy for combating and pro-
tection of domestic violence 2012-2015. This national strategy is the second in a row document of the Ministry of Labor and Social
Welfare, as the most responsible Ministry to coordinate the completeness of all the activities for combating the domestic violence.

4 More in: Benkosa Tartjana, IIpeBeHIja U pempecija Ha CeMejHOTO HAcWICTBO,MaKeTHCKa peBMja 3a KasHEHO IIPaBO U
KpuMuHosoryja no.1/2013, Cxomje 2013

5 MakeOHCKa peBIfja 3a Ka3HEHO ITPaBo 1 KPYMIHOMOTH)a, n0.1,2014, Y]IK 343, VICCH 1409-5327, partner of EBSCO- the biggest
world aggregator of magazines, revues and other bibliographies with full texts. The full text of the Revue can be found in EBSCO file
- Criminal Justice Abstracts with full Texts database.
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ASSUMPTIONS FOR A SUCCESSFUL REALIZATION
OF CRIMINOLOGICAL RESEARCH

In my opinion, criminological/etiological research must be intensified. A final, sustained segment of
the research must be the identification of the cause or the repetitive nature of the phenomenon based on
specific objective or subjective facts, alongside proposals for corresponding “regulators of crime”” For ex-
ample, if the dysfunctional, the so-called criminal family is the primary micro-social factor for the criminal
behaviour of the minor, measures of social protection of the appropriate type from the social care institute,
the prosecution, or the court will be offered. Another question is whether these bodies are functioning
effectively and if not, what are the reasons for this (mal) functioning. This stretches to questions about the
efficiency of state instrumentalism that by definition should be the “regulator of criminality”?! If state au-
thorities are ineffective, the reverse is at stake: the criminological impact of the micro-criminogenic factor
(in the example criminal family) is multiplied in every dysfunctional society. The final result, even after
the completion of a custodial sentence (in a reformatory or re-educational institution), might be a proper
criminal instead of a re-socialized repentant.

In case of research on crime as a mass phenomenon, again there are frequent incongruities. Namely,
no matter how much the research results indicate that poverty and unemployment as negative economic
conditions have direct causal connection with crime, changes do not happen so easily. “The Regulators of
crime” are located in the system, and the system is burdened with numerous negative circumstances of
objective nature, and numerous subjective inconsistencies. Or, everyone knows the “Regulator of crime’,
but “we are far away from highly organized social state’, therefore, valid research results become useless?! It
seems that we will always be locked into a vicious circle if we do not indicate the real micro-criminal factors.
That would still be possible by further social and economic research that should be attached in continuity
with the already implemented ones.

Hence, applicative criminology despite its own weaknesses, could find the right place to improve the
life and behaviour of people only if the system-state accepts and respects its conclusions, suggestions, and
recommendations.

Intervention must first be made in terms of funding and other logistical types of support to criminolog-
ical and related research, and then embedding the results in legal regulations and their practical application
in real life. Such research in advanced systems is financed with a budget of several million Euros - pounds
- dollars. Here, studies are often supported by foreign states through their embassies and civil society foun-
dations.

Furthermore, we need a complete catharsis of the holders of public power, especially of political factors
in the executive authority and creation of a functioning system of law and the rule of law. Indeed, not only
declarative populist efforts, but real, honest and dedicated political will to work in the societal interest.
Where public interest is strongly prevailing, the culture of indirectly meeting personal interests by direct
accomplishments in the general interest comes spontaneously and inevitably. In such a system, the role of
professionals and criminologists will be guaranteed. But if the characteristics of the system point to its mal-
functioning, we conclude that the social disorganization in all emergent forms should be the main object of
the criminological, or more precisely in the focus of the etiological research. This especially refers to social
catalysts of violence, as an ever growing form of human ruthlessness and as an almost established way of
everyday life. Furthermore, the importance and role of the media as a “regulator of crime” in its own social
catharsis is of immense importance. Each sensationalism, tendentiousness and partiality, mostly because of
profit, stigmatizes the media as a propaganda machine and makes it accomplice in the misrepresentation of
public awareness and fuel of criminal behaviour. Conversely, indispensable are the independence, objectiv-
ity and shaping the public opinion in tune with true social efforts to overcome the criminalities - the worst
of evils, while, at the same time, applying the results of the criminological research.

CONCLUSION

The current state of crime at a national, regional, and global level implicitly refers to the inefficiency of
the criminological, especially the etiological research. Faced with this situation are western scientific and
educational systems, which have separate institutions for research of the criminal phenomenon, as well
as Macedonia, where the criminological research is usually conducted within other related research. We
conclude that the results of the applicative criminology do not provide expected results due to socially dis-
organized systems. Hence, future criminological research should focus precisely on the elements of social
disorganization which profound presence procures large negative impact on the social reality.
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Abstract: This paper discusses about the use of the hypnosis in the criminalistics, such as obtaining
information on the characteristics of the felony and their perpetrators. Typically, understanding about hyp-
nosis as an altered state of consciousness is subject to the criticism and the criminal laws of the increasing
number of the states analyze the treatment of the hypnosis. The main result of the comparative analysis is
that hypnosis is mentioned only in the criminal laws of the Yugoslavia countries, almost in the unique way.
Then, the paper presents contemporary findings in relation to the hypnosis and the implications of these
findings for the use of the hypnosis in the criminal investigation activities. The conclusion is that the latest
findings suggest that hypnosis is not an altered state of consciousness, and, the results obtained by hypnosis
are unreliable and have problematic effects. Finally, based on the modern research and papers on this topic,
the authors suggest that perceptions of hypnosis as a kind of force that exists in the Serbian Criminal Code?
and in the other countries of ex-Yugoslavia should be rejected.

Keywords: hypnosis, criminalistics, testimony.

INTRODUCTION

Before considering the use of hypnosis in the criminal investigation activities, and its treatment in the
criminal law, we will give a brief overview of this phenomenon.

The word “hypnosis” comes from the Greek word for the sleep. The Scottish surgeon James Braid
(1795-1860) originally used this term, after his own experience related to the learning and practice of “an-
imal magnetism” of German physician Franz Mesmer (1734-1815). Mesmer invented a method of treat-
ment based on the establishing of balance and free flow of “vital fluid”, which, when it is stopped, leads to
the discomfort and disease. For example, Mesmer gave one patient who suffered from hysteria to drink
medicament with iron. After that, he put magnets on the different parts of her body. When the symptoms
disappeared, Mesmer concluded that the magnets caused the healing. Later, in his work, he abandoned the
magnet usage, but he continued to try, among his patients, to treat in different ways, a “living fluid” The
results of his treatments were “crisis” in patients, such as vomiting, tremor, sweating, etc. Mesner and his
followers believed that such crisis lead to the re-establishment balance and healing.

The successful Scottish surgeon watched a demonstration of one of Mesmer’s supporter, and, it left a
strong impression on him. He began experiments on himself and was pleased with the results. However,
he rejected an assumption on animal magnetism, because no one else in these experiments had influence
on him, believing that to the impact on the other person in this approach, we do not have a transfer of any
“magnetic” influence - it is happening in a mental way. Later, he implemented a mental interventions,
guidance and longer fixation of attention on certain features and received effects similar to those described
by the followers of “animal magnetisn”

In order to distinguish the occult and unscientific assumptions of Mesmer’s teaching, Braid uses a term
“neurohypophysis’, which is also a name of his book from 1899. The core of Braids understanding is that
the patients could be brought in the state of nervous “complacency” by using his techniques, whereby he the
term “sleeping” used in a figurative sense, intending to speak about physiological changes in the brain and
spinal cord. He denied the effects of hypnosis on which testified Mesmer’s followers, such as, for example,
the ability to predict future or a special kind of intuition. In addition, Braid spoke about the sources of errors
in the implementation of hypnotic experiments and their interpretations that may arise due to the phe-

1 This work is the result of the realization of scientific research project titled Development of Institutional Capacity, Standards and
Procedures for Countering Organized Crime and Terrorism in Terms of International Integrations. The project is funded by the Min-
istry of Science and Technological Development of the Republic of Serbia (no. 179045), and its being implemented by the Academy of
Criminalistic and Police Studies in Belgrade (2011-2014); project manager is PhD Sasa Mijalkovi¢.

2 “Official Gazzette of Republic of Serbia” no. 85/2005, 88/2005, 107/2005, 72/2009, 111/2009, 121/2012, 104/2013 and 108/2014.
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nomenon of dual personalities, mutual imitations of respondent researches bias, hyperesthesia, increased
memory, imagination and so on. Braid used hypnosis and treated different diseases, such as rheumatism,
neuralgia, orthopedic problems, loss of hearing sensitivity, paralysis of limbs, etc.

Therefore, Braid used simple techniques such as focusing attention on uniform appearance like ob-
servation of any object in the dark, and considered that he is able to induce a state like sleeping on his
patients. In real sleep, according to Braid, there is a complete lack of attention; while in a hypnotic state,
attention is fully focused exclusively on the one subject or occurrence, where a person enters in a special
psycho-physiological state subjected to the suggestion. According to the Braid, this condition can be used
for the treatment of various diseases, most often in conjunction with conventional methods of treatment. In
order to explain hypnosis’ mechanism, Braid adopts the conception of “ideomotor” reflexes, which is a phe-
nomenon where mental activity can cause physical reactions. Later, the famous physiologist Pavlov tried
to explain this hypnotic phenomenon in a similar way, through the mechanism of classical conditioning in
which the words or images evoke certain bodily reactions, whereby the lower parts of the brain activate in
hypnosis.

The French doctors deal seriously with hypnosis after the Braid’s death. On the one side, we have Char-
cot, who uses hypnosis in the treatment of hysteria, considering it as an integral part of this disorder. Op-
posite to him, there are Liebault and Bernheim, who consider hypnosis as an extension of the normal
functioning, not just hysteria.

Under the influence of French doctors, Freud at the beginning of the development of psychoanalysis
uses hypnosis in the treatment of neurosis, and he succeeds in reaching hidden and repressed contents at
neurotic patients. At the same time and in that way, he shaped his hypothesis of unconscious mental life. His
patients in the state of hypnosis amounted traumatic memories. After that, in the waking state, they notified
him that they were feeling better and that their symptoms were weaker. In addition, due to the unreliability
and short-term results, Freud quickly leaves this method.

Later researches of the hypnosis, after Liebault and Bernheim, accepted that suggestion is one of the
basic components of the hypnosis. It is worth to mention Irving Kirsch and his theory of the expected re-
sponse. In short, in this theory he considered that people’s expectation cause their experience significantly.
The research inspired with this theory showed that changes in the expectations might change physical
and physiological reactions. This theory found its application in the understanding of human responses to
pain, psychogenic illness, depression, anxiety disorders, addictions diseases and asthma. Kirsch considered
hypnosis as a kind of placebo effect. According to him, the expectations of the respondents form a basis of
the placebo and hypnosis. Moreover, he considered a clinical hypnosis as a “placebo without guile” (Kirsch,
1994).

Traditionally, the hypnosis is defined as an altered state of consciousness or trance state. There was be-
lieve that in such, altered state of consciousness, an individual is deprived of control of their own behavior,
and we can get to the hidden content of their consciousness and he or she, in that condition, can improve
their skills. In recent years, this definition is deprecated and hypnosis is defined as a set of procedures aimed
at individual, which cause the receiving (more or less) guidelines and suggestions to imagine or think about
certain ideas (for example, Wagstaff, 2010).

The aim of this paper is to review current practice and the importance of recent scientific findings re-
garded to the definition of the hypnosis, and the implications of these findings for the use of hypnosis in the
criminalistics and its treatment in the criminal law.

THE HYPNOSIS IN THE CRIMINALISTICS

Bernheim, in his book “The Suggestive Therapy — Discussion on the Nature and Use of the Hypnosis’,
devoted one chapter to the general application of the hypnosis and its criminal and legal aspects. In the first
place, he induced a case study in which a certain beggar with hypnotic powers managed to break away one
girl from her family and repeatedly rape her. The beggar was soon accused and the victim gave her testimo-
ny. She said that he had a full impact on her and that she was deprived of her will. At the end of the process, a
beggar received a sentence of twelve years imprisonment with hard labor. Furthermore, Bernheim induced
experiments in which he suggested to the innocent persons, using hypnosis, to do a felony, or to confess
crimes that they did not commit. In addition, in his experiments with hypnosis, they incited in the subjects
false memories, that he called “retroactive hallucinations”. Subjects, under posthypnotic suggestions, were
willing to provide evidence that they were witnesses of serious crimes for which the accused could receive
a long imprisonment sentence. By giving new suggestions in hypnosis, the alleged crimes and memories
of them would completely vanish. Furthermore, Berheim talks about examples, in which it is possible to
implant suggestions without to the hypnosis procedure the certain categories of people, such as children,
people with disabilities or “dreamy” people. He mentions the true case of disappearance and the murder
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of the French girl, when, due to the religious prejudice, accused thirteen Jews. At the request of the court,
the accused thirteen years old child was given into the hands of the police commissioner, who extracted a
false confession, and due to it, the court convicted every accused person. Between them was a father of the
unfortunate child. Bernheim said that the fear and guilt led to the child’s believe that it was a witness of the
crime (today; it is called “internalized false confession”). In his book, we can find other examples of how it
is possible to instill a suggestion that someone be falsely accused. In addition, he warns of the danger of oc-
currence of these phenomena in the criminal proceedings. Bernheim gives to the criminalists practical rec-
ommendations of how to differ the authentic witness from the witness under the influence of suggestion.
He warns that hypnosis is not the only way of creating the suggestion, because, the suggestion can be given
unconscious. Further, the witnesses could act suggestive on each other. In conclusion, Bernheim claims that
studying a suggestion opens new possibilities for sciences, such as medicine, sociology, and psychology. He
says: "Not all offenders are guilty, and it is not every untruth a lie; there are those who mystify, and those
who do it unconsciously. There are people who delude themselves?” (Bernheim, 1880, 178).

The use of hypnosis in the criminal investigations during the 20th century was sporadic and contro-
versial. There are pale attempts of legal regulation. An example are the instructions of the British Home
Office, where it is stated that the hypnotist should be a qualified person of the medical or the psychological
profession; the small children must not be a subject of the hypnosis; hypnosis have to be used only in the
investigations of the serious crimes; the suggestive questions should be avoided.

On the other hand, there were supporters of this method of the examination. Martin Reiser, the first
psychologist with permanent employment in the USA police, was one of the adherents of opinion that
hypnosis may bring back memories which are not accessible to victims and witnesses in conscious state
of mind. In his “Handbook of Investigative Hypnosis“ (1980), he argues that hypnosis is useful for im-
proving of victims’ and witnesses’ memories. He asserts that hypnosis is particularly suitable for access to
repressed contents, as well as it enables lowering of anxiety when a subject is supposed to recall traumatic
event. Reiser did not advocate for using hypnosis in extortion of statement from suspected. Hypnosis is
a topic of one more Reiser’s book - Police Psychology (1980). First of all, short text was dedicated to the
use of hypnosis in helping a police candidate who was not able to pass exam for drivers license. During
hypnosis, the candidate recalled that he had experienced the car accident when he had been six years old,
and for this accident he felt strong fault, since he was jumping on the back seat of the car shortly before the
accident. During the hypnotic session, the candidate obtained suggestions directed on strenghtening his
self-confidence, self-control, and self-respect. Shortly after hypnotic session, the candidate passed the exam
for driver’s license easily with very high grades. Reiser’s next text reffered to the use of hypnosis as source
of help in criminal investigation. Here he mentions an example of middle-aged woman, who was a witness
of committing a crime, and she could not have recalled any details about the executor, since she saw him
briefly in the hall of a building. After introductory note concerning the nature of hypnosis, the witness was
informed that humans’ psyche recorded everything, that information which could not be recalled at the
moment are recorded on unconscious level, and that hypnosis may activate this information. In hypnotic
session with the woman detailed interview was conducted. This interview was the basis for reaching some
important information with respect to identification of participants in the crime. In the same book Reiser
mentions some other examples of using of hypnosis as a helping source in criminal investigation. He men-
tions the case of police officer who was injured on duty. After hypnosis, the officer gave some information
relevant for sketching of executors’ face. In state of wakefulness injured officer additionally confirmed that
the face from the sketch was the executor of the crime. The same result was reached in case of murder
when the witness saw the executor very briefly, and he was not able to recall any detail. Hypnosis caused
full reproduction of all forgotten characteristics, based on which the face of suspected was sketched again.
Finally, Reiser mentions the case of kidnapping child in the doctor’s waiting room, while the mother left
her child only for a short time. Despite language barriers, since the mother was Latin — American and she
spoke only Spanish, Reiser succeeded in reaching necessary information with hypnosis and in solving this
case successtully as well. In the conclusion about the hypnosis as helping source, Reiser argues that hypnosis
is an extremely useful means in case of amnesia caused by trauma. On the basis of hypnosis, other than de-
scription of suspected, we could find out information concerning cars’ license plate, personal names, places,
and other information about which executors were talking during preparation and execution of the crime.

With respect to legal status of hypnosis, Reiser mentions some court cases which accepted results of
hypnosis, as well as the cases which rejected it. The reasoning for rejection was interference of fantasy and
reality, influence of suggestion, and the problematic nature of understanding of hypnosis as the state of
consciousness.

Time has shown that weakness and unreliability of information, obtained by hypnosis during criminal
investigation, manifested in the court proceedings. It represented grounds for the appeal of accused, either
he/she was the one who made a statement while he was hypnotized, or the victims and witnesses made that
kind of statement. The qualifications of examiners (hypnotists) and their methods of examination were
questioned as well. Problems concerning use of hypnosis are the following:
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— remembering is uncomplete, unreliable, and under strong influence of suggestion;
— occurence of confabulation (imaginary contents fill the gaps in memories);

— influence of beliefs and prejudice on remembering;

— influence of the trauma on remembering;

— possibility that people lie when they are hypnotized.

TREATMENT OF HYPNOSIS IN CRIMINAL LEGISLATION

In order to consider place and significance of hypnosis in criminal law provisions, comparative analysis
of criminal law legislation has been conducted® in the following countries: Bosnia and Herzegovina and
the Republic of Srpska, France, Germany, Croatia, China, Moldova, Montenegro, Russia, Romania, Serbia,
Slovenia, and Ukraine.

Simple research has shown that criminal laws of countries of former Yugoslavia mention hypnosis, and
these are Bosnia and Herzegovina (and the Republic of Srpska as its entity), Montenegro, Croatia, Macedo-
nia, Serbia, and Slovenia. Criminal laws of other countries do not mention hypnosis at all.

This is the formulation on hypnosis from Criminal Code of the Republic of Serbia. The formulation
can be found in paragraph 112, titled “Meaning of Terms in this Code®, under ordinal number 12: “force is
considered to be use of hypnosis or intoxicated means, with the aim of either bringing somebody against
his/her will to unconscious state or disabling him/her for resistance.“

These formulations, with only slight differences in English translations, could be found in criminal
legislations of Bosnia and Herzegovina, the Republic of Srpska, Montenegro, Croatia, Macedonia, and Slo-
venia. Actually, the said formulation has been conveyed to these statutes from the Criminal Law of Socialist
Federal Republic of Yugoslavia,* which split apart in 1990. Interestingly, the formulation on hypnosis has
survived even in the criminal law of the self-proclaimed Republic of Kosovo.

Notwithstanding conventional understanding, legislators consider that it is necessary to additionally
determine the meaning of force. That is why the legislator says that the force could be used in hypnosis as
well. Moreover, hypnosis here is on the same level as the use of intoxicated means, that is, biological factors.
The result of the use of hypnosis, according to this formulation, is an unconscious state or an inability for
resistance. While intoxicated means undoubtedly have their biological basis, this influence in case of hyp-
nosis is at least problematic. The issue has been raised which are the cases where formulation of hypnosis,
as a sort of compulsion, could be applied. We will adduce some hypothetical examples.

1) Providing of hypnotic or post-hypnotic suggestion for committing a crime. The subject who is not
familiar with goals of hypnotizer may commit a crime, based on formulation that hypnosis may
bring somebody to unconscious state. For instance, he could hurt someone or reveal a state secret.

2) Under the influence of hypnosis, a hypnotized person could be object of the crime, or some other
similar act.

3) Under the influence of hypnosis a person could forget the information concerning committing a
crime.

4) A person accused of a criminal offence may establish their defense in the criminal proceedings on the
thesis that they were hypnotized, and in that way brought to unconscious state, which would deprive
them of any criminal liability.

5) The alleged victim of the rape may assert that she was the object of the committed crime during the
time she spent in a state of hypnosis.

6) The alleged victim of kidnapping may assert that, under the influence of hypnosis, he/she was taken
away and retained at some place against his/her will.

DISCUSSION

Hypnosis, as a means of compulsion which brings a victim in unconscious state while disabling his/her
resistance, in that manner has been defined in criminal legislation of former Yugoslavian countries. More-

3 The pattern of criminal laws is appropriate. Since hypnosis is at issue, we have found criminal laws which have mentioned it. “Con-
trol group” is, of course, consisted of criminal laws which do not mention hypnosis. The idea was to include all the countries whose
laws mention hypnosis, as well as to adduce noticeable number of laws without hypnosis, primarily among the countries which have
representatives on the conference “Archibald Reiss”

4 “Official Gazzette of Socialist Federal Republic of Yugoslavia’, no. 44/76, 36/77, 34/84, 37/84, 74/87, 57/89, 3/90, 38/90, 45/90 and
54/90.
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over, that formulation is simply transcribed from Criminal Law of the former Federation. The comparative
analysis of criminal legislation of different countries has established that hypnosis is not even mentioned
in these legislations. The issue has been raised what should be done with this problematic formulation. In
order to solve this issue, we need to consider once again the definitions of hypnosis. Traditionally, we define
hypnosis as the changed state of consciousness. In recent definitions, hypnosis is defined on a behavioral
level - as a set of procedures which gives to individual instructions or suggestions to think about something
or to imagine something. The alleged effects of hypnosis, in the sense of forcing person to do something
dangerous, unpleasant or antisocial, are disguised by the relation between the subject and hypnotist, as well
as by the characteristics of the subject. Therefore, it is hard to discuss about “changed state of consciousness’,
since it is possible that the subject puts himself/herself consciously in the subordinated situation, while hav-
ing complete confidence to the hypnotist. On the other hand, experiments have shown that subjects, who
were not hypnotized, may perform actions, such as destroying of the Bible, cutting of the state flag, mak-
ing defamatory statements with respect to their superiors, taking in the hands of poisonous snake, selling
drugs (Wagstaft, 2010). Hence, regardless of the fact whether they were hypnotized or not, people may per-
form different dangerous or antisocial actions. Further, some influential organizations, such as American
Psychological Association (1994) or British Psychological Society (2001) adduce that a hypnotized person
retains possibility of control of his/her own conduct. Also, Wagstaff (1999) adduces that people in the state
of hypnosis may lie.

Taking into consideration the experimental findings and opinions of influential organizations, it is clear
that hypnosis does not represent any kind of compulsion. That is why formulation on hypnosis, as sort of
force which brings person to unconscious state or disables him/her for resistance, shoud be amended in
the criminal law provisions. Some of the provisions with regard to incitement to commit a crime, abuse of
helpless person, or misguidance of someone, may have some relevance.

With respect to hypnosis, as an auxiliary means in criminal investigation, research has shown that, even
though the revival of memories may have some effect, it often causes bad results, sometimes even false
memories. Occasional success of hypnotic procedures has been explained by changing of approach, where
sometimes stiff and rigid police investigators are changed by empathic and assertive interviewers who do
not interrupt the respondents and allow them to give explanations.

The technique of cognitive interviewing has appeared over time. This technique establishes relationship
of confidence with the respondent, and he/she is encouraged to talk about everything he/she remembers,
they play roles, direct his/her attention and change the context. Also, in order to improve his/her remem-
bering, some elements from hypnosis are used, such as relaxation, closing of eyes, which may have certain
results.
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Abstract: Exclusionary rule means that evidence illegally seized by the police or prosecutor in violation
of a suspect’s right, cannot be used in a criminal procedure. An extension of this rule is the so-called fruit
of the poisonous tree doctrine implying that if the source of evidence is tainted, than any other evidence
derivates from it (the fruit’) is tainted as well. The purpose of this paper is to examine the scope and imple-
mentation of these rules in different procedural models. The basic division is made on the U.S. adversarial
model on one side, and other countries on another, having in mind that the American case-law is charac-
terized by the strictest and more consistent application of these principles. Therefore, exclusionary rule
in the practice of American courts is analyzed in the first part of this paper. The following parts deal with
the exclusionary rule in European countries and with the case-law of European Court of Human Rights
(ECHR). In the end the author examines the provisions of former Serbian CPC of 2001 and recently adopt-
ed ‘adversarial’ CPC of 2011 that regulate these issues.

Keywords: illegally obtained evidence, exclusionary rule, fruit of the poisonous tree doctrine, adversar-
ial model, inquisitorial model.

INTRODUCTION

Exclusionary rule that implies exclusion of illegally obtained evidence is a common feature of all mod-
ern criminal procedures, but they differ in its scope and interpretation. Here is not possible to make a gener-
al distinction between adversarial and inquisitorial (mixed) model," having in mind that American case-
law implements this rule more strictly and consistently when compared to other Anglo-American
countries. While in domestic literature suppression of illegally obtained evidence is explained by the
fact that in certain cases some other values prevail over the ‘truth principle’ and accurate fact-finding,
these rules in the US are created by the courts, primarily with the purpose to deter the police and
protect constitutional rights of citizens. Unlike other countries, in the United States the exclusionary
rule is mandatory, not subject to the discretion of the judge. That is, once it has been determined
that the police have broken ‘the rules, then the evidence that was obtained as a result of that viola-
tion (including indirect ‘fruits of the poisonous tree’) may not be used in court. Excluding illegally
obtained evidence, the police are left without ‘the fruit of their work], which in the end impedes pros-
ecutorial burden of proof, having in mind their duty to provide more acceptable evidence in order
to win the case. Contrary, to that, civil law countries do not apply exclusionary rule so consistently,
what is explained by non-jury trials, principle of truth and different organization of the police and
prosecutorial offices. Unlike adversarial dispute-model of criminal procedure, where suppression of
illegal evidence impedes prosecutor’s burden of proof, in inquisitorial or truth-model the concepts
like ‘equality of arms’ and burden of proof are not of the crucial importance, bearing in mind that the
judge is the one who produces the evidence at the trial. Irregularities in the collection of the evidence
are regulated by material law- the policeman who breaks the law obtaining the evidence, should be
punished in criminal procedure. Therefore, the question is whether the courts in civil law countries,
with centralized and hierarchical organization of police and prosecutorial offices should apply the
fruit of the poisonous tree doctrine in the same way as American courts?

However, the practice of American courts served as a model for some legislative solutions and the

ECHR often refers to the U.S. Supreme Courts decisions, evaluating whether the use of illegally obtained
evidence affected the fairness of the trial.

1 In Anglo-American literature, the model of criminal procedure implemented in the majority of European countries is labeled as
inquisitorial, having in mind judicial domination at the trial, non-party investigation and principle of truth, while in Europe this label
is not used since it reminds on middle-age inquisitorial proceeding. Instead of that European scholars name this model of proceeding
as ‘mixed. More about that: Ambos K. /2003/: “International Criminal Procedure: ‘Adversarial, ‘Inquisitorial’ or ‘Mixed’?’, Interna-
tional Criminal Law Review n. 3, pp. 2-4, Safferling C. /2001/: Towards and international criminal procedure, Oxford University Press,
pp. 6-7., Damaska M. /1986/ Two Faces of Justice and State Authority, Yale University Press, p. 3. In this paper inquisitorial and mixed
procedure are used as synonyms.
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EXCLUSIONARY RULE IN THE UNITED STATES

Due to the separation of the power between a professional judge and the jury, illegally obtained evi-
dence never comes before jurors. Therefore, deciding on the guilt of the accused jurors cannot have them
on the mind, even ‘subconsciously’ In the course of preliminary hearing, a professional judge decides about
the admissibility of evidence offered by the parties, and only the evidence that passed this ‘previous control
can be produced at the trial.

American courts hold that inadmissible is evidence collected in violation of the defendant’s constitu-
tional rights. Regarding that, the first significant case dates from 1914, when the Supreme Court of the
United States pointed out that the evidence obtained in violation of the fundamental rights guaran-
teed by the Constitution of the United States has no evidentiary value. The Court unanimously held
that the warrantless seizure of items from a private residence constitutes a violation of the Fourth Amend-
ment.’

Exclusionary rule in the US mostly applies to the evidence obtained by unlawful search. Inviolability
of the home, people and property is guaranteed by the Forth Amendment of the US Constitution, and the
courts, during the time established detailed rules for its interpretation. Appropriate (lawful) search implies
cumulative fulfillment of the following conditions: a) the existence of reasonable suspicion (probable cause)
that the relevant evidence could be obtained like that and b) the existence of a search warrant issued by a
judge.? The warrant is not necessary in case of ‘exigent circumstances’ applying when the police are seeking
a fleeing suspect, have reason to believe the evidence will be destroyed, or are otherwise engaged in the
investigative activities. The U.S. courts go so far to exclude even the stolen items seized during the lawful
entry into apartment, if the police did not have a search warrant!*

Regarding the ‘personal evidences’ (testimony of the witnesses), strictly applied immediacy prin-
ciple negates the need for exclusion of previously given statements, bearing in mind that valid evi-
dence is only the testimony given at the trial, before the jury. Although a defendant rarely testifies at
his own trial, some material evidence could be obtained due to his examination during arrest, and
confession at this stage is often the step toward plea agreement. The rule that obliges on exclusion
of illegally obtained confessions was firstly established in 1964 in the case Escobedo v. Illinois,” but
probably the best known case in this regard, quite exploited in Hollywood movies industry, was the
Miranda case dated from 1966.

23-year-old Ernesto Miranda was arrested for kidnapping and rape of an 18-year-old-girl, and after
two hours of interrogation by police officers, he signed a confession to the rape charge. The problem was
because Miranda had not been informed of his right to counsel, he had not been advised of his right to
remain silent, nor had he been informed that his statements during the interrogation would be used against
him. At trial in Arizona, Miranda was convicted of rape and kidnapping and sentenced to 20 to 30 years
imprisonment on each charge, but the Supreme Court overturned the conviction. It was pointed out, for
the first time, that due to the coercive nature of the custodial interrogation by the police, no confession
could be admissible under the Fifth Amendment self-incrimination clause and Sixth Amendment right
to an attorney unless a suspect had been made aware of his rights and had then waived them. The famous
Miranda warning was proclaimed: “The person in custody must, prior to interrogation, be clearly informed

2 Weeks v. United States 232 US 383 (1914) However, it was not until the 1961 and the case of Mapp v. Ohio 367 US 643 (1961) that
the state courts start to apply the exclusionary rule as well. More about the case: Saltzburg S., Capra D. J. /2004/: American Criminal
Procedure, Cases and Commentary, 7" edition, West Thompson, p. 500-504

3 In the warrant must be specified the place of search, its purpose, the objects that should be seized and the reasons that justify
the ‘probable cause’. During the time, in the case law was crystallized that searches of structures, including warehouses, barns, hotel
rooms, phone booths and anything else that is not mobile and has a roof must be authorized by a warrant, whereas outdoor searches,
including the searches of vehicles and of arrestee’s person and possessions, may be performed on probable cause alone. See: Bradley C.
/1993/, “The Courts “Two Model’ Approach to the Fourth Amendment: Carpe Diemy’, 84 Journal of Criminal Law and Criminology,
p. 429

4 Tllustrative case in regard with that was Arizona v. Hicks, 480 US 321 (1987). Hearing the shooting, the police entered HicK’s apart-
ment to search for the shooter, victims and weapons, but they noticed two expensive-looking stereo equipment. Recording the serial
numbers, the officer was informed that the equipment had been taken in an armed robbery, for which Hicks was later indicted. How-
ever, the court suppresses the stereo equipment as evidence, with the explanation that the police initial entry into Hicks’ apartment was
lawful, although it took place without a warrant, because of the emergency created by the shooting. But moving the stereo equipment
was an additional search, which lacked a warrant and was unrelated to the purpose the police were in Hicks' apartment. The appellate
court therefore found that the police actions violated the Fourth Amendment! More about the case: Bradley C.M., ed. /2007/: Criminal
Procedure- A Worldwide Study, Second Edition, Carolina Academic Press, US, pp. 527-528

5 Escobedo was arrested for shooting and killing his brother-in-law. The police refused him to speak to his attorney, explaining that
although he was not formally charged yet, he was in custody and could not leave. The police and prosecutors proceeded to interrogate
Escobedo for fourteen and a half hours, and during the interrogation, Escobedo made statements indicating his knowledge of the
crime. Escobedo appealed to the Illinois Supreme Court, which held the confession inadmissible and reversed the conviction. After
this case was formulated the so-called ‘Escobedo Rule’ that holds that individuals have the right to an attorney when an investigation
goes beyond a general inquiry and focuses on a particular suspect. This principle states that a statement by a targeted suspect who is
in police custody is not admissible at trial. Escobedo v. Illinois, 378 US 478 (1964) More about the case: Saltzburg S., Capra D.J. /2004/:
690, 777-778 and 816
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that he has the right to remain silent, and that anything he says will be used against him in court; he must
be clearly informed that he has the right to consult with a lawyer and to have the lawyer with him during
interrogation, and that, if he is indigent, a lawyer will be appointed to represent him™

American Courts exclude the evidence not only directly obtained by the violation of the law, but
also all the other evidence legally obtained latter due to the illegal evidence. It is the fruit of the poisonous
tree doctrine that holds that evidence gathered with the assistance of illegally obtained information must
be excluded from trial.” Thus, if an illegal interrogation leads to the discovery of physical evidence, both
the interrogation and the physical evidence may be excluded - the interrogation because of the exclu-
sionary rule and the physical evidence because it is the ‘fruit of the illegal interrogation.® For example,
in the case Wong Sun v. United States, the police unlawfully entered the accuser’s apartments and found
narcotics, but the Supreme Court held that the discovered drugs should be excluded as the fruit of the
poisonous tree, because the search was done without a warrant.’

EUROPEAN INTERPRETATION OF EXCLUSIONARY RULE

As it was mentioned above, so rigid exclusionary rule as applied by American courts is not a common
feature of whole adversarial model of criminal procedure. Ruling on exclusion of illegal evidence, the courts
in England do not examine only whether the police have broken the law;, but the focus is on the question
whether the use of such evidence would affect the fairness of the trial.' It was emphasized, for example, that
the statement of the defendant who was not warned about his right may be used as evidence, since the lack
of such warning does not affect the fairness of the trial."* The evidence obtained by illegal search is admissi-
ble in general, unless its use at the trial would significantly affect the fairness of the procedure.'> The fruit of
the poisonous tree doctrine is not applied; even more, it is explicitly prescribed that the evidence obtained
due to the illegal confessions is not excluded.”® At the time when American judges strongly insisted on ex-
clusion of the all illegally obtained evidence, the judges in England explicitly stated that the “judge should
not care how the evidence was obtained”", and that “the role of the court is not to discipline the police but
to ensure a fair trial’** Thus, it is not surprising that the practice of English courts was often examined by
the ECHR because of the violation of the article 6 of the European Convention of Human Rights regarding
the use of illegally obtained evidence."

Canadian and Australian courts also hold the position that there is no reason to exclude reliable evi-
dence because of “small” procedural errors.”” Only New Zealand has applied strict American system for
a long time, but it was abandoned in 2002 when the defendant accused for rape and abduction of the
child, was discovered after the police took his blood without a warrant.'®

In the majority of civil-law countries, illegally obtained evidence is not excluded automatically, as in
the U.S,, but in every single case the judge examines whether and how much such evidence resulted in the
violation of the defendant’s rights and whether its use would affect the fairness of the proceeding as whole.
The theory of balance is applied (Abwigungslehre in Germany, Le mellieur équilibre possible in France),
according to which the violation made with illegal evidence is compared with the gravity of the crime and

6 Miranda v. Arizona (1966), 384 US 436. More about the case: Saltzburg S., Capra D.J. /2004/: 702-778.

7 The logic of the terminology is that if the source (the ‘tree’ of the evidence or evidence itself is tainted, then anything gained (the
‘fruit’) from it is tainted as well. More about this doctrine: Rothstein PE, Reader M.S. and Crump D. /2007/ Evidence, Thompson
West, United States, pp. 372-593, Bain, J. M., Kelly, M. K./1976/: “Fruit of the poisonous tree: recent developments as viewed through
its exceptions’, University of Miami Law Review, Vol. 31/3, pp: 615-650, Bradely C./2007/: 519- 548.

8 This doctrine was described for the first time in the case Silverthorne Lumber Co. v. United States from 1920, in which the accused
attempted to evade paying taxes. Federal agents illegally seized tax books from Silverthorne and created copies of the records, and the
central issue was whether or not derivatives of illegal evidence are permissible in court. The ruling, delivered by Oliver Wendell Holm-
es, Jr,, was that to permit derivatives would encourage police to circumvent the Fourth Amendment, so the illegal copied evidence was
held tainted and inadmissible. See: Silverthorne Lumber Co. v. United States, 251 US 385 (1920), available at: https://supreme.jUStia.
com/cases/federal/US/251/385/case.html However, the popular name of this doctrine (fruit of the poisonous tree) is created twenty
years latter by the judge Frankfurter in the case Nardone v. United States, 308 US 338 (1939), where the U.S. Supreme Court excluded
not only the records of unlawful wiretapping, but all evidence obtained on the bases of such wiretapping.

9 Wong Sun v. United States, 371 US 471 (1963)

10 See: Archbold, John Frederick /1997/: Criminal Pleading, Evidence and Practice, Sweet and Maxwell, London, p. 1468

11 R.v. Hoyte [1994] Crim.L.R. 215, R. v. Gill [2003] EWCA Crim 2256

12 Tapper, Colin, Cross /1999/: Evidence, London, p. 501

13 Hutton, Glenn, Johnston /2004/: Evidence and Procedure, Oxford University Press, Oxford, p. 189

14 Lord Goddard in the case Kuruma v The Queen [1955] AC 197, 203

15 Rv.Sang [1980] AC 402

16 See for example: Khan v. the United Kingdom, App. No. 35394/97, judgment of 12.05.2000. G. and J. H. v United Kingdom, App.
No. 44787/98 judgment of 25.09.2001., Chalkley v United Kingdom, App. No. 63831/00, judgment of 12.06.2003. Available at: http://
hudoc.echr.coe.int/

17 Glasser, L. /2003/: “The American Exclusionary Rule Debate: Looking to England and Canada for Guidance’, George Washington
International Law Review, vol. 35. p. 195

18 Mount, S./2003/ "R. v. Shaheed: The Prima Facie Exclusion Rule Re-examined”, New Zealand Law Review, N. 45, p. 48
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other values, like possibility to obtain the same evidence in legal manner, the need to protect the right of the
accused and so on." Therefore, Damaska's statement that “poisonous fruit doctrine sounds almost fantastic
to civil law lawyers” is not surprising.”

Therefore, the differences between ‘so strict American regime’ regarding exclusionary rule and much
milder European solutions could not be attributed only to the different model of criminal proceeding.
The American scholars believe that the primary purpose of the exclusionary rule is to deter and discipline
police.?! Unlike European countries, the centralized ‘state’ police do not exist in the United States. Instead,
there are more than 50 000 different police organizations that are founded by local districts and financed
by local budgets. Exclusionary rule is one way to control the local sheriffs- the police under his command
must obey the law, bearing in mind that if they lose the “fruits’ of their work, he can lose his position!
Criminal procedure is considered as a battle between the prosecutor and defendant. Through exclusion of
illegally obtained evidence and its derivates, the police (and therefore the prosecutor as well) are punished
for irregularities in work. In that case, the lack of evidence cannot lead to guilty verdict, what could result in
the dissatisfaction of citizens who will think during the next elections whether to give a vote to the sheriff
and prosecutor, whose fighting against crime was disappointing.

In addition, ideological factors cannot be ignored,” having in mind that exclusionary rule had ‘culmi-
nation’ from 1953 to 1969, at the time when Judge Earl Warren presided over the U.S. Supreme Court. It
was the time of hippie movement and liberal tendencies when the focus was on the protection of individual
rights and freedom and efforts to reduce racial segregation. Thus, it is not surprising that many ‘revo-
lutionary’ decisions, like Miranda and Escobar, were the result of such tendencies. But during the time,
these liberal views were reduced and crime control model gradually prevailed over the due process model.
Therefore, during the ‘80s at the time of Judge Burger presidency over the Supreme Court,”” numerous ex-
ceptions of exclusionary rule were introduced and these trends have continued up to now. By the decision
of 1974 it was ruled that the illegally obtained evidence, although excluded from the trial, may be used by
the Grand jury in deciding whether to confirm an indictment.?* Two years later it was decided that unlawful
evidence cannot be used in criminal, but can be used in civil, administrative or some other non-criminal
proceedings.

In the last decades, American courts made more exceptions of exclusionary rule and fruit of the
poisonous tree doctrine, holding that the evidence will not be excluded (1) if it was discovered from
a source independent of the illegal activity; (2) its discovery was inevitable; or (3) if there is attenu-
ation between the illegal activity and the discovery of the evidence. In the case United States v. Leon,
the Supreme Court of the United States created the good faith exception to the exclusionary rule, ac-
cording to which the illegally obtained evidence could be used if the police conducted the search in
accordance to an invalid search warrant, but the police cold not know that the search warrant had ir-
regularities.?® Inevitable discovery exception to the exclusionary rule was created in the case Nix v. Williams,
where the Supreme Court of the U.S. ruled that evidence that would inevitably have been discovered by law
enforcement through legal means remained admissible.”” Purged taint exception means that if enough
additional factors intervene between the original illegality and the final discovery of the evidence, the

19 About exclusionary rule in France see: Richard S. Frase, “France” in C. M. Bradley (ed.) /2007/: 212-214, 218-219 about exclusion-
ary rule in Germany see: Thomas Weigend, “Germany” in C. M. Bradley (ed.) /2007/: 251-253, 260

20 M. Damaska /1972/: “Evidentiary Barriers to Conviction and Two Models of Criminal Procedure: A Comparative Study”, Univer-
sity of Pennsylvania Law Review, Vol. 121, p. 522

21 Calabresi, Guido /2003/: “The Exclusionary Rule’, Harvard Journal of Law and Public Policy, vol. 26., p. 111, Roberts P, C. M.
Bradley (ed.) /2007/: 519- 548

22 In accordance with his division of procedural models according to ideological and political factors, M. Damaska believes that
exclusionary rule has its bases in liberal ideology and the need to protect the rights of the individual from the interference of the state.
See: Damaska M. /1986/: 237

23 Judge Burger presided over the U.S. Supreme Court from 1969 to 1986 and the time of his presidency is named as contra-revo-
lution of Criminal proceeding. See: Alschuler A. /1986/: “Failed Pragmatism: Reflections on the Burger Court’, Harvard Law Review,
vol. 100, pp. 1436-1458

24 United States v. Calandra, 414 US 338 (1974)

25 United States v. Janis, 428 US 433 (1976)

26 On August 1981, the Californian police received a tip identifying two drug dealers and began surveillance of their homes. Based
on this surveillance, a detective wrote an affidavit and a judge issued a search warrant. The police conducted the search, but the search
warrant was later found to be invalid because the police lacked the probable cause for a warrant to be issued. The evidence obtained
in the search was upheld anyway, because the police performed the search in reliance on the warrant, which meant they acted in good
faith. If the warrant proves defective, the mistake is of the judge who issued the warrant not of the police. Since the exclusionary rule
was designed to deter police misconduct, and since the only mistake here was of the judge, not the police, there was no cause to exclude
the evidence. United States v. Leon, 468 US 897 (1984), available at: https://supreme.jUStia.com/cases/federal/US/468/897/ More about
the case: Bradley C. ed. /2007/: 530-531

27 In this case Robert Williams, an escaped mental patient, kidnapped and murdered a 10-year-old girl. During the interrogation
in the police, one of the detectives proposed that Williams reveal where he had left the body before an impending snowfall. Williams
agreed and led the detectives to Powers’ body. The problem was because his right to counsel had been violated. However, the judge
found that Williams’ statements to the detectives was inadmissible, but ruled that the body was admissible as evidence, as it would have
inevitably been discovered by law enforcement. It was stated that law enforcement was not required to demonstrate that it had violated
a defendants rights in good faith, only that the evidence would have inevitably been found despite the violation. See: Nix v. Williams
467 US 431 (1984), available at: https://supreme.jUStia.com/cases/federal/US/467/431/case.html
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link between the two is so tenuous and the exclusionary rule should not be applied.?® Even more, in
2004 the U.S. Supreme Court departed from Miranda rights, holding that physical evidence obtained
due to the statement of a suspect who has not been informed about his rights, are constitutionally
admissible, as long as those statements were not coerced by the police.’

In spite of these exceptions, remains the fact that strict exclusionary rule and the fruit of the poisonous
tree doctrine in the U.S. strongly impede the prosecutorial burden of proof, simultaneously protecting the
interest of a defendant. Even if the theories of the good faith or inevitable discovery are applied, the prose-
cutor is the one who has to prove, by the preponderance of evidence, that the same evidence would certainly
be obtained or that the police acted in good faith.

THE PRACTICE OF THE ECHR

The European Court of Human Rights has adopted the position that the use of illegally obtained ev-
idence does not necessarily lead to unfair proceedings.’® In that sense, in numerous decisions the Court
ruled that the question which must be answered is whether the proceedings as a whole, including the way
in which the evidence was obtained, were fair. Whether or not Article 6(1) ECHR is violated depends on
whether the evidence could be contradicted on trial, whether it is the only evidence on which a conviction
is based and so on.*

In the first significant case regarding this issue Schenk v. Switzerland, the question was whether the use
of illegally recorded telephone conversation as evidence in murder trial, means the violation of the Article
8 of the Convention that guarantees the right to respect private and family life, home and correspondence.
The Court noted that illegal recording was not the only evidence on which the conviction was based, and
therefore, article 6(1) of the Convention was not violated.

However, the evidence obtained by the violation of the article 3 of the Convention (prohibition of the
torture, inhuman or degrading treatment) has ‘particular treatment, compared to the evidence obtained
by the violation of another rights guaranteed by the Convention. For a long time the Court has been held
the position that the whole procedure must be considered as unfair, if the evidence was obtained by the
torture, regardless on the significance that national court gave to that evidence.” For example, in the case
Stanimirovic vs. Serbia, the Court found the violation of the Article 6 par. 1, because the confession that the
defendant gave to the investigatory judge was used as evidence, after the torture he had previously been
exposed to in the police station. Regarding the statement of the Government that the defendant’s confession
was not the only evidence, the Court pointed out that “regardless of the impact which those statements had
had on the outcome of the criminal trial against him, the trial as a whole had been unfair, in violation of
Article 6§ 177

However, in the case Gdfgen v. Germany, ECHR departed from these practice.**

The accused Gifgen had lured a 9-year-old boy into his flat, killed him and hid the body. Afterwards he
demanded a ransom of the parents who were unaware that their child had already been murdered. They
paid the ransom after which the police followed and arrested the suspect. During his interrogation the
police, acting under the assumption that the child was still alive, threatened the suspect with considerable
suffering if he persisted in refusing to disclose the child’s whereabouts. The suspect subsequently confessed
the crime and disclosed the child’s body. The German courts, having established that the confession of the
suspect had been extracted under duress, did not allow it as evidence during the ensuing criminal trial.
However, they did declare the evidence obtained as a result of the ill-treatment, including the childs body

28 Anillustrative example is the case Wong Sun v. U.S. Wong Sun was arrested without probable cause, arraigned and released on his
own recognizance. Several days later he voluntarily comes to the police station, receives Miranda warning and makes an incriminating
statement. Here the statement may be used against him, despite the exclusionary rule, although his statements in some sense ‘derived
from his original illegal arrest. But the fact that he had been released for several days between the arrest and statement and the volun-
tariness of his statement, cut the connection and purge the taint of illegality. More about purged taint exception: Emanuel S. L. /2007/:
Criminal Evidence, Aspen Publishers, Aspen, p. 293

29 United States v. Patane, 542 US 630 (2004).

30 See: Schenk v. Switzerland Ap. No.10862/84, judgment of 12.07.1988, Khan v. the United Kingdom, App. No. 35394/97, judgment
0f 12.05.2000., D. Parris v. Cyprus App. No.56254/00, judgment of 04.07.2002. All ECHR cases available at: http://hudoc.echr.coe.int/
31 Khan v. the United Kingdom, PG. and ]. H. v United Kingdom, App. No. 44787/98 judgment of 25.09.2001., Bykov v. Russia App.
No. 4378/02, judgment of 10.03.2009., Allan v. the United Kingdom, App. No. 48539/99, judgment of 5.11.2002., Jalloh v. Germany App.
No. 54810/00, judgment of 11.07.2006 .

32 Harutyunyan v. Armenia, App. No. 36549/03, judgment of 15.06.2010., Igoz v. Turkey App. No. 54919/00, judgment of 9.01.2003;
Gogmen v. Turkey, App. No. 72000/01, judgment of 17.10.2006; Soylemez v. Turkey, App. No. 46661/99, judgment of 21.09.2006; Lev-
infa v. Moldova, App. No. 17332/03, judgment of 16.12.2008;

33 Stanimirovic v. Serbia, App. No. 26088/06, judgment of 18.10.2011; The same was noted in the Hajnal case- Hajnal v. Serbia, App.
No. 36937/06, judgment of 19.06.2012

34 Gifgen v. Germany App. No. 22978/05, judgment of 01.06.2010
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and the tire tracks found at the dumping site, admissible. Besides, the two policemen who examined the
accused were found guilty for the duress and punished symbolically, with the fines.

In his complaint submitted to the ECHR, the accused claimed that his right
to the fair trial was violated, having in mind that all the evidence used in the
procedure were obtained on the bases of his confession given under duress,
and therefore in violation of the Article 3 of the Convention. Fruit of the
poisonous tree doctrine requires exclusion of the all evidence obtained due
to his confession, which includes the body of the victim, its watch, bag and
traces of the accuser’s car. Therefore, the full implementation of this doctrine
raises a question whether it was possible at all to initiate the procedure for
the crime of murder, having in mind that before the police torture it was not
known what had happened with the victim!

The ECHR found no violation of the Article 6 of the Convention, explaining that the evidence obtained
in violation of the Art. 3 did not have crucial influence on the outcome of the proceeding, having in mind
that the defendant’s confession extorted by the police was not used as evidence, but his confession given at
the trial. Another evidence obtained due to the confession (victim's body, traces of car, etc.) had, according
to the Court, secondary importance and served only to confirm the confession. This argumentation was
additionally supported by American theory of inevitable discovery and it was pointed out that sooner or
later, the police would certainly find the body and other physical evidence.”

EXCLUSIONARY RULE IN SERBIAN LAW

Serbian criminal procedure has gone through significant changes in the last years. Belonging to civ-
il-law countries, Serbia traditionally applied inquisitorial or mixed model, based on the truth principle
that implies passive parties and an active judge whose duty was to produce evidence on trial and pass the
verdict. The concepts like burden of proof and equality of arms are not fully applicable in this procedural
model, having in mind that a judge was the one who collects and produces evidence, all this with the
main purpose of full and truthful establishment of all relevant facts. Therefore, exclusionary rule and fruit
of the poisonous tree doctrine are also of lesser significance compared to adversarial model. Exclusionary
rule was considered as an exception of the truth principle and explained by the fact that in certain cases
some other values prevail over the truth and accurate fact-finding.*” It was questionable by Serbian scholars,
whether the fruit of poisonous tree doctrine is applicable in domestic law. While some of them believed that
Serbian law accepts this theory, having in mind that CPC explicitly mentions the evidence that is unlawful
because of the manner of their obtaining,* others believed that “such purity is exaggerated and unaccept-
able for Serbian law”*, and that the fruit of the poisonous tree doctrine should not be applied in all cases.”
Additionally, the courts did not have the unique position with regard to this issue. In some cases this theory
was fully ignored and judges for example, accepted as evidence the objects seized during an illegal search,*
or opinion of an expert witness based on the “fruits” of coerced confession!*? In other cases, the judges
accepted this theory ruling for example that the objects sized during an illegal search could not been used
as evidence.” As in the other civil-law countries, law-breakings during the collection of evidence are sup-
posed to be resolved at the level of material law, by initiation of criminal prosecution against the policeman
who made a mistake. Therefore, Criminal Code prescribes numerous criminal offences whose perpetrator
could be a policeman who has broken the law; as for example extortion of testimony, inhuman, degrading
treatment and torture, illegal search, unauthorized wiretapping and recording and so on. It was considered
unfair, contrary to the truth principle and unexplainable to the citizens, passing a non-guilty verdict against

35 In partly dissenting opinion, six judges concluded that a clearer rule in relation to the exclusion of evidence in criminal trials
should be found. They considered that fairness “presupposes respect for the rule of law and requires, as a self-evident proposition,
the exclusion of any evidence that has been obtained in violation of article 3”. Such a conclusion would render any trial unfair where
any evidence tainted by the original breach had been admitted, irrespective of whether such evidence was decisive in securing the
conviction of the accused or not. See: Géfgen v. Germany- Joint Partly Dissenting Opinion of Judges Rozakis, Tulkens, Jebens, Ziemele,
Bianku and Power, Judgment of 01.06.2010, par. 9 and 10.

36 In Serbia an investigative judge traditionally conducted investigations and collected evidence. It was changed by the CPC of 2011,
which introduced prosecutorial investigation.

37 Thus, in order to protect the right on family life, the defendant’s close relatives are not obliged to testify, in order to protect the right
on privacy, secret audio and video surveillance must be implemented within the law; in order to protect physical integrity of a person
the law prohibits the torture or inhuman treatment and so on.

38 Skulic M. /2009/: Krivicno procesno pravo, Pravni fakultet, Beograd, p. 190-192

39 Grubac M. /2004/: Krivicno procesno pravo — uvod i opsti deo, Sluzbeni glasnik, Beograd, p. 291

40 Vasiljevi¢ T, Gruba¢ M. /2005/: Komentar Zakonika o krivicnom postupku, 10 izdanje, Beograd, p. 54

41 Municipal Court in Belgrade, decision n. 2333/02 of 19.12.2002

42 Serbian Supreme Court, decisions n. 154/02 of 02.03.2004 and Municipal Court in Belgrade, decision n. 5/00 of 09.07.2002

43 Serbian Supreme Court, decisions n. 1964/04 of 29.12.2004 and n. 2064/05 of. 21.12.2005. Supreme Court of Cassation, n. 90/10
0f07.04.2010
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perpetrator at whose apartment the police found 5 kg of cocaine, only because the police did not have a
search warrant! In such cases, the involved police officer could be responsible for an illegal search, but the
‘fruits’ of the illegal search could be used as evidence, since the ‘victim’ of such an illegal search was also
responsible for the criminal offence she/he committed.*

By the CPC of 2011 Serbia switched to the adversarial model of criminal procedure, where the trial is
considered to be the ‘battle of evidence’ between the parties in front of a passive arbiter (judge). A prose-
cutor and a defendant are expected to propose the evidence and produce them at the trial, and CPC of the
2011 introduces, for the first time, cross-examination of the witnesses, explicitly prescribing that the burden
of proof is on a prosecutor (Art. 15 par. 2 of CPC/2011). In such adversarial model, where the focus is on
a fair trial and equality of arms, exclusionary rule and the fruit of the poisonous tree doctrine have an in-
creasing importance, having in mind that these rules impede prosecutorial burden of proof, simultaneously
putting a defendant in a better position and protecting his rights more efficiently. A prosecutor is the one
who is expected to prove that a defendant is guilty beyond any reasonable doubt and therefore, if a prose-
cutor or the police break the law obtaining evidence, they should suffer consequences through exclusion of
‘the fruits’ of their illegal activities.

With regard to that, Serbian law shows one paradox- it seems that the exclusionary rule had higher
importance in the former inquisitorial than in recently established adversarial model of criminal proceed-
ing. Serbian CPC of 2001 prescribed that judicial decisions cannot be based on evidence that is, by itself or
by the way of obtaining, inconsistent with the Constitution or ratified international agreements, or on the
evidence that is explicitly prohibited by this or any other code (Art. 18, para. 2). Basing a judgment on un-
lawful evidence was considered as absolute procedural error that implies annulment of the judgment.* The
Appellate Court had a duty to examine ex officio (regardless of appeal of the parties) whether the judgment
was based on the illegal evidence (Art. 380 para. 1 of CPC 0f2001), and even more, in the case of this proce-
dural error the parties were allowed to submit an extraordinary legal remedy (the request for extraordinary
examination of the final judgment, Art. 430 of CPC of 2001).*

According to the CPC of 2011, court decisions may not be based on evidence which is, directly or
indirectly, in itself or by the manner in which it was obtained, in contravention of the Constitution,
this Code, other statute or universally accepted rules of international law and ratified international
treaties (Art. 16 par. 1).* In addition, it is explicitly prescribed that illegally obtained evidence cannot
be used in criminal proceedings (Art. 84 par. 1). The provision of Art 438 par. 2 of CPC/2011 according
to which a procedural error exists if “the judgment is based on the evidence on which, under the provision
of this Code it may not be based (illegal evidence), except if, in view of other evidence, it is obvious that
the same judgment would have been issued even without illegal evidence” is a problem. It is interesting to
notice that the Serbian CPC of 1976 hold the same clause that was criticized with the argument that the
exclusionary rule was not applicable within this provision, because predictions whether the verdict would
be the same without illegal evidence “is an area of pure assumptions”.*® That was the reason why the CPC
0f 2001 expelled the second part of the provision transforming in that way the use of illegal evidence
in an absolute procedural error that requires annulment of the verdict, regardless of other acceptable
evidence.” Besides, according to the CPC of 2011, the Appellate Court does not care any more about
this procedural error ex officio, but only about the appeal of the parties.

Therefore, while the former (‘inquisitorial’) CPC of 2001 use of illegal evidence is considered as an abso-

lute procedural error that always implies the annulment of the first-instance judgment, the adversarial CPC
0f2011 use of illegal evidence is considered as a relative procedural error that requires the annulment of the

44 Similar logic was implemented by the German Courts in the Gifgen case (see above), where the policemen who extorted the con-
fession were prosecuted for extortion of testimony, but the evidence found due to coerced confession were used against the defendant.
As it was noted above, the ECHR found no violation of the art. 6 of the ECHR.

45 Same: Skulic M. /2011/: Komentar Zakonika o kriviénom postupku, Sluzbeni glasnik, Beograd, p. 1055-1058, Vasiljevi¢ T., Gruba¢
M. /2005/: 653, Grubac¢ M /2004/: 290

46 Despite these explicit provisions, courts in the practice did not apply exclusionary rule so consistently. In the some cases judges
applied this rule, holding for example that the statement of privileged witnesses who were not informed about their right not to tes-
tify must be surprised. The same treatment had the statements of the policemen about the examination of the accused or citizens in
pre-trial procedure. They were considered as illegal evidence and excluded from the case-files. (Municipal Court in Belgrade, decision
n. 551/08 of 29.02.2008, Basic Court in Vranje, decision n. 2081/10 of 26.02.2010). In other cases they, contrary to the exclusionary
rule, hold that blood sample of accused can be used as evidence even when it was taken contrary to CPC (Supreme Court of Cassation,
decision n. 156/2010 of 23.03.2010), or that search record is valid evidence even if it was signed by the police officer who was not pres-
ent during the search! (Appellate Court in Belgrade, decision n. 2723/2010 of 08.07.2010). Even more, the court allowed as evidence
the confession of the suspect given under torture, explaining that by the fact that coercion must be proved by final judgment! (The
judgment of the Appellate Court in Belgrade, Kz.1 3892-1/2011 from 28.09. 2011)

47 More about exclusionary rule in CPC/2011: Ili¢ G, Maji¢ M., Beljanski S. Tre$njev A. /2012/: Komentar Zakonika o krivichom
postupku, Sluzbeni glasnik, Beograd, p. 98-101

48 Vasiljevi¢ T. /1981/: Sistem krivicnog procesnog prava SFR], Savremena administracija, Beograd, 604. Regarding that, S. Brkic
points out that “Such formulation contributed and even more in certain cases it motivated the state authorities on misUSe of proce-
dural provisions” Brki¢ S. /2011/, “Upotreba nezakonitih dokaza u krivicnom postupku Srbije’, Zbornik radova Pravnog fakulteta u
Novom Sadu, vol. 45, no. 1, p. 187-188

49 Same: Vasiljevic T., Gruba¢ M. /2005/: 635, Brkic S. /2011/: 188, Gruba¢ M. /2004/: 290
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judgment only if, bearing in mind other acceptable evidence, the same verdict would not be passed without
problematic evidence. With such a provision the exclusionary rule loses its importance having in mind that
the verdict is never based only on one peace of evidence, and every experienced judge is always capable to
explain that the verdict would be the same even without the use of disputable evidence.

The exclusionary rule faces one more problem not characteristic only for Serbian law; but for all systems
of non-jury trial, that is reflected in the possibility for the arbitrator (trial judge) to be informed about the
illegally obtained evidence. The essence of the exclusionary rule is to prevent the possibility that the ille-
gally obtained evidence influences the verdict. In American jury-system written case-files, judges decides
on the suppression of illegal evidence at the preliminary hearing, while jurors who decide on the guilt at
the trial, could not have any idea about such evidence. Opposite to that in Serbian law; illegal evidence
could be excluded even at the trial by trial-chamber, if it was not excluded in previous procedural stages.
Particularly in summary criminal proceeding it is reasonable to expect that a trial judge will always be in-
formed about illegally obtained evidence, having in mind that in this procedure a formal investigation and
formal confirmation of the judgment do not exist.”" Although, the CPC of 2011 introduces the so- called
‘preliminary hearing’ where inter alia, the parties discuss the evidence that will be produced at the trial, this
hearing is conducted by the same judge who will be the president of the trial-chamber. Therefore, even if
the trial judge is forbidden to base his verdict on the illegally obtained evidence, there is no guarantee that
such evidence will not affect his decision. With regard to that, it was legitimately warned that the “every evi-
dence, regardless of the fact whether it was legally or illegally obtained, must inevitably influence the court’s
decision, because judges cannot simply erase from mind the impression such evidence left on them”*? The
exclusion of the evidence from the case-file does not necessary mean their exclusion from the conscious-
ness of the trial judges, and therefore their indirect influence cannot be neglected.

CONCLUSION

In the adversarial model of criminal procedure the exclusionary rule and fruit of the poisonous tree
doctrine have higher importance than in inquisitorial (mixed) model, bearing in mind that these rules
interfere with prosecutorial burden of proof, contributing in that way to the equality of arms. The Amer-
ican case-law particularly insists on that, but the purpose of this severe regime is not only to protect the
Constitutional rights of a defendant but also to discipline and deter the police. A quite milder ‘European’
approach to these rules is the result of the civil-law basis in the written laws and the principle of mandatory
prosecution. Criminal codes regulate numerous criminal offences that could be committed by policemen
during the collection of evidence, while the principle of mandatory prosecution obliges the public pros-
ecutor to initiate a criminal proceeding against anyone (a police officer as well) who breaks the law. The
ECHR interpretation of these rules sometimes allows judges to ‘turn a blind eye’ on evidential irregularities
provided that such irregularities do not affect the fairness of the whole proceeding. One more reason why
the exclusionary rule has a stronger impact in the U.S. is the consequence of jury trial. Bearing in mind the
non-existence of a written case-file and the exclusion of evidence during a preliminary hearing, deciding on
the guilt jurors (unlike European judges) cannot take into account illegal evidence, not even subconsciously.

The Serbian law shows a certain paradox with regard to these issues. It seems that the former CPC of
2001 provided a stronger protection of this rule providing that its violation means an absolute procedural
error that implies the annulment of the first-instance judgment. Instead of that, the CPC of 2011 softens this
procedural error providing that the same exists only if the same judgment, in view of other evidence, would
not been issued without illegal evidence. Such a provision is problematic in a newly established adversarial
model that requires more consistent and severe application of the exclusionary rule, all with the purpose to
protect the equality of arms and fairness of the trial.

50 According to CPC different procedural actors decide on the exclusion of evidence in different stages of criminal procedure. Thus,
during the investigation, the exclusionary rule is implemented by a pre-trial judge (art. 237 par. 1 CPC of 2011), during the confir-
mation of the indictment the same rule is implemented by the non-trial chamber, before the trial and during a preliminary hearing a
trial judge decides on the exclusion of evidence, the trial-chamber during the trial and the appellate-chamber in the second-instance
(appellate) procedure.

51 All criminal offences with prescribed punishment up to eight years of imprisonment, which constitutes the 80 % of all crimes
prescribed by Criminal Codes, are prosecuted in summary criminal proceedings. This proceeding is characterized by the lack of the
formal investigation (although the prosecutor can take some investigatory measures) and the trial by an individual judge instead of the
trial-chamber. The indictment is shorter compared to the indictment in a regular criminal proceeding and it does not pass through the
stage of confirmation by the pre-trial chamber. See Serbian CPC of 2011, Art. 495-511

52 Bayer V. /1989/: Jugoslovensko krivicno procesno pravo —knjiga prva- Uvod u teoriju krivicnog procesnog prava, Zagreb, p. 106
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LEGAL STATUS OF A SUSPECT IN THE CONTEXT OF
APPLICATION OF THE INSTITUTE OF DETENTION'
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Abstract: The institute of detention of a suspect is one of the measures that ensures the presence of a
suspect during the preliminary investigation, and is undertaken for the hearing; however, it can last up to 48
hours. During the undertaking of this measure certain rights are guaranteed to the suspect, among which
the special right is the right of defence and the associated set of rights with which it is accomplished, i.e. the
rights that are necessary prerequisite and an integral part of the right to defence. This law, as well as basic
characteristics of the institute of detention are the subjects of this paper. The analysis of those questions was
done through the prism of current legislation and with consideration of practical problems in the imple-
mentation of the institute of detention and realization of a set of rights that characterize the legal status of
the suspect. The paper critically discusses issues relating to the legislation of detention, such as standardized
material condition and the reasons for the application of detention, but also the issues governing the corpus
rights belonging to the suspect.

Keywords: legal position of the suspect; detention.

INTRODUCTORY REMARKS

A key feature of the legal position of the defendant is manifested through the right of defence, as one
of the basic and fundamental rights of the defendant, which at the same time is realizing the basic func-
tion of this subject in criminal proceedings. As it is known, the right of defence is complex and includes a
large number of guarantees of procedural position of the defendant in criminal proceedings. This includes:
contestation of criminal offence, free method of selecting the defence, including protection against self-in-
crimination, the right to engage a defence lawyer and his presence during the hearing, the right to a fair trial,
the right to develop the evidentiary activity, to use the benefits provided by law remedies and to undertake
other law anticipated actions. The essence of the right to defence is linked to the development of processing
activities which is aimed at total or partial denial of the charges done by an authorized prosecutor.” The
most important segment of defence rights is the right to a defence lawyer, since with it the realization of the
principles of equality of parties in the legal proceedings is enabled, as well a fair trial. The principle of a fair
trial (proceedings) requires that the defendant in a criminal proceedings, conducted in the form of a dispute
between equal parties, is helped by a law specialist, in order to remove the deficit of real possibilities of the
defence on the defendant’s side in comparison with the public prosecutor (behind which there is an entire
apparatus of the state authorities) especially if the defendant is in detention.®

If we tried to define the right to a defence lawyer, we could conclude that it is the right of a suspect i.e.
an accused to administer the defence with the help of knowledgeable legal entities, registered in the direc-
tory of lawyers. A defence lawyer is a processing assistant to the defendant who with his legal knowledge
and procedural skills helps the defendant in finding and establishing facts in his favour, the application of

1 This paper is the result of the realization of scientific research project under the title “Development of institutional capacities,
standards and procedures for combating organized crime and terrorism in conditions of international integrations”. The project is
financed by the Ministry of Science and Technological Development of the Republic of Serbia (no. 179045), and it is implemented by
the Academy of Criminalistic and Police Studies in Belgrade; in which the project manger is PhD Sasa Mijalkovi¢.

This paper is the result of the research on the project: “Crime in Serbia and instruments of state response®, which is financed and car-
ried out by the Academy of Criminalistic and Police Studies, Belgrade - the cycle of scientific projects 2015-2019.

2 tkesic8@gmail.com

3 aleksandar.boskovic@kpa.edu.rs

4 oliverlajic@kpa.edu.rs

5 Grubac, M., Criminal Procedure Code, fourth and amended publication, Official Gazette, Belgrade, 2006, page 180.

6 Krapac, D., Criminal Procedural Code, First book: Institutions, II changed and amended publication, “National Newsletter”, Zagreb,
2003, pages 166-167.
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regulations that are most favourable to the defendant, and the use of procedural rights.” The rights of a
lawyer are generally equated with the rights of an accused and can be implemented not only in criminal
proceedings, even prior to its commencement, i.e. in the pre-trial investigation.® According to the national
legislation, the engagement of a lawyer is possible when undertaking a number of activities in the pre-trial
investigation, even when detaining a suspect.

The remainder of this paper will analyze the current legal solutions in the national law and point out
some concerns in the legislation of the issue concerned.

CURRENT LEGAL SOLUTIONS FOR THE
INSTITUTE OF SUSPECTS DETENTION

Detention is a measure of procedural coercion consisting of the preventive deprivation of personal
liberty, which ensures the presence of a suspect in pre-trial investigation. The basis for the legal regulation
of these measures can be found in the Constitution of the Republic of Serbia,” which in addition to the
provisions of deprivation of liberty indirectly contains provisions on detention. Namely, within the provi-
sions on the rights of deprivation of personal liberty without a court’s decision' the Constitution stipulates
the obligation of taking the arrested person without delay or at the latest within 48 hours to the competent
court, or in other case there is an obligation to release such a person (Article 29. page 2).

This set of constitutional framework was sufficient for the legislator to determine the legal basis for
detention, material and formal requirements for the application, authorized entities to undertake these
measures, the manner of its documentation and the rights of detained person. Detention of a suspect in
pre-trial investigation is undertaken against a person who is arrested by the police or citizens during the
performance of an offence, as well as to the originally or subsequently suspected person' for interrogation.
Detention of a suspect may exceptionally be determined by a public prosecutor, with the provision that it
cannot last longer than 48 hours from the time of arrest, i.e. from the time of responding to a summon.

Compared to the previous solution, there is a noticeable difference in determining the authorized entity
to undertake these measures. Namely, so far the implementation of such important powers was under the
jurisdiction of the police, and now is under the exclusive jurisdiction of the public prosecutor. The reason
for such a change probably lies in the new managerial role of the public prosecutor at the preliminary inves-
tigation and previous criminal proceedings and the desire of the legislator to strengthen that position with
such broad power corpus. We are of the opinion that this solution has its practical benefits, with respect
to certain other provisions of the Criminal Procedure Code, i.e. the provisions under which the police is
obliged to bring an arrested person to a competent public prosecutor without any delay and that the inter-
rogation of the arrested is done by the public prosecutor (Article 291 paragraph 1 and Article 293 paragraph
1 of the CPC).12

The material condition for the application of detention is not directly determined by the law, but the
conclusion of its existence can be drawn from the provisions which define the content of the regulation
that determines detention. The law in the enumeration of the elements of this document states that the
following must be stated: the offence for which a suspect is charged, grounds for suspicion, date and time
of arrest or summons, and the start time of detention (Article 294 paragraph 2 CPC). In addition, physical
condition or reason for implementing detention arises from the provisions under which the detention is
determined for a hearing, provided that we remain in doubt as to whether that hearing is undertaken by

7 Ibid., page 166

8 Inaccordance with the explicit interpretation of the legislator, preliminary investigation involves charging criminal complaints and
dealing in accordance with it, the authorizations of the public prosecutor, police and other officials before the criminal proceedings
starts (see: Ili¢, G.P, Maji¢, M., Beljanski, S., Tresnjev, A., Review of the Criminal Procedure Code in accordance with the legislation from
2011 with changes and amendments 2011, Official Gazette, Belgrade, 2012, page 49). On the other hand, the law binds the start of crim-
inal proceedings to an order to conduct an investigation, confirmation of the indictment which was not preceded by investigation,
adjudication on detention before charging the indictment in quick criminal proceedings, specifying the trial or hearing for sentencing
in quick proceedings and determining main trial for imposing the security measure of mandatory psychiatric treatment (Article 7
CPC). More on the new concept of investigation and the dynamics of the criminal proceedings, see: Boskovi¢, A., Prosecutorial police
concept of investigation and efficiency of criminal proceedings (unpublished doctoral dissertation), Law Faculty at the University in
Kragujevac, Kragujevac, 2010.

9 Official Gazette of the Republic of Serbia no. 98/2006

10 Despite this particular constitutional provision, the Criminal Procedure Code, completely correctly, makes no difference in rights,
and thus in the possibility to detain, between the categories of persons deprived of liberty (‘arrested’) without a court decision and a
person deprived of liberty (‘arrested’ ) on the basis of the courts decision (Article 69 paragraph 2 CPC).

11 Initially, a suspect is a person who has been invited as a suspect for questioning and subsequently a suspect is a person who has
been invited for questioning as a citizen (presumptive witnesses) for whom during the gathering of information it was found that there
are reasonable grounds to believe that that person is a perpetrator of a certain criminal offence (Article 289 paragraphs 1 and 2 CPC).
12 Criminal Procedure Code of the Republic of Serbia, Official Gazette RS, no. 72/2011, 101/2011, 121/2012, 32/2013, 45/2013 and
55/2014
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the rules for interrogation of a suspect or arrested person, given that the legislator recognizes the rights of a
detained person as for the rights guaranteed to an arrested person (Article 69 paragraph 1 CPC), so it would
be logical that the person is questioned in accordance with the mentioned.”

To put it simply the requirement is the existence of grounds for suspicion that a person has committed
a specific crime, which is lower than the level of suspicion required for an arrest. Given that the detention
rate, by which a suspect is deprived of liberty for a certain period of time, i.e. 48 hours, should ‘step up’ the
material condition and depict it with reasonable suspicion. This solution seems to be justified because of
the fact that the legislator sets the position of an arrested person as similar to the position of a defendant',
and the defendant is a person against whom there is reasonable suspicion of committing a crime, or a set
of facts that directly support the reasonable suspicion and justify raising of charges (Article 2 paragraph 1
point 19 CPC).

In support to this view, there is a fact that a more serious arrest, which detention certainly is,
cannot be determined with a lower degree of suspicion, as it represents a broader and more difficult
invasion into the right of liberty, which has been confirmed in numerous decisions of the European
Court for Human Rights.”® Additionally, in practice, in the template of the decision on detention one is
talking about reasonable doubt.

The formal condition for detention is the legal authority which constitutes the authority of the public
prosecutor for determining this measure. Opposed to deprivation of liberty, which is a de facto measure in
which the police prepares a report on the implementation of police arrests and arrested persons, and de-
tention measures is documented with a decision. The decision about the detention is passed by the public
prosecutor, but this power can be transferred to the police. No matter what authority issues a decision, it
must be submitted to the detained person immediately or at the latest within two hours from the moment
the suspect was told that he is detained.

The mentioned decision represents a significant step forward in the protection of the rights of detained
persons, given that the Criminal Procedure Code of 2001'¢ did not determine the moment from which a
period of two hours should start, whether from the moment of the deprivation of liberty or respond-
ing to a summons or from the moment when the person was told that he would be detained."”

As we mentioned, the law stipulates certain content for decision on detention, with the provision that in
practice the decision contains the following elements: the name of the authority that determines detention;
the legal basis for the implementation of that measure; the full name of a suspect with known generalities;
the conclusion that he is being detained for 48 hours and from which moment that time is being counted;
the reasoning (which comes down to the explication of a reasonable suspicion that a criminal offence was
committed); the information about the engagement of a defence lawyer by a suspect or a public prosecutor;
the signature of the one that passed the decision and a legal instruction on the use of the appeal. At the end
of a decision, there is a confirmation of its receipt by the suspect and the conclusion of the judge in charge
of the preliminary proceedings that the appeal was received, stating the date and hour.

On the basis of the lawful exhaustively determined elements of the decision on detention, it can be
noticed that there is a lack in legal regulation of this measure. Namely, once again (as in the previous reg-
ulation) the instruction on legal remedy is not incorporated within the framework of essential elements of
the decision, i.e. the possibility for an appeal.'® The Code authorizes a suspect and his lawyer to file an
appeal against the decision on detention within six hours of its reception. The appeal shall be submit-

13 Clarification of this issue is important because of differences in the legal entity authorized to undertake interrogation of a suspect
and an arrested person. The legislator places the interrogation of a suspect under the jurisdiction of the public prosecutor, who may
delegate this action to the police or to attend the hearing. O On the other hand, the interrogation of an arrested person can be done
only by the public prosecutor. About the manner in which this issue of interrogation was settled under the Criminal Procedure Code
from 2006 see more in: Banovi¢, B., Laji¢, O., Constitutionally guaranteed rights of the defendant and criminal procedural legislation,
Collection of papers “Constitution of the Republic of Serbia, criminal legislation and organization of justice system”. XLIV Regular
annual advisory meeting of the Serbian Association for Criminal Law Theory and Practice, Zlatibor, September 2007, pages 300-321

14 See: 1li¢, G.P. et al,, op.cit., page 56

15 McBride, G., Human rights in criminal proceedings, Practice of European court for human rights, Council of Europe, Office in Bel-
grade, Belgrade, 2009, pages 39-44

16 Official Gazette SR], no. 70/2001 and 68/2002 This Code went through several changes and amendments: Official Gazette RS, no.
58/2004, 85/2005, 115/2005, 85/2005 — other law, 49/2007, 20/2009 - other law, 72/2009 and 76/2010

17 Another option for calculating the detention period is much more logical, given that the first certainly would mean the impossi-
bility for the competent authority to fulfil its obligation. Calculating the period from the time of arrest or responding to a summons
would be that there is a complete certainty of the police in the need for determination of detention from the moment of arrest or
responding to the summons of the initially suspected person, which is not and should not be the norm. The situation could be further
complicated by detaining a subsequent suspect, with whom the police can make an interview within the four hours period (unless the
person agrees with the extension of the interview) and, say; in the second half of the interview concludes that a person can be treated
as a suspect, so he determines a detention. In these circumstances it would be impossible to fulfil the obligation to respect the deadline
for the delivery of the decision on detention, if it would be counted from the moment of responding to a summons.

18 Kesi¢, T., International standards in the conduct of the police in criminal matters (Monographs Edition, Book 18), Academy of
Criminalistic and Police Studies, Belgrade, 2014, page 130
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ted to the judge for previous proceedings, who is than passing the decision about the appeal within
four hours of receiving it. The appeal does not have suspension effect (Article 294 paragraph 3 CPC).

A significant shortcoming in the legal regulation of the detention of a suspect that existed in the pre-
vious law represents the omission of the reasons for detention. The assertion that it is undertaken for the
interrogation of a suspect is not sufficient to determine this coercive measure. In practice, detention is usu-
ally determined because the authority that made the process needs more time to gather material necessary
for the initiation of criminal proceedings, which cannot be considered as a sufficiently justified reason for
the deprivation of rights to liberty. Similar solutions in comparative legislation and in former Criminal
Procedure Code from 1976, which envisaged the possibility of police custody for three days," of detention
should be conditioned with on the existence of some legally specified grounds for detention, which the
police have done so far in practice. Namely, the detention of a suspect is always built on the probability that
in a criminal proceeding, whose initiation seems very realistic, that person could be placed into custody.
Similar sentiments are represented by the individual processualists who believe that detention assumes
certain cases of custody.”

LEGAL STATUS OF A DETAINED SUSPECT

The legal position of detained suspects includes a set of rights that belong to him, and that the legislator
identifies with the rights of the arrested person (Article 69 paragraph 1 CPC). That includes rights guaran-
teed to the defendant, such as: the right to free choice of the mode of defence, the protection of self-accu-
sations; the right to have a defence lawyer and the right to attend the hearing and the right to be informed
about the criminal charges, report about the crime scene investigation and findings and opinion of an
expert, about which the institute in charge of the procedure shall instruct him about before the first hearing
(Article 69, paragraph 1 CPC). In addition, a detained suspect is guaranteed to have the following rights:
to be informed about the reason for the arrest in a language that he understands; to have a confidential
conversation with his lawyer prior to the first interrogation monitored only by sight; to request that some
of his family members or other person close to him is without a delay informed about his arrest, as well as
diplomatic and consular representative of the state of which he is a citizen, or authorized representative of
an international organization of public and legal character if the arrested person is a refugee or stateless, and
to request to be examined by a doctor of his own choice or by the choice of the public prosecutor or the
court (Article 69 paragraph 1 points 1-4 CPC).

It is certain that the key right is the right to a defence, which since the French Revolution has been treat-
ed as a natural right of a citizen and which cannot be taken away by the law. On these bases the Constitution
of the Republic of Serbia was built, which provides that anyone who is charged with an offence has the
right to defence and the right to engage a lawyer of his choice, to speak freely with that person and to have
adequate time and facilities to prepare a defence (Article 33 paragraph 2). Furthermore, the highest legal
act guarantees the right to have a free defence lawyer if the accused cannot pay for a lawyer, if the interests
of justice so require, and in accordance with the law (Article 33, paragraph 3). The Constitution does not
foresee the possibilities and reasons for the restrictions of the rights of defence and a defence lawyer, so the
laws that regulate this matter can only prescribe the manner of exercising these rights.

The right to defence, i.e. the right to a defence lawyer is guaranteed by the most important international
documents on human rights. Among them the one that stands out is the European Convention for the
Protection of Human Rights and Fundamental Freedoms, which guarantees the right to a fair trial, whose
integral part is a set of minimum rights belonging to a defendant, including the right to defend himself or
through legal assistance of his own choice, or, if he does not have sufficient funds to pay for legal assistance,
to have it free when the interests of justice so require (Article 6 paragraph 3 point 3).2*

With the analysis of the provisions of the Criminal Procedure Code we can conclude that they guaran-
tee the right to self-defence (material) and the right to a defence lawyer (formal). Material defence is the one
that is performed by a defendant himself or through other persons except a lawyer (e.g. persons who are

19 Criminal Procedure Code SFR] from 1976 envisaged the detention as the measure that provided the presence of a suspect in
pre-trial proceedings, provided that there was a need to establish the identity of the perpetrator, checking alibis or for the collection
of data necessary for the conduct of the proceedings against the suspect. In addition, the requirement was to fulfill general reasons for
detention during the investigation, except for reasons which require the existence of particular circumstances indicating that the per-
petrator could hinder the investigation by influencing witnesses, accomplices or disguiser. The Institutions of Internal Affairs were able
to determine the detention during the investigation if the investigative judge entrusted the execution of certain investigative actions to
the institutions of internal affairs, and if there were reasons for detention (Article 196 paragraphs 1 and 2, Criminal Procedure Code,
Official Gazette SFR], no. 4/77, 36/77,60/77, 14/85, 26/86 — revised text, 74/87, 57/89 and 3/90 and Official Gazette SR] no. 27/92 and
24/94). Police detention was applicable till the decision passed by the Federal Constitutional Court dated on the 07 December 2000,
when it was determined that the provisions from the Article 196 were not in line with the SRJ Constitution.

20 Krapac, D., op.cit,, p. 282-283

21 European Convention on the Protection of Human Rights and Fundamental Freedoms with Protocols 1-14, Official Gazette
SCG - International agreements no. 9/2003, 5/2005, 7/2005-correction and Official Gazette RS - International agreements no. 12/2010
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close to the accused). Formal or professional defence is the defence that the defendant performs through his
defence lawyer. This kind of defence can be classified into three subtypes: optional, mandatory and defence
of the poor. Optional defence is a kind of formal defence according to which a defendant is allowed to de-
cide whether and whom to hire as a defence lawyer in the proceedings (executive defence lawyer, Article 75
CPC). Mandatory Defence (defence ex officio) is a form of formal defence, according to which, in cases pre-
scribed by the law, a defendant is assigned by the court with a duty defence lawyer, if he fails to do so himself
(Article 74 CPC). Finally, the defence of the poor is a form of formal defence that is applied in cases where
defence is not mandatory, but a defendant requests the court to assign a defence lawyer, because according
to his financial status he cannot bear the costs of his engagement. This kind of defence is allowed in criminal
proceedings conducted for offences punishable by imprisonment not exceeding three years or if required
for reasons of fairness. The costs of defence in this case fall within the budget (Article 77 paragraph 1 CPC).

A detained suspect, in addition to the right to have a lawyer of choice, is guaranteed to have a manda-
tory defence. In fact, as soon as the authority of the procedure issue a decision on detention, a suspect must
have a lawyer, and if he does not select one within four hours, the public prosecutor shall provide a duty
defence lawyer in accordance with the order on the list of lawyers that is submitted by the competent Bar
Association (Article 294 paragraph 5 CPC). The law does not envisage the possibility of transferring this
responsibility to the police.

In accordance with the above obligation the public prosecutor’s office and the Bar Association have the
obligation to write the date of entry of the lawyers in that register and when making the list they shall ensure
that practical and professional work of the lawyers in the field of criminal law gives grounds for assuming
that the defence will be effective. The list of lawyers shall be posted on the website and notice board of the
relevant Bar Association (Article 76 paragraphs 2 and 4 CPC).

The problem is the provision according to which a detained suspect’s right to a lawyer is guaranteed
from the moment in which the decision on detention is passed. As we have pointed out, the decision on
detention may not be immediately issued, but within two hours, so in that time frame the suspect, though
in fact arrested and probably he was informed that he will be detained, will not enjoy the right to man-
datory defence, which is contrary to the intentions of the legislator. Here, we have particularly in mind a
subsequently accused person, i.e. the person who was as a citizen summoned for questioning for gathering
of information, since such persons do not have to enter police premises in the company of a lawyer, given
that this is not explicitly thought in the invitation for questioning, but also a person deprived of liberty,
who in this period does not have to realize his right to a lawyer or he can realize it partially (to contact a
lawyer), and that his defence lawyer in fact is not yet available.” Similar situation is with a person who is
summoned for questioning as a suspect, given that he can, but does not have to engage a lawyer (defence
is not mandatory).

The problem is that the realization of this right is by the law connected to the issuance of the decision
on detention, which does not have to be issued immediately after the person has been notified that he will
be detained, but not later than two hours from when he has been told that he will be detained. In order to
achieve the full realization of the right to a lawyer, the deadline for his engagement would have to start from
the moment when the person was informed that he will be detained, by allowing a certain period of time in
which he could engage a layer by himself and if not able to provide a defence lawyer, that shall be done by a
public prosecutor.” Subsequently, the police should issue a decision on detention in which it should be stat-
ed that the suspect was informed of the right to a defence lawyer of choice, i.e. that he was appointed with a
duty defence lawyer. Only in this way a suspect is enabled to have an effective and efficient implementation
of the guaranteed right.

Other legal solution that is susceptible to criticism relates to the determination of a duty defence lawyer.
Namely, a public prosecutor is obliged to provide a duty defence lawyer, in accordance with the order on
the list of lawyers that is submitted by the competent Bar Association, in cases in which a suspect has not
done so within four hours of receiving the decision. The problem is the lack of legal options to take into
account the opinion of a detained suspect even in that occasion, which would not only fully realize his right
to a defence lawyer, but also it would prevent subsequent denial regarding the ability of a certain person to
be a defence lawyer in a particular case. This would prevent situations in which in practice the testimony of
a suspect given when summoned for questioning is challenged and denied, stating that the suspect was not

22 We are emphasizing that the arrested person is not guaranteed with mandatory defence, except in cases in which it is predicted
within the criminal proceedings (Article 293 paragraphs 1 and 2 CPC), which is not logical bearing in mind the implementation of
this measure we are suspending the right to liberty.

23 CPC/2011 prescribes precisely this kind of obligation to the public prosecutor or the police but, unfortunately, retains the current
solution according to which a suspect must have a defence lawyer at the time of the decision on detention or at the latest within four
hours, while it does not specify when that time period starts. It is unclear whether the period of four hours starts from the moment
when the suspect was informed that he is detained, or from the moment in which the decision on detention is issued (Article 294
paragraphs 2 and 5). In both cases the suspect will not have a defence lawyer for at least four hours, regardless of when the deadline is
counted, and the measure of detention is implemented against him. This solution is contrary to the rule that states that a suspect must
have a lawyer when he is issued with a decision on detention.
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adequately represented. In support of this view there are some decisions of the UN Committee for Human
Rights.? On the other hand, the position of the European Court of Human Rights is that when a defence
lawyer is engaged the wishes of a suspect must be respected, and that only in exceptional cases this may be
waived. As permitted, the exception is the abuse of that right by a suspect, while in other cases its denial
would result with the violation of the right to a fair trial.®

In addition, the new Criminal Procedure Code does not contain a provision that would regulate the
situation in which, for any reason, a duty defence lawyer does not respond to provide the defence to a de-
tained suspect, and in the meantime the scheduled time for detention has run out. Indirectly, it could be
concluded that the detained suspect in these circumstances should be brought before a judge for previous
proceedings (if there is sufficient evidence to initiate criminal proceedings) or he must be released. Such
provision is predicted in the Article 69 paragraph 2 of the CPC, which regulates the rights of an arrested
person (not the person deprived of liberty), but in this provision on detention the legislator does not call
for its implementation.

Finally, it is important to mention that the structure of the rights belonging to the suspect does not con-
tain the right for him to be informed about the contestation of criminal offence, which is a prerequisite for
the realization of the rights to defence. Although this right is listed as the first within the rights of the accused
persons, we are missing its quotation within the rights of the arrested, and thus also of a detained suspect.

FINAL REMARKS

The legal position of a detained person is characterized by the set of rights which include the right to
defence, the implementation of which is unthinkable without the possibility of the suspect’s freedom to
choose a defence lawyer and to be allowed to take part in the election of a duty defence lawyer (with which
the realization of the demands for effective defence is enabled), to be introduced with the offence which he
is charged with, with the right to appeal and other rights. No less significant is to precisely and lawfully reg-
ulate the institute of detention of a suspect and to remove all ambiguities and imprecision in its regulation.
Therefore, it is important to accurately define the material requirement for detention (and that should be
a reasonable suspicion), the constituent elements of the decision on detention and the reasons for which it
can be determined (by bringing it in direct contact with some of the reasons for detention).
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Abstract: There are several different ways and methods for dealing with multiple statements, multiple
documents produced regarding an event with possible criminal significance. Some of them are more er-
gonomically oriented but some are not. It depends on the eye of beholder, or it depends on the fact who is
selling the method. There are those which are commercial and expensive, and there are those which were
developed through practice. All of them have not been tested in real practice in Serbia, but we think that this
is the time to test one of them in practice, especially because few people from Serbian criminal police were
trained in one of them. We are going to elaborate on the method entitled S-E-3-R, which is a mnemonic,
specifying the steps of a method of obtaining information from multiple statements and other documents,
and recording verbal information. Mnemonic presents acronym extracted from first letters of: Survey, Ex-
tract, Read, Review, Respond=S.E.3 x R. Those are methods and tools for practical extraction of important
information contained in all documents and statements and other material related to the event. Extraction
of information is a very demanding and complex process which is abstracted and simplified through usage
of those tools and methods. We are explaining procedure and significance of those tools and methods in
interviewing and process of investigative analysis which normally leans on those. Ultimate result (practical
results in Serbian practice) is not elaborated here, that is still to come, but grounds on which they are stand-
ing are explained and postulated with strong significance.

Keywords: SE3R, interviewing investigative tools, investigative analysis, statement analysis, PEACE
model of interviewing.

INTRODUCTION!

In considering working with multiple people as sources of information, various systems and techniques
of analyzing, disseminating, categorizing etc. the obtained data may occur to the person in charge of con-
ducting the interviews. It is, however, certain, that it should be concise, punctual, systematic, methodical
and clear. There could be different approaches to this? and it could almost be said that there are as many as
approaches as law enforcement officers, because they could be different, every single one of them. But there
are some methods already tested in real investigations, which did give good results®. One of them is present-
ed here with our hope that it could help to anyone in investigation to improve their efforts in analyzing and
extracting relevant information from the sea of information.

The Method

SERRR(SE3 X R)

S-E-3-R* is a mnemonic, specifying the steps of a method of extracting information from various
statements, police records and other documents, and recording verbal information. It comes from
the first letters of following words:

1 This work has been created as a result of the project Criminality in Serbia and legal resources for reacting on it, from Academy of
criminalistics and police studies.

2 Kisti¢, O. Otkrivanje lazi kroz gestove i ponasanja — simptomatska slika, Banja Luka 2007, pp.76-100, Milic, N. Policijsko saslusa-
vanje osumnji¢enog, Beograd, 2006, p. 88. Compare with Simonovi¢, B. Kriminalistika, 2004, Kragujevac pp.204-213.

3 Zarkovi¢, M. Ivanovi¢, Z. Kriminalisticka taktika, KPA, Beograd, 2014, pp.128-155, and other multiple different locations.

4 SE3R was devised by Eric Shepherd. It is a technique that gives the practitioner a sound grasp of - and immediately stores in memo-
ry without any conscious effort - the fine-grain detail contained within documents - such as statements - and in verbal exchanges - typ-
ically interviews - conducted face-to-face or on the telephone, or recorded electronically. More to read: http://www.forensicsolutions.
co.uk/SE3R htm last accessed 20/01/2015
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- Survey

— Extract

—Read

— Review

— Respond =S.E.3xR

Key features of this method are: Visual representation in the form of an event line: Linear representa-
tion of the ‘passage of time; enabling events both to be grasped as an unfolding chronological sequence and
to be located relative to one other. Also the use of identity bins: ‘Index card’ like representations of detail,
verbal and visual, upon people, entitles and locations. It helps in converting the text of statements into pres-
ent tense and direct speech, making the narrative real and revealing anomalies which would otherwise not
have been detected. When applied to what is said across the course of multiple statements, it enables the de-
tection of similarities and differences. This method can be applied to both documents and spoken narrative
during witness or suspect interviews. Also it could be implemented by both the court and prosecutors office
during the trials. Wherever there are multiple narratives, multiple statements and many people it facilitates
easier read-through. It is recommended that whilst learning the process, it is applied to documents initially,
until the process has been learned and confidence gained in using this method. Every single theorist agrees
that it is needed to apply the method to one document at a time. For all of those it is needed to create one
sheet matrix, on which it would be worked on. One example would be given towards the end of this article.
In the top right hand corner of the sheet record core reference information:

¢ Details of the document, to include witness name &or name of the suspect or citizen.
o Date the SE3R is prepared.

S-Survey

Survey as the first part of this method application is very important step. It is recommended that ini-
tially law enforcement officer should read the document through at an even, steady pace without any of the
outer influences, preferably sound proof place. This reading should be quicker than normal reading speed.
Also, while reading there should be borne in mind to resist the following temptations:

« To glance forwards.
« Stopping the flow to dwell on details
« Looking back to check details

Itis very important to consider this phase or a step of method application as scanning of material, which
means that content of statements and documents, is quickly run and framed. It represents a sort of abstract
reading, which should be more lateral but point taking and rounding.

E- Extract

After the first step it is essentially important to go through the document systematically. We should turn
our pad or paper on its side so that it forms a long rectangular tablet. After this we should draw a line about
two thirds up the page, extending all the way from left to right across its entire width. This represents event
line. It signifies the passage of time from left to right. Now we should work our way through the document.
When we identify an event we should draw a short vertical line through event line. Each cutting line is
an event. It is needed to create some space between one cut and the next, because of creation of certain
amount of space for filling in with details. Practice will enable everybody to find what spacing suits them,
but in the initial stages, we should experiment with a gap of just a bit over 3 cm. Write location, date & time
(if known) above the first point in the event line. We should be consistent in the order of detail, the most
sensible order is day, date, time, geographical location, and, where appropriate, a more specific location (e.g.
room) Thurs-13/11/99, 10-05am14 Gibson Square (conservatory). We do not need to replicate day, date
and location for subsequent events, but remember to add details above the line when the day, date, and time
or change of location. Indicate any duration known by a bracket extending eastwards towards the relevant
event, and indicate successive events occurring in the same location with a “ditto” symbol. Fri 14/11/14
(about 10 minutes) 8pm Place “Monument” Dejan & George are there Dejan says to George drinking at the
bar “Outside - now’, Paul joins them. In this case it is very important to enter the event, and any circum-
stances relating the event such as speech (exactly as stated) etc, under the south point of the vertical line.
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REVIEWING OF POSSIBILITIES FOR USE OF METHOD OF EXTRACTING INFORMATION FROM...

Conversion Rules

1) It is of great importance to convert text to present tense, e.g., in a statement by Maggie: Text in follow-
ing MG (Short from Name but still recognizable and distinctable) I saw Patty sitting on Alf’s lap SE3R entry
should read MG (Maggie) sees PM (Patty) sitting on AM (Alf’s) lap®

2) Also convert the passive voice into active voice: Text in following by Debbie-Sue was comforted by me
and SteveSE3R entry should read DM (Debbie) and SM (Steve) comfort SS (Sue)

3) Indirect (reported) speech should be translated into direct speech, e.g. the text in the following ex-
tract by Richard - Tracy was very upset and said to me Uncle Paul had done something awful to her. The
SE3R entry should read: Tracy is very upset and says to Richard “UP (Uncle Paul) has done something
awful to me” The conversion from past tense to present is crucial. It enables us to transform a verbal image
of a past event to a current, visual image, which makes the narrative more real and memorable, and assists
in comparison between different versions of the occurrence.

Identity bins

In creating this form it is suggested by most authors in Great Britain to use the lower t